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WGU Digital Forensics in Cybersecurity (D431/C840) Course Exam Sample
Questions (Q54-Q59):
NEW QUESTION # 54 
Which method is used to implement steganography through pictures?

A. File compression
B. Least Significant Bit (LSB) insertion
C. Encrypting image pixels
D. Metadata alteration

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Least Significant Bit (LSB) insertion involves modifying the least significant bits of image pixel data to embed hidden information.
Changes are imperceptible to the human eye, making this a common steganographic technique.
* LSB insertion is widely studied and targeted in steganalysis.
* It allows covert data embedding without increasing file size significantly.
Reference:Forensic and anti-forensics manuals reference LSB as a standard image steganography method.

NEW QUESTION # 55 
An organization has identified a system breach and has collected volatile data from the system.
Which evidence type should be collected next?

A. File timestamps
B. Running processes
C. Temporary data
D. Network connections

Answer: D

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
In incident response, after collecting volatile data (such as contents of RAM), the next priority is often to collect network-related
evidence such as active network connections. Network connections can reveal ongoing communications, attacker activity, command
and control channels, or data exfiltration paths.
* Running processes and temporary data are also volatile but typically collected simultaneously or immediately after volatile memory.
* File timestamps relate to non-volatile data and are collected later after volatile data acquisition to preserve evidence integrity.
* This sequence is supported by NIST SP 800-86 and SANS Incident Handler's Handbook which emphasize the volatility of
evidence and recommend capturing network state immediately after memory.

NEW QUESTION # 56 
Susan was looking at her credit report and noticed that several new credit cards had been opened lately in her name. Susan has not
opened any of the credit card accounts herself.
Which type of cybercrime has been perpetrated against Susan?

A. Cyberstalking
B. Malware
C. SQL injection
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D. Identity theft

Answer: D

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Identity theft occurs when an attacker unlawfully obtains and uses another person's personal information to open accounts, access
credit, or commit fraud. The opening of credit cards without the victim's consent is a classic example.
* SQL injection is a web application attack method that does not directly relate to this case.
* Cyberstalking involves harassment via digital means and is unrelated.
* Malware is malicious software and may be used to facilitate identity theft but is not the crime itself.
Reference:According to the U.S. Federal Trade Commission (FTC) definitions and NIST Cybersecurity Framework, identity theft is
defined as the unauthorized use of someone's personal information for fraudulent purposes, perfectly matching Susan's situation.

NEW QUESTION # 57 
How is the Windows swap file, also known as page file, used?

A. Augments the RAM
B. Replaces bad sectors
C. Primarily for security
D. Reserved for system files

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
The Windows swap file, or page file, is a system file used to extend physical memory by storing data that cannot fit into the RAM.
When RAM is full, the OS swaps inactive data pages to this file, thus augmenting RAM capacity.
* It does not replace bad sectors; that function is for disk management utilities.
* It is not primarily for security but for memory management.
* It is not reserved exclusively for system files but is used dynamically for memory paging.
Reference:Microsoft's official documentation and forensic guides like NIST SP 800-86 describe the page file' s role in virtual
memory management and its importance in forensic analysis because it may contain fragments of memory and sensitive information.

NEW QUESTION # 58 
Which term describes the used space between the end of a file and the end of the last cluster assigned to the file?

A. Unallocated space
B. Host protected area
C. File slack
D. Volume slack

Answer: C

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
File slack is the space between the logical end of a file and the physical end of the last cluster allocated to the file. This space may
contain residual data from previously deleted files or fragments, making it significant in forensic investigations.
* Unallocated space refers to clusters not currently assigned to any file.
* Volume slack includes slack space at the volume level but is less specific.
* Host protected area is a reserved part of the disk for system use, unrelated to slack space.
* File slack is a recognized forensic artifact often examined for hidden data or remnants.
Reference:This concept is extensively described in forensic textbooks and NIST publications on file systems, including SP 800-86
and SWGDE best practices.

NEW QUESTION # 59
......
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