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F5 F5CAB4 %3 K4 :
B i 4+
o Identify and report current device status: This domain covers monitoring BIG-IP operational status through
T | LCD panels, dashboards, Network Map, GUI

¢ TMSH commands, and checking high availability states.

¢ Apply procedural concepts required to create, manage, and restore a UCS archive: This domain covers
EN D) UCS backup and restore procedures, understanding backup use cases, proper storage practices, and
UCS file contents including private keys.

¢ Explain authentication methods: This section focuses on user management including creating
T3 ¢ modifying users, configuring remote authentication providers, and implementing group-based access
control.

¢ Explain config sync: This section focuses on configuration synchronization procedures, identifying sync
FE 4 errors, determining sync necessity, checking sync status, and comparing configuration timestamps.

o |dentify configured system services: This domain covers verifying proper configuration of essential services
F&ES5 including DNS, NTP, SNMP, and syslog.
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¢ Apply procedural concepts required to manage the state of a high availability pair: This domain covers
16 controlling and monitoring failover states in high availability pairs, including forcing standby
¢ offline modes, reporting failover status, and verifying device trust.

B Hi ) F5-CA FS5CAB4 % &R EHE (Q13-Q18):

FIRE #13

Users are unable to reach an application. The BIG-IP Administrator checks the Configuration Utility and observes that the Virtual
Server has a red diamond in front of the status.

What is causing this issue? (Choose one answer)

A. All pool members have been disabled

B. The Virtual Server is receiving HTTPS traffic over an HTTP virtual
C. All pool members are down

D. The Virtual Server is disabled

ZE: D

fE R A -

Comprehensive and Detailed Explanation From BIG-1P Administration Control Plane Administration documents:

In the BIG-IP Configuration Utllity, status icons provide immediate health information. A red diamond specifically indicates that the
object itself is administratively disabled. When a virtual server is disabled, BIG-IP will not accept or process traffic for that virtual
server, regardless of pool or node state.

Ifall pool members were down, the virtual server would typically show a yellow triangle (available but no resources).

Ifall pool members were disabled, the virtual server would usually still be enabled but unavailable due to pool status, not shown as a
red diamond.

Protocol mismatch (HTTPS sent to HTTP) does not change the administrative status icon of the virtual server.

Therefore, the red diamond clearly indicates the virtual server is disabled, making D the correct answer.

P& #14
A BIG-IP Administrator is unable to connect to the management interface via HTTPS. What is a possible reason for this issue?

o A The IP address of the device used to access the management interface is NOT included in the "P Allow" list in the
Configuration Utility.

¢ B. The port lockdown setting is configured to Allow None.

e C. The IP address of the device used to access the management interface is NOT included in the "httpd Allow" list in the CLI.

¢ D. An incorrect management route is specified.

E&R:. C

it B B -

Management connectivity is protected by an allowed access list for the httpd daemon. Unlike TMM data ports which use 'Port
Lockdown' settings, the management port's access is controlled by a specific 'Allow' list. If an administrator's IP is not explicitly
included in this list, the Control Plane will reject HTTPS connection attempts to the management utility.

=8 #15

Refer to the exhibit.

The BIG-IP Admmistrator is nvestigating disk utilization on the BIG-IP device. What should the BIG-IP Admmistrator check next?
(Choose one answer)

A. Large files on the / file system

B. Results from the EUD test

C. Results from the platform diagnostics test
D. Large files on /usr file system

0¥
M

: A



i RE R «

‘When troubleshooting a BIG-IP system where a partition is reported as full (100% utilization), identifying and removing large or
unnecessary files is the immediate next step for restoration of system stability.

* Symptons of Full Partitions: If a file system (such as the root / or /var) becomes full, it can result in unpredictable system behavior,
failure to save configurations, and the inability to log in to the Web UL

* The Root (/) Partition: This partition is intentionally kept small on F5 systens. It is highly sensitive to the storage of third-party
software or diagnostic files that should ideally be stored in the /shared or /var directories.

* Procedural Resolution: To resolve 100% disk usage, administrators should check for large files on the affected partition using CLI
commands like du -ah or find / -xdev -type f-exec du {} \; | sort -m | head

-20.

* Common Culprits: Large files typically causing these issues include old core files, tech support bundles, large diagnostic logs
(packet diags), or temporary files created during administrative tasks.

* Diagnostics vs. Remediation: While tests like the EUD (End User Diagnostics) or platform diagnostics are useful for hardware
verification, they do not resolve file system exhaustion issues that have already reached a critical 100% state.

=8 #16
A BIG-IP Administrator plans to resolve a non-critical issue with a BIG-IP device in 2 weeks. What Severity level should be
assigned to this type of F5 support ticket?

A0
B. 1
C.2
D.3

ZR: C

fR R A -

F5 Support uses a specific scale to categorize the urgency of technical issues, which helps the Control Plane management team
prioritize resources effectively.

* Severity 1 (Critical): Used for emergency situations where a production site is completely down, or there is a critical impact on
business operations with no workaround available.

* Severity 2 (High): Assigned when a system is severely degraded, or a primary finction is significantly impacted, but the site
remains operational in a degraded state.

* Severity 3 (Medium): Applicable for issues where there is a partial loss of non-critical functionality, or the system s failing
intermittently but the core business is not currently impacted.

* Severity 4 (Low): This is the appropriate level for non-critical issues, general "how-to" questions, or maintenance planning, Since
the admnistrator plans to resolve this issue in two weeks, it falls under the category of a low-priority maintenance task that does not
require an immediate response from F5 support.

R #17
A BIG-IP Administrator needs to find which modules have been licensed for use on the BIG-IP system. In which section of the
Configuration Utility can the BIG-IP Administrator find this information?

A. System> Resource Provisioning
B. System> Platform
C. System> Support
D. System> Services

BER: A

fE R A«

Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Administration documents: Identifying the
current device status includes knowing which software modules (such as LTM, ASM, or APM) are active and how much hardware
resource (CPU/Memory) is allocated to then¥i0404040. The System> Resource Provisioning screen displays the licensing status
and allows the admnistrator to set the provisioning level (Nominal, Dedicated, or Minimum) for each module.

R 8 #18
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