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HP Aruba Certified Network Security Associate Exam Sample Questions
(Q141-Q146):

NEW QUESTION # 141
What is symmetric encryption?

A. Tt uses a Key that is double the size of the message which it encrypts.

B. It simultaneously creates ciphertext and a same-size MAC.

C. It uses the same key to encrypt plaintext as to decrypt ciphertext.

D. It any form of encryption mat ensures that thee ciphertext Is the same length as the plaintext.

Answer: C

Explanation:

Symmetric encryption is a type of encryption where the same key is used to encrypt and decrypt the message.

It's called "symmetric" because the key used for encryption is identical to the key used for decryption. The data, or plaintext, is
transformed into ciphertext during encryption, and then the same key is used to revert the ciphertext back to plantext during
decryption. It is a straightforward method but requires secure handling and exchange of the encryption key.References:

Basic principles of cryptography.

NEW QUESTION # 142
What distinguishes a Distributed Denial of Service (DDoS) attack froma traditional Denial or service attack (DoS)?

A. A DDoS attack originates from external devices, while a DoS attack originates from internal devices
B. A DosS attack targets one server, a DDoS attack targets all the clients that use a server

C. ADDoS attack targets multiple devices, while a DoS Is designed to Incapacitate only one device

D. A DDoS attack is launched from multiple devices, while a DoS attack is launched from a single device

Answer: A

NEW QUESTION # 143
How can hackers implement a man-in-the-middle (MITM) attack against a wireless client?

¢ A The hacker uses spear-phishing to probe for the IP addresses that the client is attempting to reach. The hacker device then
spoofs those IP addresses.

e B. The hacker runs an NMap scan on the wireless client to find its MAC and IP address. The hacker then connects to
another network and spoofs those addresses.

e (. The hacker connects a device to the same wireless network as the client and responds to the client's ARP requests with
the hacker device's MAC address.

e D. The hacker uses a combination of software and hardware to jam the RF band and prevent the client from connecting to
any wireless networks.

Answer: C

Explanation:

A common method for hackers to perform a man-in-the-middle (MITM) attack on a wireless network is by ARP poisoning, The
attacker connects to the same network as the victimand sends false ARP messages over the network. This causes the victim's
device to send traffic to the attacker's machine instead of the legitimate destination, allowing the attacker to intercept the traffic.

NEW QUESTION # 144
What is a consideration for using MAC authentication (MAC-Auth) to secure a wired or wireless connection?

e A. Asa Layer 2 authentication method, MAC-Auth cannot be used to authenticate devices to an external authentication
server.
¢ B. Headless devices, such as Internet of Things (IoT) devices, must be configured in advance to support MAC-Auth.



e C. It is very easy for hackers to spoof their MAC addresses and get around MAC authentication.
¢ D. MAC-Auth can add a degree of security to an open WLAN by enabling the generation of a PMK to encrypt traffic.

Answer: C

Explanation:

MAC authentication, also known as MAC-Auth, is a method used to authenticate devices based on their Media Access Control
(MAC) address. It is often enployed in both wired and wireless networks to grant network access based solely on the MAC
address of'a device. While MAC-Auth s straightforward and doesn't require complex configuration, it has significant security
Iimitations primarily because MAC addresses can be easily spoofed. Attackers can change the MAC address of their device to
match an authorized one, thereby gaining unauthorized access to the network. This susceptibility to MAC address spoofing makes
MAC-Auth a weaker security mechanism compared to more robust authentication methods like 802.1X, which involves mutual
authentication and encryption protocols.

NEW QUESTION # 145
A company has an Aruba solution with a Mobility Master (MM) Mobility Controllers (MCs) and campus Aps.
What is one benefit of adding Aruba Airwave from the perspective of forensics?

A. ArWave enables low level debugging on the devices across the ArubaOS solution

B. Airwave can provide more advanced authentication and access control services for the AmbaOS solution
C. Airwave is required to activate Wireless Intrusion Prevention (WIP) services on the ArubaOS solution
D. Airwave retains information about the network for much longer periods than ArubaOS solution

Answer: C

NEW QUESTION # 146
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