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Microsoft Cybersecurity Architect Sample Questions (Q217-Q222):
NEW QUESTION # 217 
Hotspot Question
Your on-premises network contains an Active Directory Domain Services (AD DS) domain. The domain contains a group named
Group1 and five servers that run Windows Server. Each server contains a standalone app. Each app is used by the members of
Group1.
You have a Microsoft Entra tenant that syncs with the domain.
You plan to manage access to the apps by deploying Global Secure Access. You will use a Conditional Access policy to enforce
security controls for all connections to the apps.
You need to recommend a Global Secure Access app and Microsoft Entra private network connector configuration for the planned
deployment. The solution must minimize administrative effort and be highly available.
What is the minimum number of Global Secure Access apps and private network connectors you should recommend? To answer,
select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

Explanation:
Box 1: Five enterprise applications
Global Secure Access apps
Configuring your Quick Access settings is a major component to utilizing Microsoft Entra Private Access. When you configure
Quick Access for the first time, Private Access creates a new enterprise application. The properties of this new app are
automatically configured to work with Private Access.
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Box 2: 5
Private network connectors
Five servers, so give network connectors needed.
Connectors are lightweight agents that sit on a server in a private network and facilitate the outbound connection to the Global
Secure Access service. Connectors must be installed on a Windows Server that has access to the backend resources and
applications. You can organize connectors into connector groups, with each group handling traffic to specific applications.
Windows server
The Microsoft Entra private network connector requires a server running Windows Server 2012 R2 or later. You'll install the private
network connector on the server. This connector server needs to connect to the Microsoft Entra Private Access service or
application proxy service and the private resources or applications that you plan to publish.
Reference:
https://learn.microsoft.com/en-us/entra/global-secure-access/concept-private-access
https://learn.microsoft.com/en-us/entra/global-secure-access/how-to-configure-connectors

NEW QUESTION # 218 
You have a Microsoft 365 E5 subscription. The subscription contains 1,000 devices that run Windows 11 Pro and are enrolled in
Microsoft Intune. You need to recommend a Microsoft Defender for Cloud Apps solution that meets the following requirements:
* When a user downloads a file from Microsoft SharePoint Online, a label must be applied to the file in real time based on the file's
contents.
* Only users that use Intune-compliant devices must be able to sign in to Dropbox.
Which type of policy should you recommend for each requirement? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

Explanation:

NEW QUESTION # 219 



You are designing security for a runbook in an Azure Automation account. The runbook will copy data to Azure Data Lake Storage
Gen2.
You need to recommend a solution to secure the components of the copy process.
What should you include in the recommendation for each component? To answer, select the appropriate options in the answer are a.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

NEW QUESTION # 220 
Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique
solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have
a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the
review screen.
You have an Azure subscription that has Microsoft Defender for Cloud enabled.
You are evaluating the Azure Security Benchmark V3 report.
In the Secure management ports controls, you discover that you have 0 out of a potential 8 points.
You need to recommend configurations to increase the score of the Secure management ports controls.
Solution: You recommend enabling the VMAccess extension on all virtual machines.
Does this meet the goal?

A. No
B. Yes

Answer: A

Explanation:
Explanation
https://docs.microsoft.com/en-us/security/benchmark/azure/security-controls-v3-privileged-access#pa-2-avoid-st Adaptive
Network Hardening:
https://docs.microsoft.com/en-us/security/benchmark/azure/security-controls-v3-network-security#ns-7-simplify

NEW QUESTION # 221 
Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique
solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have
a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the
review screen.



You are designing the encryption standards for data at rest for an Azure resource.
You need to provide recommendations to ensure that the data at rest is encrypted by using AES-256 keys. The solution must
support rotating the encryption keys monthly.
Solution: For Azure SQL databases, you recommend Transparent Data Encryption (TDE) that uses Microsoft-managed keys.
Does this meet the goal?

A. No
B. Yes

Answer: A

NEW QUESTION # 222
......
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