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FRE 1

Deploy and Install: This domain targets DevOps Engineers and Infrastructure Specialists and focuses on
deploying and installing Portworx storage solutions. It includes configuring and setting up storage clusters to
support containerized applications reliably and securely.

FrRE2

Observability and Troubleshooting: This section assesses the expertise of Support Engineers and System
Administrators in monitoring storage deployments and troubleshooting issues. Candidates learn to use
observability tools and techniques to maintain system health and resolve performance problemns effectively.

FE3

Operations and Administration: This section of the exam measures the skills of Storage Administrators and
Kubemetes Operators and covers managing cluster operations and administering container storage
environments using Portworx. Candidates demonstrate the ability to efficiently manage and operate storage
clusters in production environments.

FE 4

Business Continuity: This domain measures the skills of Disaster Recovery Planners and IT Continuity
Managers in implementing backup, recovery, and failover strategies. It ensures candidates understand how
to sustain business operations and data availability using Portworx features.

FES

Security: This section focuses on Security Engineers and Compliance Officers responsible for enforcing
security measures in container storage environments. Topics include managing encryption, access control,
and compliance policies to protect stored data.
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FIRE #39
What is the minimum Stork version required to perform an Application Backup?

e A Stork 2.3
e B. Stork 23.3.0
e C. Any Stork version works

BER: A

fE R A«

Comprehensive and Detailed Explanation From Exact Extract:

Stork version 2.3 is the minimum version required to support Application Backup features in Portworx. Application Backup allows
for consistent snapshots and restores of complex, multi-volume, and multi-pod stateful applications. This capability depends on
enhancements introduced in Stork 2.3 that enable application-aware backup orchestration, coordination between Kubernetes and
storage layers, and integration with backup policies. Earlier Stork versions lack these features, making them unsuitable for
application-level backups. Portworx release notes and Stork documentation confirm that version 2.3 introduced key functionalities
that underpin the reliable backup and restore workflows for stateful workloads, making it a baseline requirement for disaster
recovery and business continuity implementations involving application backups [ Pure Storage Portworx Backup Docs source] .

& #40
What is a key benefit of using on-demand snapshots in a Kubernetes environment with Portworx?

¢ A They require no additional configuration after the initial setup.
¢ B. They provide immediate data recovery options without stopping applications.
¢ (. They automatically scale storage capacity.

EX: B

Bt B B «

Comprehensive and Detailed Explanation From Exact Extract:

On-demand snapshots in Portworx allow admnistrators and applications to create point-in-time copies of volumes instantly without
requiring downtime or interrupting running workloads. This capability is critical in Kubernetes environments where high availability
and continuous operation are mandatory. Snapshots capture the exact state of data at a moment, enabling rapid recovery from
accidental deletion, corruption, or ransonmware attacks. Since these snapshots are created live, applications continue to run
seamlessly, ensuring minimal impact on user experience. Portworx's snapshot technology uses efficient -on-write mechanisms, which
also mmnimize storage overhead. Official Portworx documentation emphasizes that on-demand snapshots enhance data protection
strategies by enabling quick backups and restores without requiring maintenance windows or complex scheduling [ Pure Storage
Portworx Snapshot Guide source] .

R #41

A Portworx admmnistrator wants to create a storage class that can be used to create volumes with the following characteristics:
* Encrypted volume

* Two replicas

‘Which definition should the administrator use?

e A kind: StorageClass


https://www.kaoguti.com/Portworx-Enterprise-Professional_exam-pdf.html

apiVersion: storage.k8s.io/v1
metadata:
name: px-encrypted
provisioner: kubernetes.io/portworx-volume
parameters:
secure: "true"
repl: 2"
¢ B. kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:
name: px-encrypted
provisioner: kubernetes.io/portworx-volume
parameters:
sharedv4: "true"
repl: 2"
¢ C. kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:
name: px-encrypted
provisioner: kubernetes.io/portworx-volume
parameters:
encrypted: "true"
repl: "2"

ER: C

fE AR A«

Comprehensive and Detailed Explanation From Exact Extract:

To create a StorageClass in Kubernetes for Portworx volumes that are encrypted and replicated twice, the correct parameters are
encrypted: "true" to enable encryption and repl: 2" to specify two replicas. Option A accurately sets these parameters, ensuring
volumes provisioned with this StorageClass will be encrypted at rest and maintain two replicas for data redundancy. Option B uses
sharedv4: "true", which relates to NFS-like sharing, not encryption. Option C uses secure: "true", which is not the recognized
parameter for enabling encryption in Portworx StorageClass definitions. The official Portworx StorageClass parameter
documentation confirms encrypted as the correct flag for encryption and repl to specify replication factor, enabling administrators to
enforce data security and availability policies declaratively through Kubernetes manifests [ Pure Storage Portworx StorageClass
Guide source] .

FIRE #42
How should a Portworx administrator enable the Alertmanager?

e A Create a secret with the Alertmanager configuration and enable Alertmanager in the StorageCluster object.

¢ B. Deploy Alertmanager by following the official Alertmanager documentation and integrate it with Portworx by enabling
monitoring webhook in the StorageCluster object.

e C. Create a config map with the Alertmanager configuration and enable Alertmanager via the pxctl CLL

BE: A

fE R A -

Comprehensive and Detailed Explanation From Exact Extract:

Enabling Alertmanager in Portworx involves creating a Kubernetes Secret containing the Alertmanager configuration (such as alert
routing rules and notification channels) and referencing this secret in the Portworx StorageCluster manifest. This integration allows
Portworx's monitoring stack to forward alerts to Alertmanager for centralized alert processing and notifications. Unlike ConfigMaps,
which are generally used for non-sensitive data, Secrets protect sensitive alert configuration. Enabling Alertmanager via pxctl CLI is
not supported as Portworx relies on Kubernetes declarative configuration for monitoring components. Additionally, deploying
Alertmanager independently and integrating through webhooks requires manual setup but is not the recommended or integrated
approach. Portworx official observability documentation details the secret-based configuration as the standard and secure method to
enable and manage Alertmanager within Portworx clusters for robust alert handling [ Pure Storage Portworx Monitoring Guide
source] .



& #43
What step is necessary to start using encrypted PVCs in Portworx?

¢ A. Configure 10 profiles.
¢ B. Select secret provider.
¢ C. StorageClass needs the following parameter: secure: enabled.

EX: B

it B B -

Comprehensive and Detailed Explanation From Exact Extract:

Using encrypted Persistent Volume Claims (PVCs) with Portworx requires that an administrator first configure a secret provider
responsible for managing the encryption keys. The secret provider could be an external Key Management System (KMS) such as
AWS KMS, Google Cloud KMS, Hashicorp Vault, or Kubernetes Secrets. This step is critical because encryption keys are
essential to securely encrypt and decrypt data on volumes. Although enabling encryption in the StorageClass via parameters like
secure: enabled is necessary to activate encryption on volumes, it is insufficient without a properly configured secret provider to
manage the keys. The secret provider ensures keys are securely stored, rotated, and accessed, fulfilling compliance and security
requirements. Portworx documentation stresses this as a foundational step to enable encrypted PVCs, highlighting that without a
configured secret provider, encrypted volumes cannot be provisioned or used effectively [ Pure Storage Portworx Encryption Docs
source] .
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