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NEW QUESTION # 80
Refer to the exhibit.
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BGP configuration

config router bgp

set as 65000

set router-id 10.200.99.253

set ibgp-multipath enable

set additional-path enable

set additional-path-select 3

config neighbor-group

edit “WPN1”

set soft-reconfiguration enable
set remote-as 65000

‘l\vaZ L
set soft-reconfiguration enable
set remote-as 65000

“VPNE"
set soft-reconfiguration enable
set remote-as 65000
next
end
config neighbepr-range
edith 1
gset: prefix 192.168.1:0 255.255.255.192
set neighbor-group “VPN1”
next
edit 2
set prefix 192.168.1.64 255.255.255.192
set neighbor-group “VPN2”

SERTICIET
set prefix 192.168.1.128 255.255.255.192
set neighbor-group “VPN3”

next

The exhibit shows the BGP configuration on the hub in a hub-and-spoke topology. The administrator wants BGP to advertise
prefixes from spokes to other spokes over the IPsec overlays, including additional paths.

However, when looking at the spoke routing table, the administrator does not see the prefixes from other spokes and the additional
paths Which three settings must the administrator configure inside each BGP neighbor group so spokes can learn the prefixes of
other spokes and their additional paths? (Choose three.)

A. Set additional-path to forward

B. Enable route-reflector-client.

C. Enable route-reflector-server

D. Set adv-additional-path to the number of additional paths to advertise.



¢ E. Set additional-path to send
Answer: B,D.E

Explanation:

The hub must send additional paths to spokes (set additional-path send).

The hub must treat each spoke as a route-reflector client so spoke routes are reflected to other spokes.
The hub must specify how many additional paths to advertise (set adv-additional-path <n>).

NEW QUESTION # 81
Refer to the exhibit.

SIS WL

spoke_ A # diagnose firewall proute list
list route policy info(vi=root):

id=1(0x01) dscp_tag=0xfc Oxfc flags=0x0 tos=0x00 tos_mask=0x00 protocol=17 port=src(0->65535) :dst (0->65535)
iif=0(any)

path{l): oif=0(any) gwy=10.0.1.253

destination(l): 10.22.0.0-10.22.0.255

source wildcard(l): 0.0.0.0/255.255.255.0

hit_count=5 rule_ last_used=2024-12-19 07:53:31

id=2130968577(0x7£040001) wwl_service=1(Critical-DIA) wwl_mbr_segq=2 1 dscp.tag=0Oxfc Oxfc flags=0x0 tos=0x00
tos_mask=0x00 protocol=0 port=src(0->0) :dst (0->0) iif=0(any)

path(2): oif=4(port2), oif=3(portl)

source({l): 10.0.1.0-10.0.1.255

destination wildeard(l) : 0.0.0.0/0.0.0.0

application control(2): Microsoft.Portal (41469,0) Storage.Bagkup(0,22)

hit_count=8597 rule_last_used=2024-12-19 07:31:00

id=2130968578 (0x7£040002) wvwl_service=2 (Non-Critical-DIA)"vwl_mbr_seg=2 dscp_tag=Oxfc Oxfc flags=0x0 tos=
0x00 tos_mask=0x00 protocol=0 port=src(0->0) :dst (0=30)»1if=0(any)

path(l): oif=4(port2)

source({l): 10.0.1.0-10.0.1.255%

destination wildcard(l): 0.0.0.0/0.0.0.0

application control(2): Operational.Techmnology(0,26) Social.Media(0,23)

hit_count=36589 rule_last_used=2024-12-16707:31:00

id=2130968580 (0x7£040004) vwl_service=4d (Critical-Web-Server) vwl_mbr_seq=3 dscp_tag=0xfc flags=0x0 tos=
0x00

tos_mask=0x00 protocol=0 port=sgrc(0->0) iif=0(any)

path(l): oif=6(portd)

source(l): 10.0.1.0-10.0.1.255

destination(l): 128.66.0.1-128.66.0.1

hit_count=12587 rule_last_used=2024-12-19% 07:31:00

id=2130968579% (0x7£040003) vwl_service=3 (VOIP) vwl_mbr_ seq=l dscp_tag=0xfc flags=0x0 tos=0x00 tos_mask=0x00
protocol=17 port=src(l->65535) :dst (1->65535) iif=0(any)

path(l): oif=3(portl) path last used=2024-12-19% 08:09:00

source(l): 10.0.1.0-10.0.1.2

55
destination(1): a.a.a.o—zss.M’z}Brl n ET
hit count=13 rule last used=H024-G¢mslSr H H

‘Which two conclusions can you draw from the output shown? (Choose two.)

A. UDP traffic destined to the subnet 10.22.0.0/24 matches a manual SD-WAN rule.
B. One SD-WAN rule allows traffic load balancing.

C. One SD-WAN rule is defined with application categories as the destination.

D. UDP traffic destined to the subnet 10.22.0.0/24 matches a policy route.

Answer: B,D

NEW QUESTION # 82
Refer to the exhibits.



SD-WAN service details

branchl_fgt § diagnose sys sdwan serviced
rl 1

Service(l): Address Mode (IFV4) flags=0x4200 use-shortcut-sla use-snartcutl =-=

Tie break: cig
Shortcut priority: 2
Gen(2), TOS(0x0/0x0), Protocol(0): src(l->65535) :det (1->65535), Mode (manual)
Members (2):
1: Seq num(l portl underlay), alive, selected
21 Seq_num(l portl underlay), alive, selected
Application Coatrol(3d): Microsoft.Portal (41465,0) Salesforce(16920,0) Collaboration(0,28)
Srec address(l):
10.0.,1.0-10.0.1.285

Service(d): Address Mode (IFV4) flags=0x4200 use-shortcut-sla use-shortcut
Tie break: cfyg
Shortout pricrity: 2
Gen(2), TCS(0x0/0x0), Protocol(0): sre(l->E5535) :dst(1->65535), Mods (manual)
Mezbers(l):
1: Seq_nu=m(2 portl underlay), alive, selected
Application Coatrol(3): Facebook(15832,0) LinkedIn(16331,0) Game(0,8)
Src address(l):
10.0.1.0-10.0.1.255

branchl_fgt $ diagnose sys sdwan internet-service-app-ctrl-lisc
List App Ctrl Database Entry(IPvd) in Kersel:

Max App Crrl Size=32768 Num App Ctrl Encry=€

Miczosolf.Portal (41469 28): IP=184.27.181.201 €& 443
MSH.Game (16135 8): IP=13.107.246.36 6 443

Salesforce (16920 29): IP=23.205.255.92 € 443
GoToMeeting (16354 28): IP=23.205.106.86 € 442

GoToMeeting (16354 28): IP=23.212.249.144 6 443
Facebook (15832 23): IP=31.13.80.3€6 € 443 \

branchl_fgt # get router infe :aut:nu-:an@%
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¢ A The session 3-tuple did not match any of the existing entries in the ISDB application cache.

An administrator is testing application steering in SD-WAN. Before generating test traffic, the administrator collected the information
shown in the first exhibit. After generating GoToMeeting test traffic, the admmistrator exammned the corresponding traffic log on
FortiAnalyzer, which is shown in the second exhibit.
The admnistrator noticed that the traffic matched the implicit SD-WAN rule, but they expected the traffic to match rule ID 1.
Which two reasons explain why some log messages show that the traffic matched the implicit SD-WAN rule?

(Choose two.)




¢ B. No configured SD-WAN rule matches the traffic related to the collaboration application GoToMeeting
¢ C. FortiGate could not refresh the routing information on the session after the application was detected.
¢ D. Full SSL inspection is not enabled on the matching firewall policy.

Answer: A,B

NEW QUESTION # 83

You have a FortiGate configuration with three user-defined SD-WAN zones and two members in each of these zones. One SD-
WAN member is no longer in use in health-check and SD-WAN rules. You want to delete it.

‘What happens if you delete the SD-WAN memnber from the FortiGate GUI?

A. FortiGate accepts the deletion and places the member in the default SD-WAN zone.

B. FortiGate displays an error message. SD-WAN zones must contain at least two members

C. FortiGate displays an error message. You must use the CLI to delete an SD-WAN member.
D. FodiGate accepts the deletion and removes routes as required.

Answer: D

NEW QUESTION # 84
Exhibit.

SD-WAN zones

SD-WAN Zones SD-WAN Rules Performance SLAs

Volume Sessions

Download

M portl
B port2
H portd
@ HUB1-VPN1
B HUB1-VPN2

e :RTINE

[ @ CreateNew=| 21
Interfaces =
& virtual-wan-link
& underlay
& HUB1
A HUB1-VPN1
2y HUB1-VPN2
Ay HUB1-VPN3
s overlay-shops

& overlay-factories

Refer to the exhibit, which shows an SD-WAN zone configuration on the FortiGate GUL. What can you conclude about the zone
and member configuration on this device?



A. The underlay zone contains three members.

B. You can delete the virtual-wan-link zones.

C. You can move HUB1-VPN3 from the HUBI zone to the overlay-shops zone.
D. The overlay-factories zone contains no member.

Answer: C

NEW QUESTION # 85
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