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Y.

The output in Exhibit A shows that the VPN tunnel is not established because the peer IP address is incorrect. The output in Exhibit
B shows that the peer IP address is 192.168.1.100, but the baseline VPN configuration in Exhibit C shows that the peer IP address
should be 192.168.1.101.

To restore VPN connectivity, you need to change the peer IP address in the VPN tunnel configuration to 192.168.1.101. The
correct configuration is shown below:

config vpn ipsec phasel -interface

edit "wan"

set peer-ip 192.168.1.101

set peer-id 192.168.1.101

set dhgrp 1

set auth-mode psk

set psk SECRET PSK

next

end

Option A is incorrect because it does not change the peer IP address. Option B is incorrect because it changes the peer IP address
to 192.168.1.100, which is the incorrect IP address. Option D is incorrect because it does not include the necessary configuration
for the VPN tunnel.

EE #78
Refer to the exhibits.
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FortiMail network topology, Inbound configuration settings, and a Dictionary Profile.

You are required to integrate a third-party’s host service (srv.thirdparty.com) into the e-mail processing path.

All nbound e-mails must be processed by FortiMail antispam and antivirus with FortiSandbox integration. If the email is clean,
FortiMail must forward it to the third-party service, which will send the email back to FortiMail for final delivery, FortiMail must not
scan the e-mail again.

Which three configuration tasks must be performed to meet these requirements? (Choose three.)




A. Apply the Catch-All profile to the ASinbound profile and configure an access delivery rule to deliver to the 100.64.0.72
host.

B. Apply the Catch-Ail profile to the CFInbound profile and configure a content action profile to deliver to the srv. thirdparty.
com FQDN

C. Create an IP policy with a Source value of 100. 64 .0.72/32, enable precedence, and place the policy at the top of'the list.
D. Change the scan order in FML-GW to antispam-sandbox-content.

E. Create an access receive rule with a Sender value of srv. thirdparcy.com, Recipient value of *@acme.

com, and action value of Safe

Y. B,CD

Y.

* A'is correct because the scan order must be changed to antispam-sandbox-content in order for FortiMail to scan the email for
spam and viruses before forwarding it to the third-party service.

* B is correct because the Catch-All profile must be applied to the CFInbound profile in order for FortiMail to forward clean emails
to the third-party service.

* E is correct because an IP policy must be created with a Source value of 100.64.0.72/32 in order to allow emails from the third-
party service to be delivered to FortiMail

The other options are not necessary to meet the requirements. Option C is not necessary because the access receive rule will already
allow emuails from the third-party service to be received by FortiMail. Option D is not necessary because the Catch-All profile
already allows emails to be delivered to any destination.

Here are some additional details about integrating a third-party service into the FortiMail email processing path:

* The third-party service must be able to receive emails from FortiMail and send them back to FortiMail.

* The third-party service must be able to communicate with FortiMail using the SMTP protocol

* The third-party service must be able to authenticate with FortiMail using the SMTP AUTH protocol.

Once the third-party service is integrated into the FortiMail email processing path, all inbound emails will be processed by FortiMail
as usual. Ifthe email is clean, FortiMail will forward it to the third-party service. The third-party service will then send the email back
to FortiMail for final delivery. FortiMail will not scan the email again.

EE#79
Refer to the exhibits.
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multiple web applications. A pair of FortiADC devices are already
configured for SSL decryption (FAD-1), and re-encryption (FAD-2). CL-1 must accept unencrypted traffic from FAD-1, perform
application detection on the plain-text traffic, and forward the inspected traffic to FAD-2.
The SSL-Offload- App-Detect application list and SSL-Offload protocol options profile are applied to the firewall policy handling
the web application traffic on CL~1.
Given this scenario, which two configuration tasks must the administrator perform on CL-~1? (Choose two.)




conLly Lirewdll PLrOoLLLIe=pDLOLOCOL=0pL LOISE
edit SSL-Offload
config http
A set ssl-offloaded yes
end
next
end

config firewall profile-protocol-options
edit S5SL-0ffload
config http @
8 set options spliceo
end
next o
end |1‘~0

config firewall ssl-se@

edit FAD-1
. set ip IP address>
' @e full

set =
next

conflg ; tion list

SL-Offload—hpp—Detect
[ set force-inclusion-ssl-di-sigs enable
next
end

confiqg application list
edit SSL-Offload-App-Detect
E set deep-app-inspection enable

next FIZRATINET

A. Option C
B. Option B
C. Option A
D. Option D

¥": CD

EE #80
Refer to the exhibit.

A custoner has deployed a Forthate 200F hlgh availabﬂlty (HA) cluster that contains & TPM chlp The exhiblt shows owput ﬁ‘om
the FortiGate CLI session where the administrator enabled TPM.

Following these actions, the administrator immediately notices that both FortiGate high availability (HA) status and FortiManager
status for the FortiGate are negatively impacted.

What are the two reasons for this behavior? (Choose two.)

¢ A The private-data-encryption key entered on the primary did not match the value that the TPM expected.



B. TPM functionality is not yet compatible with FortiGate HA.

C. The FortiGate has not finished the auto-update process to synchronize the new configuration to FortiManager yet.
D. Configuration for TPM is not synchronized between FortiGate HA cluster members.

E. The administrator needs to manually enter the hex private data encryption key in FortiManager.

4. DE

Y.
httpsz/docs.fortinet.con/document/fortimanager/7.4.2/administration- guide/30332/verifying-devices-with- private-data-encryption-
enabled

HEE #81

You are migrating the branches of a customer to FortiGate devices. They require independent routing tables on the LAN side of the
network.

After reviewing the design, you notice the firewall will have many BGP sessions as you have two data centers (DC) and two ISPs
per DC while each branch is using at least 10 internal segments.

Based on this scenario, what would you suggest as the more efficient solution, considering that in the future the number of internal
segments, DCs or internet links per DC will increase?

A. Redesign the SD-WAN deployment to only use a single VPN tunnel and segment traffic using VRFs on BGP
B. Acquire a FortiGate model with more capacity, considering the next 5 years growth.

C. No change in design is needed as even small FortiGate devices have a large memory capacity.

D. Implement network-id, neighbor-group and increase the advertisement-interval

HE: A

3.
https://docs.fortinet.convdocument/fortigate/7.4. 1/administration- guide/8 1098 1/sd-wan-segmentation-over-a- single-overlay
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