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The CTIA certification is ideal for security professionals, threat hunters, security analysts, risk managers, and anyone looking to
enhance their knowledge and skills in threat intelligence analysis. Certified Threat Intelligence Analyst certification is recognized
globally and is highly regarded in the cybersecurity industry. It provides candidates with the necessary skills and knowledge to

develop and implement effective threat intelligence programs that can help organizations identify and mitigate threats effectively.

The CTIA exam covers a wide range of topics related to threat intelligence analysis, including threat intelligence findamentals, threat
ntelligence data sources, threat intelligence analysis methods, and threat intelligence dissemination. 312-85 Exam also covers the use
of various threat intelligence tools and technologies, such as threat intelligence platforns, threat feeds, and threat hunting tools.
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An analyst is conducting threat intelligence analysis in a client organization, and during the information gathering process, he gathered
information from the publicly available sources and analyzed to obtain a rich useful form of intelligence. The information source that
he used is primarily used for national security, law enforcement, and for collecting intelligence required for business or strategic
decision making.

Which of'the following sources of intelligence did the analyst use to collect information?

A. OPSEC

B. OSINT

C. SIGINT
D. ISAC

Answer: B

NEW QUESTION # 30

Karry, a threat analyst at an XYZ organization, is performing threat intelligence analysis. During the data collection phase, he used a
data collection method that involves no participants and is purely based on analysis and observation of activities and processes going
on within the local boundaries of the organization.

Identify the type data collection method used by the Karry.

A. Exploited data collection
B. Active data collection

C. Passive data collection
D. Raw data collection

Answer: C

NEW QUESTION # 31

Lizzy, an analyst, wants to recognize the level of risks to the organization so as to plan countermeasures against cyber attacks. She
used a threat modelling methodology where she performed the following stages:

Stage 1: Build asset-based threat profiles

Stage 2: Identify infrastructure vulnerabilities

Stage 3: Develop security strategy and plans

Which of the following threat modelling methodologies was used by Lizzy in the aforementioned scenario?

A. TRIKE
B. VAST

C. OCTAVE
D. DREAD

Answer: C

Explanation:

The threat modeling methodology employed by Lizzy, which involves building asset-based threat profiles, identifying infrastructure
vulnerabilities, and developing security strategies and plans, aligns with the OCTAVE (Operationally Critical Threat, Asset, and
Vulnerability Evaluation) methodology. OCTAVE focuses on organizational risk and security practices, emphasizing self-directed
risk assessments to identify and prioritize threats to organizational assets and develop appropriate security strategies and plans. This
methodology is asset-driven and revolves around understanding critical assets, identifying threats to those assets, and assessing
vulnerabilities, leading to the development of a comprehensive security strategy. References:

* The CERT Guide to System and Network Security Practices by Julia H. Allen

* "OCTAVE Method Implementation Guide Version 2.0," Carmegie Mellon University, Software Engineering Institute

NEW QUESTION # 32

An organization suffered many major attacks and lost critical imformation, such as employee records, and financial information.
Therefore, the management decides to hire a threat analyst to extract the strategic threat ntelligence that provides high-level
information regarding current cyber-security posture, threats, details on the financial impact of various cyber-activities, and so on.
‘Which of the following sources will help the analyst to collect the required intelligence?

e A. Campaign reports, malware, incident reports, attack group reports, human intelligence



¢ B. Human, social media, chat rooms
e C. Active campaigns, attacks on other organizations, data feeds from external third parties
e D. OSINT, CTI vendors, ISAO/ISACs

Answer: D

Explanation:

For gathering strategic threat intelligence that provides a high-level overview of the current cybersecurity posture, potential financial
impacts of cyber activities, and overarching threats, sources such as Open Source Intelligence (OSINT), Cyber Threat Intelligence
(CTI) vendors, and Information Sharing and Analysis Organizations (ISAOs)/Information Sharing and Analysis Centers (ISACs) are
mnvaluable. OSINT involves collecting data from publicly available sources, CTI vendors specialize in providing detailed threat
mntelligence services, and ISAOs/ISACs facilitate the sharing of threat data within specific industries or communities.

These sources can provide broad insights into threat landscapes, helping organizations understand how to align their cybersecurity
strategies with current trends and threats.References:

* "Cyber Threat Intelligence: Sources and Methods," by Max Kilger, Ph.D., SANS Institute Reading Room

* "Open Source Intelligence (OSINT): An Introduction to the Basic Concepts and the Potential Benefits for Information Security,"
by Kevin Cardwell, IEEE Xplore

NEW QUESTION # 33

A threat analyst wants to incorporate a requirement in the threat knowledge repository that provides an ability to modify or delete
past or irrelevant threat data.

‘Which of the following requirement nust he include in the threat knowledge repository to fulfil his needs?

A. Evaluating performance
B. Data management
C. Protection ranking
D. Searchable functionality

Answer: B

Explanation:

Incorporating a data management requirement in the threat knowledge repository is essential to provide the ability to modify or
delete past or rrelevant threat data. Effective data management practices ensure that the repository remains accurate, relevant, and
up-to-date by allowing for the adjustment and curation of stored information. This includes removing outdated intelligence, correcting
naccuracies, and updating information as new insights become available. A well-managed repository supports the ongoing relevance
and utility of the threat intelligence, aiding in informed decision-making and threat mitigation strategies. References:

* "Building and Maintaining a Threat Intelligence Library," by Recorded Future

* "Best Practices for Creating a Threat Intelligence Policy, and How to Use It," by SANS Institute

NEW QUESTION # 34
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