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WGU Digital Forensics in Cybersecurity (D431/C840) Course Exam 52 &
Digital-Forensics-in-Cybersecurity &4 5[5 & (Q43-Q48):

B #43

A forensic nvestigator needs to identify where email messages are stored on a Microsoft Exchange server.
Which file extension is used by Exchange email servers to store the mailbox database?

e A .edb
e B. .mail
e C..db

e D. nsf

Ef: A

R -

Comprehensive and Detailed Explanation From Exact Extract:

Microsoft Exchange Server uses the.edbfile extension for its Extensible Storage Engine (ESE) database files.
These.edbfiles contain the mailbox data including emails, calendar items, and contacts.

* nsfis used by IBM Lotus Notes.

* mailand.dbare generic extensions but not standard for Exchange.

* The.edbfile is the primary data store for Exchange mailboxes.

Reference:According to Microsoft technical documentation and forensic manuals, the Exchange mailbox database is stored
in.edbfiles, which forensic examiners analyze to recover email evidence.

HH #44
Which Windows component is responsible for reading the boot.ini file and displaying the boot loader menu on Windows XP during
the boot process?

A. BOOTMGR
B. NTLDR

C. Winload.exe
D. BCD

EfE: B

AR :

Comprehensive and Detailed Explanation From Exact Extract:

NTLDR (NT Loader) is the boot loader for Windows NT-based systens including Windows XP. It reads the boot.ini configuration
file and displays the boot menu, nitiating the boot process.

* Later Windows versions (Vista and above) replaced NTLDR with BOOTMGR.

* Understanding boot components assists forensic investigators in boot process analysis.

Reference:Microsoft technical documentation and forensic training materials outline NTLDR's role in legacy Windows systers.



HR #45
Which law or guideline lists the four states a mobile device can be in when data is extracted from it?

e A. Health Insurance Portability and Accountability Act (HIPAA)

e B. Commumnications Assistance to Law Enforcement Act (CALEA)
e (. NIST SP 800-72 Guidelines

¢ D. Electronic Communications Privacy Act (ECPA)

EfE: C

R -

Comprehensive and Detailed Explanation From Exact Extract:

NIST Special Publication 800-72 provides guidelines for mobile device forensics and identifies four device states during data
extraction: active, idle, powered off; and locked. These states influence how data can be accessed and preserved.

* Understanding these states helps forensic investigators select appropriate acquisition techniques.

* NIST SP 800-72 is a key reference for mobile device forensic methodologies.

ReferenceNIST SP 800-72 offers authoritative guidelines on handling mobile device data in forensic nvestigations.

HH #46
An organization believes that a company-owned mobile phone has been compromised.

‘Which software should be used to collect an image of the phone as digital evidence?

A. Forensic Toolkit (FTK)
B. Forensic SIM Cloner
C. PTFinder

D. Data Doctor

EfE: A

A -

Comprehensive and Detailed Explanation From Exact Extract:

Forensic Toolkit (FTK) is a widely recognized and trusted software suite in digital forensics used to acquire and analyze forensic
images of devices, including mobile phones. FTK supports the creation of bit-by-bit images of digital evidence, ensuring the integrity
and admissibility of the evidence in legal contexts. This imaging process is crucial in preserving the original state of the device data
without alteration.

* FTK enables forensic investigators to perform logical and physical acquisitions of mobile devices.

* It maintains the integrity of the evidence by generating cryptographic hash values (MDS, SHA-1) to prove that the image is an
exact copy.

* Other options such as PTFinder or Forensic SIM Cloner focus on specific tasks like SIM card cloning or targeted data extraction
but do not provide full forensic imaging capabilities.

* Data Doctor is more aligned with data recovery rather than forensic imaging,

Reference:According to standard digital forensics methodologies outlined by NIST Special Publication 800-

101(Guidelines on Mobile Device Forensics) and the SANS Institute Digital Forensics and Incident Response guides, forensic tools
used to acquire mobile device images must be capable of bit-stream copying with hash verification, which FTK provides.

B #47
‘Which universal principle must be observed when handling digital evidence?

A. Get the signatures of two witnesses

B. Make a copy and analyze the original
C. Keep the evidence in a plastic bag

D. Avoid making changes to the evidence

Ef#: D

R :
Comprehensive and Detailed Explanation From Exact Extract:



The foremost principle in digital forensics isnever altering the original evidence. This ensures integrity, authenticity, and admissibility in
court.

* Investigators analyze forensic copies, not originals.

* Write-blockers and hashing are used to prevent changes.

* Any alteration-intentional or accidental-can invalidate evidence.

Reference:NIST SP 800-86 and SP 800-101 define the unaltered preservation of evidence as the first and most essential forensic
rule.
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