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HH #49
What are the phases of the Palo Alto Networks Al Runtime Security: Network Intercept solution?

A. Profiling, Policy Generation, Enforcement, Reporting
B. Scanning, Isolation, Whitelisting, Logging

C. Policy Generation, Discovery, Enforcement, Logging
D. Discovery, Deployment, Detection, Prevention

Ef#: D

TR

The phases of the Palo Alto Networks Al Runtime Security: Network Intercept solution are designed to help identify and protect
against potential threats in real time by using Al to detect and prevent malicious activities within the network.

Discovery: Identifying applications, services, and behaviors within the network to understand baseline activity.

Deployment: Implementing the solution into the network and integrating with existing security measures.

Detection: Monitoring traffic and activities to identify abnormal or malicious behavior.

Prevention: Taking action to stop threats once detected, such as blocking malicious traffic or stopping exploit attempts.

HMA #50
‘What must be configured before a firewall administrator can define policy rules based on users and groups?

A. User Mapping profile
B. LDAP Server profile

C. Group mapping settings
D. Authentication profile
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IEf: C

R :

Before a firewall administrator can define policy rules based on users and groups, the Group Mapping settings must be configured.
These settings enable the firewall to map users to their respective Active Directory (AD) groups. This mapping allows the firewall to
use user and group information to create policy rules based on group membership.

HM #51
In a Collector Group with multiple Log Collectors, enabling redundancy ensures that:

A. Logs are distributed based on a round-robin mechanism

B. Each log has two copies, each residing on a different Log Collector.
C. Logs are stored in a compressed format to save space.

D. Each log is stored only on the primary Log Collector.

IEf#: B

H #52
An organization requires a single security platform that integrates firewalling, VPN, intrusion prevention, and malware protection to

simplify operations.
Which security concept BEST describes this approach?

A. Unified Threat Management / NGFW
B. Network micro-segmentation

C. Defense in depth

D. Zero Trust Architecture

Ef: A

L2
NGFWs and UTM platforms combine multiple security finctions into a single device, reducing complexity and improving
manageability.

B #53
‘Which configuration in the LACP tab will enable pre-negotiation for an Aggregate Ethernet (AE) interface on a Palo Alto Networks
high availability (HA) active/passive pair?

e A Set passive link state to "Auto."

e B. Set LACP mode to "Active."

e (. Set "Enable n HA Passive State."
e D. Set Transmission Rate to "fast."

EfE: C

AR :

In a High Availability (HA) active/passive pair configuration, when setting up an Aggregate Ethernet (AE) interface, enabling the
"Enable in HA Passive State" option allows the interface to participate n LACP (Link Aggregation Control Protocol) even when the
system s in the passive state. This ensures that the pre-negotiation of the LACP link occurs, allowing the link aggregation to be
ready as soon as the firewall becomes active.
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