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R #75
Which syntax in a query suite tells CodeQL to look for one or more specified .ql files?

e A query
e B. glpack
e C.gls

IEf#: A

AR :

In a query suite (a .qls file), the **query** key is used to specify the paths to one or more .ql files that should be included in the
suite.

Exanple:

- query: path/to/query.ql

qls is the file format.

qlpack is used for packaging queries, not in suite syntax.

HH #76
‘Which Dependabot configuration fields are required? (Each answer presents part of the solution. Choose three.)

A. allow

B. directory

C. milestone

D. package-ecosystem
E. schedule.interval

IEf#: B. D. E

A -

Comprehensive and Detailed Explanation:

‘When configuring Dependabot via the dependabot.ym file, the following fields are mandatory for each update configuration:
directory: Specifies the location of the package manifest within the repository. This tells Dependabot where to look for dependency
files.

package-ecosystem: Indicates the type of package manager (e.g,, npm, pip, maven) used in the specified directory.
schedule.interval: Defines how frequently Dependabot checks for updates (e.g., daily, weekly). This ensures regular scanning for
outdated or vulnerable dependencies.

The milestone field is optional and used for associating pull requests with milestones. The allow field is also optional and used to
specify which dependencies to update.

GitLab

B #77
What is the first step you should take to fix an alert in secret scanning?

A. Archive the repository.

B. Revoke the alert if the secret is still valid.

C. Renmove the secret in a commit to the main branch.
D. Update your dependencies.

Ef#: B
fER -

The first step when you receive a secret scanning alert is to revoke the secret if' it is still valid. This ensures the secret can no longer
be used maliciously. Only affer revoking it should you proceed to remove it from the code history and apply other mitigation steps.


https://www.mogiexam.com/GH-500-exam.html

Simply deleting the secret from the code does not remove the risk if it hasn't been revoked - especially since it may already be
exposed in commit history.

B #78

Ifnotification and alert recipients are not customized, which users receive notifications about new Dependabot alerts in an affected
repository?

A. Users with Maintain privileges to the repository
B. Users with Write permissions to the repository
C. Users with Admin privileges to the repository
D. Users with Read permissions to the repository

Ef#: B

A -
By default, users with Write, Maintain, or Admin permissions will receive notifications for new Dependabot alerts. However, Write
permission is the minimum level needed to be automatically notified. Users with only Read access do not receive alerts unless added

explicitly.

BB #79
Which of the following secret scanning features can verify whether a secret is still active?

e A Custom patterns
¢ B. Validity checks
¢ C. Push protection
¢ D. Branch protection

iIFf@#: B

fEEL:

Validity checks, also called secret validation, allow GitHub to check ifa detected secret is still active. If verified as live, the alert is
marked as "valid", allowing security teams to prioritize the most critical leaks.

Push protection blocks secrets but does not check their validity. Custom patterns are user-defined and do not include live checks.
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