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Cisco Designing Cisco Security Infrastructure Sample Questions (Q49-Q54):

NEW QUESTION # 49

A manufacturing company recently experienced a network-down scenario due to malware spread on the management network. The
company wants to implement a solution to detect and mitigate a similar threat in the future and protect the overall network. Which
solution meets the requirements?

A. encrypted threat analysis

B. IPsec VPN

C. endpoint detection and response
D. RADIUS

Answer: C

Explanation:

Endpoint Detection and Response (EDR) provides continuous monitoring, detection, and autormated mitigation of malware at the
endpoint level. By stopping threats before they spread across the management network, EDR protects the overall infrastructure from
similar network- down scenarios in the future.

NEW QUESTION # 50
Which two best practices align with incident response and compliance objectives? (Choose two.)

A. Maintain immutable logs

B. Disable auditing to improve performance
C. Use shared admin credentials

D. Implement real-time monitoring

Answer: A,D

Explanation:
Immutable logs preserve evidence integrity, while real-time monitoring allows faster detection and response-both essential for
incident response and regulatory compliance.

NEW QUESTION # 51

A financial company is focused on proactively protecting sensitive data stored on the devices.

The company recognizes the potential risks associated with lost or stolen devices and they want a solution to ensure that if
unauthorized user access the device, the data it contains is not accessible or misused. The solution includes implementing a strategy
that renders data unreadable without user authentication. Which solution meets the requirement?

A. Install Kensington Lock.
B. Implement data encryption on disk.

C. Apply GPS tracking,
D. Use a BIOS password.

Answer: B

Explanation:

Disk encryption ensures that data stored on devices is unreadable without proper authentication.

Ifa device is lost or stolen, unauthorized users cannot access or misuse the data, since encryption protects the contents until the
legitimate user provides credentials.

NEW QUESTION # 52

A company hosted muiltiple applications in the Kubernetes environment, using the naming app01, app02, and so on. An app01 user
could access app02 data because no security measures are implemented. The administrator decided to place each application within
a separate namespace and ensure that the namespaces are completely isolated and cannot communicate with each other. Which
solution must be used to accomplish the task?

e A HTTPRoute



¢ B. Gateway
¢ C. RoleBinding
¢ D. NetworkPolicy

Answer: D

Explanation:

In Kubernetes, a NetworkPolicy controls commumication between pods and namespaces. By applying policies that deny cross-
namespace traffic, the administrator can ensure each application (e.g., app01, app02) is isolated and cannot access data from other
namespaces.

NEW QUESTION # 53

An IT company operates an application in a SaaS model. The administrative tasks, such as customer onboarding, within the
application must be restricted to users who are on the corporate network where admins can access those functions via a web
browser or a smartphone application. Which application technology must be used to provide granular control based on function?

A. security group
B. Service Mesh
C.RBAC

D. VPC

Answer: C

Explanation:

Role-Based Access Control (RBAC) restricts application functions (such as administrative tasks) to specific users or groups based
on thetr roles. This ensures that only authorized users on the corporate network can perform sensitive operations, while others are
limited to non-administrative finctions.

NEW QUESTION # 54

Currently more and more IT companies think highly of Cisco certifications, I'T workers are willing to clear exams (300-745 valid
practice exam online) and get certifications in order to improve their competitive power and obtain better opportunities. If you are
ready to prepare for test questions and answers by PDF file or soft test engine in order to master better knowledge and skills, 300-
745 valid practice exam online will be a nice choice.
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