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¢ Detecting, Remediating, and Monitoring OCI Resources: This section of the exam measures the skills of
OCI Administrators and emphasizes monitoring and maintaining security posture across cloud resources. It

FEy 2 1 focuses on the use of Cloud Guard, security zones, and the Security Advisor. Candidates also need to

understand how to identify rogue users with threat intelligence, as well as use monitoring, logging, and event

services for continuous Vvisibility into performance and security.

¢ Implementing OS and Workload Protection: This section of the exam measures the skills of OCI

Admmnistrators and looks at securing workloads and operating systems. It includes the use of OCI Bastion
ey 72 for time-limited access, vulnerability scanning of hosts and containers, and the use of OS management for
automated updates. The goal is to ensure that workloads remain resilient and well-protected.
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¢ Protecting Infrastructure - Network and Applications: This section of the exam measures the skills of

Cloud Security Professionals and covers methods for securing networks and applications on OCI. Topics
FEy 23 include network security groups, firewalls, and security lists, while also focusing on the use of load
balancers for availability. The section further addresses the configuration of OCI certificates and web
application firewalls to strengthen infrastructure security.

¢ Implementing Identity and Access Management (IAM): This section of the exam measures skills of OCI

Administrators and focuses on identity and access controls. It covers IAM domains, users, groups, and
NEy 2 4 compartments, as well as the use of TAM policies to manage access to resources. Candidates are also
tested on configuring dynamic groups, network sources, and tag-based access control, along with
managing MFA, sign-on policies, and activity monitoring,

¢ OCI Security Introduction: This section of the exam measures the skills of Cloud Security Professionals
and covers the basics of security in Oracle Cloud Infrastructure. It introduces the shared security

hEY 75 responsibility model, the core principles of security design, and the use of foundational security services to

secure deployments on OCL
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B #28

An OCI administrator notices that a compute instance running in the production compartment is unable to create Object Storage
buckets using the OCI CLI command:

oci os bucket create --name mybucket --compartiment-id <compartment OCID> --auth instance_principal The error message
returned states:

"NotAuthorizedOrNotFound: You are not authorized to perform this action." The administrator verifies that the instance has Internet
access and can reach OCI endpoints.

‘What then could be causing the issue?

A. The instance is not part of any Dynamic Group or the matching rule is incorrect.

B. The policy is written at the root compartment instead of the production compartment.
C. The mstance is using the wrong OCI CLI authentication method.

D. The bucket nane is already in use, causing a conflict.

IEf#E: A
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Challenge 2 -Task 1

In deploying a new application, a cloud customer needs to reflect different security postures. If a security zone is enabled with the
Maximum Security Zone recipe, the customer will be unable to create or update a resource in the security zone if the action violates
the attached Maximum Security Zone policy.

As an application requirenment, the customer requires a compute instance in the public subnet. You therefore, need to configure
Custom Security Zones that allow the creation of compute instances in the public subnet.

Review the architecture diagram, which outlines the resoures you'll need to address the requirement:
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To complete this requirement, you are provided with the following;

Access to an OCI tenancy, an assigned compartment, and OCI credentials

Required IAM policies

Task3: Create and configure a Virtual Cloud Network and Private Subnet

Createand configure virtual cloud Network (VCN) named IAD SP-PBT-VCN-01, with an internet Gateway and configure
appropriate route rules to allow external connectivity.

Enter the OCID of the created VCN in the text box below.

Ef#:

RN -

See the solution below in Explanation.

Explanation:

To create and configure a Virtual Cloud Network (VCN) named IAD-SP-PBT-VCN-01 with an Internet Gateway and
appropriate route rules for external connectivity, follow these steps based on the Oracle Cloud Infrastructure (OCT) Networking
documentation.

Step-by-Step Solution for Task 3: Create and Configure a VCN and Private Subnet

* Log in to the OCI Console:

* Use your OCI credentials to log in to the OCI Console (httpsz/console.us-ashburn- 1.oraclecloud.
com).

* Ensure you have access to the assigned compartment.

* Navigate to Virtual Cloud Networks:

* Fromthe OCI Console, click the navigation menu (hamburger icon) on the top left.

* UnderNetworking, selectVirtual Cloud Networks.

* Create a New VCN:

* ClickStart VCN Wizardand selectCreate VCN with Internet Connectivity.

* VCN Name:Enter [AD-SP-PBT-VCN-01.

* Compartment:Select the assigned compartment.

* VCN CIDR Block:Enter 10.0.0.0/16 (matches the diagraml's VCN CIDR).

* Public Subnet CIDR Block:Enter 10.0.10.0/24 (matches the diagram's public subnet).

* Accept the default settingsfor the public subnet and Internet Gateway creation.

* ClickCreateto provision the VCN, Internet Gateway, and public subnet.

* Verify the Internet Gateway:

* After creation, go to the VCN details page for IAD-SP-PBT-VCN-01.

* UnderResources, selectInternet Gateways.

* Ensure the Internet Gateway is attached and enabled.

* Configure Route Rules:

* Inthe VCN details page, underResources, selectRoute Tables.

* Select the default route table associated with the public subnet (10.0.10.0/24).



* ClickAdd Route Rules.

* Target Type:SelectInternet Gateway.

* Destination CIDR Block:Enter 0.0.0.0/0.

* Target Internet Gateway:Select the Internet Gateway created with the VCN.
* ClickAdd Route Ruleto save.

* Update Security List (if needed):

* UnderResources, selectSecurity Lists.

* Edit the default security list for the public subnet.

* Add an ingress rule:

* Source CIDR:0.0.0.0/0

* [P Protocol: TCP

* Source Port Range:All

* Destination Port Range:22 (for SSH) or as required by your application.
* Add an egress rule:

* Destination CIDR:0.0.0.0/0

* [P Protocol:All

* Save the changes.

* Note the VCN OCID:

* Return to the VCN details page for [AD-SP-PBT-VCN-01.

* Copy theOCIDdisplayed (e.g., ocidl.ven.ocl..<unique string>).
OCID ofthe Created VCN

* Enter the OCID of the created VCN (IAD-SP-PBT-VCN-01) mto the text box. The exact OCID will be available after Step 3
(e.g, ocidl.ven.ocl..<unique_string>).

H #30

You are a security architect at your organization and have noticed an increase in cyberattacks on your applications, including Cross-
Site Scripting (XSS) and SQL Injection. To mitigate these threats, you decide to use OCI Web Application Firewall (WAF).
Which type of OCI WAF rule should you configure to protect against these attacks?

A. Encryption rule

B. Rate Limiting rule
C. Protection rule

D. Access control rule

EfE: C
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"A company, ABC, is planning to launch a new web application on OCI. Based on past experiences, they expect a significant surge
in traffic after the launch. You are responsible for ensuring that the application is highly available.

Which step would you perform to achieve this goal?

e A. Use a Virtual Cloud Network (VCN) with subnets, security lists, and routing rules to isolate the web application from the
Internet and other resources.

¢ B. Configure Cloud Guard to prevent large amounts of traffic from reaching the web application.

e C. Implement security controls, such as web application firewalls, to protect against common attack vectors.

e D. Use a load balancer to distribute incoming traffic evenly across muiltiple instances of the web application."

IEf@E: D

R #32
Which Oracle Data Safe feature enables the Internal test, development, and analytics teans to operate effectively while minimizing
their exposure to sensitive data?

A. Data encryption

B. Sensitive data discovery
C. Security assessment

D. Data auditing
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