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Fortinet FCP_FMG_AD-7.6 Exam Syllabus Topics:

Topic Details

Topic 2
Administration: This section of the exam measures the skills of System Administrators and covers the
essential features of FortiManager. It includes the initial configuration process and the setup of
administrative domains (ADOMs), ensuring smooth system management.

Topic 3
Policy and Objects: This section of the exam measures the skills of System Administrators and evaluates
their ability to manage policies and objects within FortiManager. It involves ADOM revisions, workspace
mode, and policy imports and installations, emphasizing consistent policy control across networks.

Topic 5
Device Manager: This section of the exam measures the skills of Network Security Engineers and focuses
on registering devices within ADOMs and handling device configurations. Candidates also learn how to
install changes through scripts and diagnose issues using the revision history.
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NEW QUESTION # 45 
Refer to the exhibits. An administrator admin used the Configuration Revision History window to revert the FortiGate device
configuration to revision ID 6. After running the reinstall policy package, the administrator noticed problems with the firewall policy-
they could not see the unset comment on policy ID 1.
Why did FortiManager not remove the comment from policy ID 1 when the administrator ran reinstall policy package?

A. Because the administrator student must install the configuration changes to correctly see the expected results.
B. Because every time the administrator uses the revert configfile, they must use the Install Wizard instead of running the
reinstall policy package.
C. Because the administrator used the Revision Diff view, which shows what changed, not what will be installed.
D. Because the administrator must import the firewall policies to update the firewall policy package.

Answer: D

Explanation:
Reverting the configuration on the FortiGate directly does not update FortiManager's internal policy package.
FortiManager does not automatically sync with what's on the FortiGate device after a manual configuration revert or change directly
on the FortiGate.

NEW QUESTION # 46 



Refer to Exhibit:

An administrator admin used the Configuration Revision History window to revert the FortiGate device configuration to revision ID
6. After running the reinstall policy package, the administrator noticed problems with the firewall policy- they could not see the unset
comment on policy ID 1.
Why did FortiManager not remove the comment from policy ID 1 when the administrator ran reinstall policy package?

A. Because the administrator student must install the configuration changes to correctly see the expected results.
B. Because the administrator used the Revision Diff view, which shows what changed, not what will be installed.
C. Because the administrator must import the firewall policies to update the firewall policy package.
D. Because every time the administrator uses the revert config file, they must use the Install Wizard instead of running the
reinstall policy package.

Answer: C

Explanation:
The correct answer is B . The FortiManager 7.6 Administrator Study Guide gives the exact extract:
"Performing a revert operation followed by an installation only reverts device-level changes and does not revert policy packages. To
achieve full synchronization, you must run the Import Configuration tool on FortiManager to synchronize the policy package." The
guide also states: "After every retrieve, auto-update, or revert operation, you must use Import Configuration to ensure the policy
information is synchronized." In the exhibit, the missing unset comment for policy ID 1 is a policy package issue, not just a device-
level revert issue. Reinstalling the existing policy package does not automatically rebuild it from the reverted revision. The
administrator must import the firewall policies again so the policy package reflects the reverted policy state. That is why the comment
was not removed.



=========

NEW QUESTION # 47 
Refer to the exhibit. What can you conclude from the downloaded import report?

A. The administrator will see a new policy package named Remote-FortiGate_root in the FortiManager ADOM database.
B. FortiManager does not support per-device mapping for firewall addresses.
C. FortiManager will change the configuration of REMOTE_SUBNET to match the interface mapping coming in from
Remote-FortiGate.
D. As a result of this policy import process, FortiManager will create a new firewall address called REMOTE_SUBNET in
the ADOM database.

Answer: A

Explanation:
The import report shows that a new policy package named Remote-FortiGate_root will be created in the FortiManager ADOM
database, but some firewall addresses and policies failed to import due to interface binding conflicts.

NEW QUESTION # 48 
FortiGate is integrated with FortiAnalyzer and FortiManager.
When creating a firewall policy, which attribute must an administrator include to enhance functionality and enable log recording on
FortiAnalyzer and FortiManager?

A. Policy ID
B. Sequence ID
C. Log ID
D. Universally Unique Identifier

Answer: D

Explanation:
The correct answer is C . The uploaded FortiManager 7.6 Administrator Lab Guide gives the exact extract:
"FortiManager will update the universally unique identifiers (UUID) without deleting other configurations" and "UUIDs on both
FortiGate and FortiManager are critical for ensuring the unique identification, consistency, and correct management of firewall
policies across multiple devices and configurations. They provide a reliable and immutable reference for policies." The same source
also shows administrators enabling UUIDs in Traffic Log on FortiGate log settings, which supports the logging and policy-correlation
use case with FortiAnalyzer/FortiManager.
So the attribute that improves policy identification and logging correlation is the Universally Unique Identifier , not Policy ID, Log ID,
or Sequence ID.
=========

NEW QUESTION # 49 
Refer to the exhibit.



An administrator added a FortiGate device to FortiManager with the default object settings at the ADOM layer.
What can you conclude from the import policy package process of the HQ-NGFW- 1 device?

A. FortiManager will create LAN, port4, and port6 as normalized interfaces at the ADOM layer.
B. The administrator must select Per Platform for all interfaces to correctly detect all interfaces from HQ- NGFW-1.
C. FortiGate may not work as expected when the administrator does not import all objects.
D. The administrator must manually create the port4 interface on the ADOM layer to avoid import policy errors.

Answer: A

Explanation:
The import process shows that FortiManager will create normalized interfaces named LAN, port4, and port6 at the ADOM layer,
mapping them to the corresponding device interfaces based on the import settings.

NEW QUESTION # 50
......
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