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Which file extension is associated with a Windows system restore
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A company is issuing smartphone to employees and needs to
ensure data is secure if the devices are lost or stolen. Which of the! |
following provides the BEST solution?
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CompTIA A+ Certification Exam: Core 2, also known as CompTIA 220-1102, is the second part of the CompTIA A+ certification
program. CompTIA A+ Certification Exam: Core 2 certification is recognized worldwide as a standard for entry-level [T
professionals, and passing the Core 2 exam demonstrates competency in troubleshooting and problem-solving for networking,
mobile devices, and security.

CompTIA A+ Certification Exam: Core 2 Sample Questions (Q445-Q450):

NEW QUESTION # 445

A user reports that an air-gapped computer may have been infected with a virus after the user transferred files froma USB drive.
The technician runs a computer scan with Windows Defender but does not find an infection. Which of the following actions should
the technician take next? (Select two).

e A. Update the definitions.
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B. Reimage the computer.
C. Document the findings.
D. Examine the event logs.
E. Enable the firewall.

F. Comnnect to the network.

Answer: A,D

Explanation:

When dealing with a suspected virus infection on an air-gapped computer, after an initial scan with Windows Defender shows no
infection, the next steps should include examining the event logs to look for suspicious activity and updating the virus definitions for a
more thorough scan. Event logs can provide insights into system changes and potential malicious activities, while updated definitions
ensure the antivirus software can detect the latest threats. Connecting to the network or enabling the firewall might not be
appropriate due to the risk of spreading the infection, and re-imaging the computer or documenting the findings would be subsequent
steps if the initial actions don't resolve the issue.References:Official CompTIA A+ Core 1 and Core 2 Student Guide.

NEW QUESTION # 446

A help desk technician is troubleshooting a workstation in a SOHO environment that is running above normal system baselines. The
technician discovers an unknown executable with a random string name running on the system. The technician terminates the
process, and the system returns to normal operation. The technician thinks the issue was an infected file, but the antivirus is not
detecting a threat. The technician is concerned other machines may be infected with this unknown virus. Which of the following is the
MOST effective way to check other machines on the network for this unknown threat?

A. Provide a sample to the antivirus vendor.

B. Manually check each machine.

C. Run a startup script that removes files by name.
D. Monitor outbound network traffic.

Answer: B

NEW QUESTION # 447
A technician needs to manually set an IP address on a computer that is running macOS. Which of the following commands should
the technician use?

A. ipconfig
B. ifconfig
C. ping
D. arpa

Answer: B

Explanation:

ifconfig is a command-line utility that allows you to configure network interfaces on macOS and other Unix-like systerms1. To set an
IP address using ifconfig, you need to know the name of the network interface you want to configure (such as en0 or enl), and the
IP address you want to assign (such as

192.168.0.150). You also need to use sudo to run the command with administrative privileges2. The syntax of the command is:
sudo ifconfig interface address

For exanmple, to set the [P address of enl to 192.168.0.150, you would type:

sudo ifconfigenl 192.168.0.150

You may also need to specify other parameters such as subnet mask, gateway, or DNS servers, depending on your network
configuration3. The other commands are not directly related to setting an IP address on macOS. ipconfig is a similar command for
Windows systens4, arpa is a domain name used for reverse DNS lookup, and ping is a command for testing network connectivity.

NEW QUESTION # 448
A user wants to set up speech recognition on a PC In which of the following Windows Settings tools can the user enable this option?

e A Fase of Access



* B. Language
e (. Personalization

¢ D. System
Answer: A

Explanation:

Explanation

The user can enable speech recognition on a PC in the Ease of Access settings tool. To set up Speech Recognition on a Windows
PC, the user should open Control Panel, click on Ease of Access, click on Speech Recognition, and click the Start Speech
Recognition link. Language settings can be used to change the language of the speech recognition feature, but they will not enable the
feature. System settings can be used to configure the hardware and software of the PC, but they will not enable the speech
recognition feature. Personalization settings can be used to customize the appearance and behavior of the PC, but they will not
enable the speech recognition featurel Open up ease of access, click on speech, then there is an on and off button for speech
recognition.

NEW QUESTION # 449
A company recently outsourced its night-shift cleaning service. A technician is concerned about having unsupervised contractors in
the building. Which of the following security measures can be used to prevent the computers from being accessed? (Select two).

A. Restricting user permissions

B. Disabling AutoRun

C. Disabling local admmistrator accounts
D. Enabling a screen lock

E. Restricting log-in times

F. Inplementing data-at-rest encryption

Answer: B,D

Explanation:

The correct answers are D. Restricting log-in times and E. Enabling a screen lock. These are the security measures that can be used
to prevent the computers from being accessed by unsupervised contractors in the building,

* Restricting log-in times means setting a policy that allows users to log in only during certain hours, such as the regular working
hours of the company. This will prevent unauthorized access by contractors who work at night1.

* Enabling a screen lock means setting a policy that requires users to enter a password or a PIN to unlock their screens after a
period of mactivity. This will prevent unauthorized access by contractors who might try to use the computers when the users are
away2.

1: CompTIA A+ Certification Exam: Core 2 Objectives, page 19, section 2.3. 2: CompTIA A+ Certification Exam: Core 2
Objectives, page 20, section 2.4.

NEW QUESTION # 450
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