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F 78 #100
A penetration tester is assessing the controls of a deployed Al system that is designed to search and return the contents of files. The
tester runs the following:
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¢! /usr/bin/env python3
import requests

cmd = ['deleteBuckets', 'getObjects', 'listAcl', 'listPermissions']
url = 'https://myapp.local.dev/locate?file id="fgo.txt";param l='
count = 0

N

for 1 in cmd:
response = requests.getsurl * $1i)
if '200' in respomseé.
#print (sur (réspornse))
count = count + 1
print(## + * ' ¥+ count + ' ¢+ §§)

SCRIPT OUTPUT: ##% 4 #¢
Which of the following is the best control to prevent abuse of the system?

A. Adding a large language model (LLM) guardrails library to the application code
B. Reducing the privilege scope of the service account

C. Inplementing custom detection rules for anomalous model behavior

D. Segmenting the workload into a separate virtual private cloud (VPC)
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The penetration test shows that the system accepts arbitrary commands like deleteBuckets or listPermissions, which could lead to
privilege abuse. The most effective control is least privilege, ensuring the service account only has access to what is strictly necessary
(e.g., reading files) and not sensitive operations like deleting buckets or altering permissions.
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An Al security administrator notices that the information referenced by the model is incorrectly formatted and missing values. Which
of the following job roles would most likely be responsible for correcting this error?

A. Al architect

B. Machine learning operations (MLOps) engineer
C. Data engineer
D. Platform engineer
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A data engineer is responsible for preparing, cleaning, and formatting data pipelines. When information is incorrectly formatted or
missing values, the data engineer ensures data integrity and quality before it is used by Al models.
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A security administrator must provide access controls for Al systens to list tables. Which of the following should the administrator
implement?

A. Model access

B. Data access

C. Agentic Al access

D. Network access control list (NACL)
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Since the requirement is to control which users or systens can list tables, the proper control lies at the data access level
Implementing data access controls ensures only authorized entities can view or query the underlying tables used by the Al system.



i RE #103
A detection engineering team wants to use Al to automatically prevent vulnerable code from reaching production. Which of the
following is the most effective way to accomplish this task?

¢ A Developing an agentic penetration testing tool to validate potential vulnerable code
¢ B. Deploying an integrated development environment (IDE) plug-in that will warn developers of dangerous code before

compiling
¢ (. Using a security orchestration, automation, and response (SOAR) with a machine learning (ML) model to classify code

¢ D. Implementing a large language model (LLM) in the continuous integration and continuous deployment (CI/CD) runner to
examine code and pass or fail build jobs
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Integrating an LIM into the CI/CD pipeline ensures automated code review at build time, blocking vulnerable code from reaching
production. This enforces security checks consistently and effectively during the deployment process.
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An internal user enters a client credit card number into an internal generative machine learning (ML) model:

#User pronpt: Customer Jane Doe has a new credit card that she wants to add to her account. The number is 5555-5555-5555-
5555 Which of the following is the most effective way to prevent prompt injection attacks against a large language model (LLM)?

A. Web application firewall (WAF)
B. Guardrails

C. Role-based access control

D. Antivirus
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Guardrails are the primary security control for LLMs to prevent prompt injection attacks. They enforce rules on what inputs are
accepted and how the model responds, blocking malicious or sensitive prompts (such as credit card numbers) before they can
manipulate or exploit the model.
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