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Refer to the exhibit.
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An OT architect has implemented a Modbus TCP with a simulation server Conpot to identify and control the Modus traffic in the
OT network. The FortiGate-Edge device is configured with a software switch interface ssw-01.

Based on the topology shown in the exhibit, which two statements about the successful simulation of traffic between client and server
are true? (Choose two.)

A. Port5 is not a member of the software switch.

B. The FortiGate-Edge device must be in NAT mode.

C. NAT is disabled in the FortiGate firewall policy from port3 to ssw-01.
D. The FortiGate devices is in offline IDS mode.

Answer: B,C

NEW QUESTION # 41
Refer to the exhibit.
config system intérface

edit VLAN101l dmgz

forward-domain 101

VLAN10Ol1l internal

forward-domain 101

Given the configurations on the FortiGate, which statement is true?

A. FortiGate is configured with forward-domains to forward only domain controller traffic.

B. FortiGate is configured with forward-domains to reduce unnecessary traffic.

C. FortiGate is configured with forward-domains to forward only company domain website traffic.
D. FortiGate is configured with forward-domains to filter and drop non-domain controller traffic.

Answer: B

NEW QUESTION # 42

Refer to the exhibit, which shows a non-protected OT environment.

An administrator needs to implement proper protection on the OT network.

Which three steps should an administrator take to protect the OT network? (Choose three.)

A. Deploy an edge FortiGate between the internet and an OT network as a one-arm sniffer.
B. Use segmentation

C. Deploy a FortiGate device within each ICS network.

D. Configure firewall policies with web filter to protect the different ICS networks.

E. Configure firewall policies with industrial protocol sensors



Answer: B,C.E

NEW QUESTION # 43
Refer to the exhibit. An OT administrator ran a report to identify device nventory in an OT network.
Based on the report results, which report was run?

Active Rules » Windows Installed Patches »  Router/Switch Image Distribution x

Back Export 11
Device Name Device Type Vendor Device Type Model Device Hardware Model Device Image File Count

. C1700-advsecurityk9-
SJ-QA-A-I0S-JunOffice  Cisco 1760 mz.123.8.T4 bin

s72033-
SJ-Main-Cat6500 Cisco WS-C6509 advipservicesk9_wan-

mz.122-33.SXI1 bin

ph-network-3560_1 Cisco WS-C3560G-48PS-S c3560-advipservicesk9-
mz.122-25 SEE4 bin

A. A FortiSIEM incident report
B. A FortiSIEM CMDB report
C. A FortiAnalyzer device report
D. A FortiSIEM analytics report

Answer: B

NEW QUESTION # 44
Which statement is correct about processing matched rogue devices by FortiNAC?

A. FortiNAC remembers the match ng rule of the rogue device

B. FortiNAC matches the rogue device with only one device profiling rule.
C. FortiNAC cannot revalidate matched devices.

D. FortiNAC disables matching rule of previously-profiled rogue devices.

Answer: B

NEW QUESTION # 45
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