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i RE #355

A conpany has its AWS accounts in an organization in AWS Organizations. AWS Config is manually configured in each AWS
account. The company needs to implement a solution to centrally configure AWS Config for all accounts in the organization The
solution also musst record resource changes to a central account.

‘Which combination of actions should a DevOps engineer perform to meet these requirements? (Choose two.)

e A. Configure a delegated administrator account for AWS Config. Enable trusted access for AWS Config in the organization.
e B. Create an AWS CloudFormation template to create an AWS Config aggregator. Configure a CloudFormation stack set to
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deploy the template to all accounts in the organization.

¢ C. Create an AWS Conlfig organization aggregator in the delegated administrator account. Configure data collection from all
AWS accounts in the organization and fromall AWS Regions.

¢ D. Configure a delegated administrator account for AWS Config. Create a service-linked role for AWS Config in the
organization's management account.

¢ E. Create an AWS Config organization aggregator in the organization's management account. Configure data collection from
all AWS accounts in the organization and fromall AWS Regions.
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Explanation

https:/aws.amazon.comyblogs/mt/org-aggregator-delegated-admin/
https:/docs.aws.amazon.convorganizations/latest/userguide/services-that-can-integrate-config. html

i RE #356

A development team uses AWS CodeCommit, AWS CodePipeline, and AWS CodeBuild to develop and deploy an application.
Changes to the code are submitted by pull requests. The development team reviews and merges the pull requests, and then the
pipeline builds and tests the application.

Over time, the number of pull requests has increased. The pipeline is frequently blocked because of failing tests. To prevent this
blockage, the development team wants to run the unit and integration tests on each pull request before it is merged.

‘Which solution will meet these requirements?

e A Create an Amazon EventBridge rule to match pullRequestCreated events from CodeCommit Create a CodeBuild project
to run the unit and integration tests. Configure the CodeBuild project as a target of the EventBridge rule that includes a custom
event payload with the CodeCommit repository and branch information from the event.

¢ B. Create a CodeBuild project to run the unit and integration tests. Create a CodeCommit approval rule template. Configure
the template to require the successful invocation of the CodeBuild project. Attach the approval rule to the project's
CodeCommit repository.

¢ (. Create an Amazon EventBridge rule to match pullRequestCreated events from CodeCommit. Modify the existing
CodePipeline pipeline to not run the deploy steps if the build is started froma pull request.

Configure the EventBridge rule to run the pipeline with a custom payload that contains the CodeCommit repository and
branch information from the event.

¢ D. Create a CodeBuild project to run the unit and integration tests. Create a CodeCommit notification rule that matches when
a pull request is created or updated. Configure the notification rule to invoke the CodeBuild project.

ER: A
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CodeCommit generates events in CloudWatch, CloudWatch triggers the CodeBuildhttps:/aws.amazon.conves
/blogs/devops/complete-ci-cd-with-aws-codecommit-aws-codebuild-aws-codedeploy-and-aws-codepipeline/

FIRE #357

A company is migrating from its on-premises data center to AWS. The company currently uses a custom on-premises CI/CD
pipeline solution to build and package software.

The company wants its software packages and dependent public repositories to be available in AWS CodeArtifact to facilitate the
creation of application-specific pipelines.

‘Which combination of steps should the company take to update the CI/CD pipeline solution and to configure CodeAxtifact with the
LEAST operational overhead? (Select TWO.)

e A Create a new Amazon S3 bucket. Generate a presigned URL that allows the PutObject request. Update the on-premises
CI/CD pipeline to use the presigned URL to publish the packages from the on-premises location to the S3 bucket. Create an
AWS Lambda function that runs when packages are created in the bucket through a put command Configure the Lambda
function to publish the packages to CodeAurtifact

¢ B. Create a CodeArtifact repository that is configured with a set of external connections to the public repositories. Configure
the external connections to be downstream of the repository

e (. Update the CI/CD pipeline to create a VM image that contains newly packaged software Use AWS Import/Export to
make the VM image available as an Amazon EC2 AMI. Launch the AMI with an attached 1 AM instance profile that allows
CodeArtifact actions. Use AWS CLI commands to publish the packages to a CodeArtifact repository.



e D. Create an AWS Identity and Access Management Roles Anywhere trust anchor Create an 1 AM role that allows
CodeArtifact actions and that has a trust relationship on the trust anchor. Update the on-premises CI/CD pipeline to assume
the new 1AM role and to publish the packages to CodeArtifact.

¢ E. For each public repository, create a CodeAurtifact repository that is configured with an external connection Configure the
dependent repositories as upstream public repositories.

ZEX: DE
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* Create an AWS Identity and Access Management Roles Anywhere trust anchor Create an [AM role that allows CodeArtifact
actions and that has a trust relationship on the trust anchor. Update the on-premises CI/CD pipeline to assume the new IAM role
and to publish the packages to CodeAxrtifact:

Roles Anywhere allows on-premises servers to assume [AM roles, making it easier to integrate on-premises environments with
AWS services.

Steps:

Create a trust anchor in IAM.

Create an IAM role with permissions for CodeArtifact actions (e.g., publishing packages).

Update the CI/CD pipeline to assume this role using the trust anchor.

* Create a new Amazon S3 bucket. Generate a presigned URL that allows the PutObject request. Update the on-premises CI/CD
pipeline to use the presigned URL to publish the packages from the on-premises location to the S3 bucket. Create an AWS
Lambda function that runs when packages are created in the bucket through a put command Configure the Lambda function to
publish the packages to CodeArtifact:

Using an S3 bucket as an intermediary, you can easily upload packages from on-premises systens.

Steps:

Create an S3 bucket.

Generate presigned URLSs to allow the CI/CD pipeline to upload packages.

Configure an AWS Lambda finction to trigger on S3 PUT events and publish the packages to CodeArtifact.

Reference:

IAM Roles Anywhere

Amazon S3 presigned URLs

AWS Lambda function triggers

PR #358

A company sends its AWS Network Firewall flow logs to an Amazon S3 bucket. The company then analyzes the flow logs by using
Amazon Athen a. The company needs to transform the flow logs and add additional data before the flow logs are delivered to the
existing S3 bucket. Which solution will meet these requirements?

¢ A. Create an Amazon EventBridge rule that is associated with the default EventBridge event bus. Configure the rule to react
to all object create events for the existing S3 bucket. Define a new S3 bucket as the target for the rule. Create an EventBridge
nput transformation to customize the event before passing the event to the rule target.

¢ B. Create an AWS Lambda function to transform the data and to write a new object to the existing S3 bucket. Configure the
Lambda function with an S3 trigger for the existing S3 bucket. Specify all object create events for the event type.
Acknowledge the recursive mvocation.

¢ C. Enable Amazon EventBridge notifications on the existing S3 bucket. Create a custom EventBridge event bus. Create an
EventBridge rule that is associated with the custom event bus. Configure the rule to react to all object create events for the
existing S3 bucket and to invoke an AWS Step Functions workflow. Configure a Step Functions task to transform the data
and to write the data into a new S3 bucket.

e D. Create an Amazon Data Firehose delivery stream that is configured with an AWS Lambda transformer. Specify the
existing S3 bucket as the destination. Change the Network Firewall logging destination from Amazon S3 to Firchose.
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A company has nuiltiple AWS accounts. The company uses AWS IAM Identity Center (AWS Single Sign-On) that is integrated
with AWS Toolkit for Microsoft Azure DevOps. The attributes for access control feature is enabled in IAM Identity Center.

The attribute mapping list contains two entries. The department key is mapped to $ {path:enterprise.department} . The costCenter
key is mapped to $ {path:enterprise.costCenter}.

All existing Amazon EC2 instances have a department tag that corresponds to three company departments (d1, d2, d3). A DevOps



engineer nust create policies based on the matching attributes. The policies must minimize administrative effort and must grant each
Azure AD user access to only the EC2 instances that are tagged with the user's respective department name.
‘Which condition key should the DevOps engineer include in the custom permissions policies to meet these requirements?

e A

"Condition": {
"StringEquals": {
"aws:PrincipalTag/department™: "$ (aws:ResourceTag/department) "

"Condition": ({ amazon
"StringEquals": {
"ec2:ResourceTag/department”:) "$ (aws:PrincipalTag/department)"
)
}
e C

"Condition": {
"ForAllValues:StringEquals": ({

"aws:TagKeys'™: [ "deamalzon

"Condition™:s §
"ForAllValues:StringEquals™: {

"ec2:ResourceTag/department”": ["dl", "d2", "d3“]

amazon

)

E%: B
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https://docs.aws.amazon.conysinglesignon/latest/userguide/configure-abac. html
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