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NEW QUESTION # 350 
A developer needs to troubleshoot an AWS Lambda function in a development environment. The Lambda function is configured in
VPC mode and needs to connect to an existing Amazon RDS for SOL Server DB instance. The DB instance is deployed in a
private subnet and accepts connections by using port 1433.
When the developer tests the function, the function reports an error when it tries to connect to the database.
Which combination of steps should the developer take to diagnose this issue? (Select TWO.)

A. Check that the function's security group has outbound access on port 1433 to the DB instance's security group. Check
that the DB instance's security group has inbound access on port 1433 from the function's security group.
B. Check that the function's execution role permissions include rds:DescribeDBInstances, rds: ModifyDB Instance, and
rds:DescribeDBSecurityGroups for the DB instance.
C. Check that the function's execution rote permissions include ec2: CreateNetworklnterface. ec2:
DescribeNetworklnterfaces. and ec2: DeleteNetworklnterface.
D. Check that the function's security group has Inbound access on port 1433 from the DB Instance's security group. Check
that the DB instance's security group has outbound access on port 1433 to the function's security group.
E. Check that the VPC is set up for a NAT gateway. Check that the DB instance has the public access option turned on.

Answer: A,C

NEW QUESTION # 351 
A developer is creating an application that will give users the ability to store photos from their cellphones in the cloud. The
application needs to support tens of thousands of users. The application uses an Amazon API Gateway REST API that is integrated
with AWS Lambda functions to process the photos. The application stores details about the photos in Amazon DynamoDB.
Users need to create an account to access the application. In the application, users must be able to upload photos and retrieve
previously uploaded photos. The photos will range in size from 300 KB to 5 MB.
Which solution will meet these requirements with the LEAST operational overhead?

A. Use Amazon Cognito user pools to manage user accounts. Create an Amazon Cognito user pool authorizer in API
Gateway to control access to the API. Use the Lambda function to store the photos in Amazon S3. Store the object's S3 key
as part of the photo details in the DynamoDB table. Retrieve previously uploaded photos by querying DynamoDB for the S3
key.
B. Create an IAM user for each user of the application during the sign-up process. Use IAM authentication to access the API
Gateway API. Use the Lambda function to store the photos in Amazon S3. Store the object's S3 key as part of the photo
details in the DynamoDB table. Retrieve previously uploaded photos by querying DynamoDB for the S3 key.
C. Create a users table in DynamoDB. Use the table to manage user accounts. Create a Lambda authorizer that validates
user credentials against the users table. Integrate the Lambda authorizer with API Gateway to control access to the API. Use
the Lambda function to store the photos in Amazon S3. Store the object's S3 key as par of the photo details in the
DynamoDB table. Retrieve previously uploaded photos by querying DynamoDB for the S3 key.
D. Use Amazon Cognito user pools to manage user accounts. Create an Amazon Cognito user pool authorizer in API
Gateway to control access to the API. Use the Lambda function to store the photos and details in the DynamoDB table.
Retrieve previously uploaded photos directly from the DynamoDB table.

Answer: A

NEW QUESTION # 352 
A developer is creating a mobile app that calls a backend service by using an Amazon API Gateway REST API. For integration
testing during the development phase, the developer wants to simulate different backend responses without invoking the backend
service. Which solution will meet these requirements with the LEAST operational overhead?

A. Create an Amazon EC2 instance that serves the backend REST API by using an AWS CloudFormation template.
B. Customize the API Gateway stage to select a response type based on the request.
C. Use a request mapping template to select the mock integration response.
D. Create an AWS Lambda function. Use API Gateway proxy integration to return constant HTTP responses.

Answer: C

Explanation:
https://docs.aws.amazon.com/apigateway/latest/developerguide/how-to-mock-integration.html



NEW QUESTION # 353 
A developer is writing an AWS Lambda function. The developer wants to log key events that occur while the Lambda function runs.
The developer wants to include a unique identifier to associate the events with a specific function invocation. The developer adds the
following code to the Lambda function:
Which solution will meet this requirement?

A. Obtain the request identifier from the AWS request ID field in the event object. Configure the application to write logs to
standard output.
B. Obtain the request identifier from the AWS request ID field in the context object. Configure the application to write logs to
a file.
C. Obtain the request identifier from the AWS request ID field in the event object. Configure the application to write logs to a
file.
D. Obtain the request identifier from the AWS request ID field in the context object. Configure the application to write logs to
standard output.

Answer: D

Explanation:
https://docs.aws.amazon.com/lambda/latest/dg/nodejs-context.html https://docs.aws.amazon.com/lambda
/latest/dg/nodejs-logging.html
There is no explicit information for the runtime, the code is written in Node.js.
AWS Lambda is a service that lets developers run code without provisioning or managing servers. The developer can use the AWS
request ID field in the context object to obtain a unique identifier for each function invocation. The developer can configure the
application to write logs to standard output, which will be captured by Amazon CloudWatch Logs. This solution will meet the
requirement of logging key events with a unique identifier.
References:
[What Is AWS Lambda? - AWS Lambda]
[AWS Lambda Function Handler in Node.js - AWS Lambda]
[Using Amazon CloudWatch - AWS Lambda]

NEW QUESTION # 354 
A company maintains a REST service using Amazon API Gateway and the API Gateway native API key validation. The company
recently launched a new registration page, which allows users to sign up for the service. The registration page creates a new API key
using CreateApiKey and sends the new key to the user. When the user attempts to call the API using this key. the user receives a
403 Forbidden error. Existing users are unaffected and can still call the API.
What code updates will grant these new users access to the API?

A. The importApiKeys method must be called to import all newly created API keys into the current stage of the API.
B. The updateAuthorizer method must be called to update the API's authorizer to include the newly created API key
C. The createDeploymer.t method must be called so the API can be redeployed to include the newly created API key.
D. The createUsagePlanKey method must be called to associate the newly created API key with the correct usage plan.

Answer: D

NEW QUESTION # 355
......
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