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QUESTION & ANSWERS

QUESTION: 1

Wy B setting rescurce limits amd requests for Kubernetes pods important to prevent internal Bendal of
Service soenarios?

Option A : To optimize the network performance of the clinter

Option 8 : To ersurs even distribution of storage resources among pods

Option € : To prevent a single pod from comuming excedsive resources, Impacting overall cluster stability

Option O @ To facilitate rapid scaling of applications in resporse ta demand

Correct Answer: C
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Linux Foundation KCSA Priifungsplan:

Thema Einzelheiten

¢ Platform Security: This section of the exam measures the skills of a Cloud Security Architect and

encompasses broader platform-wide security concerns. This includes securing the software supply chain
Therm 1 from image development to deployment, implementing observability and service meshes, managing Public
Key Infrastructure (PKI), controlling network connectivity, and using admission controllers to enforce
security policies.
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¢ Compliance and Security Frameworks: This section of the exam measures the skills of a Compliance

Officer and focuses on applying formal structures to ensure security and meet regulatory demands. It
Therm 2 covers working with industry-standard compliance and threat modeling frameworks, understanding supply
chain security requirements, and utilizing automation tools to maintain and prove an organization's security
posture.

¢ Kubernetes Security Fundamentals: This section of the exam measures the skills of a Kubernetes

Administrator and covers the primary security mechanisims within Kubernetes. This includes implementing
Therm 3 pod security standards and admissions, configuring robust authentication and authorization systems like
RBAC, managing secrets properly, and using network policies and audit logging to enforce isolation and
monitor cluster activity.
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38. Frage
Which security knowledge-base focuses specifically onoffensive tools, techniques, and procedures?

A. CIS Controls

B. MITRE ATT&CK

C. NIST Cybersecurity Framework
D. OWASP Top 10

Antwort: B

Begriindung;

* MITRE ATT&CKs a globally recognizedknowledge base of adversary tactics, techniques, and procedures (TTPs). It is focused
on describingoffensive behaviorsattackers use.

* Incorrect options:

* (BYOWASP Top 10highlights common application vulnerabilities, not attacker techniques.

* (C)CIS Controlsare defensive best practices, not offensive tools.

* (D)NIST Cybersecurity Frameworkprovides a risk-based defensive framework, not adversary TTPs.

References:

MITRE ATT&CK Framework

CNCF Security Whitepaper - Threat intelligence section: references MITRE ATT&CK for describing attacker behavior.

39. Frage
Which label should be added to the Namespace to block any privileged Pods from being created in that Namespace?

A. pod-security.kubernetes.io/enforce: baseline
B. pod.security.kubernetes.io/privileged: false
C. privileged: false

D. privileged: true

Antwort: A
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Begrindung;

* KubernetesPod Security Admission (PSA)enforcesPod Security Standardsby applying labels on Namespaces.
* Exact extract (Kubernetes Docs - Pod Security Admission):

* "You can label a namespace with pod-security.kubernetes.io/enforce: baseline to enforce the Baseline policy."
* Thebaselineprofile explicitly disallowsprivileged podsand other unsafe features.

* Why others are wrong;

* A & D: These labels do not exist in Kubernetes.

* B: Setting privileged: true would allow privileged pods, not block them

References:

Kubernetes Docs - Pod Security Admission: https://kubernetes.io/docs/concepts/security/pod-security- admission/ Kubernetes
Docs - Pod Security Standards: https:/kubernetes.io/docs/concepts/security/pod-security- standards/

40. Frage
Given a standard Kubernetes cluster architecture comprising a single control plane node (hosting bothetcdand the control plane as

Pods) and three worker nodes, which of the following data flows crosses atrust boundary
?

A. Fromkubelet to Container Runtime

B. Fromkubelet to API Server

C. Fromkubelet to Controller Manager
D. From API Server to Container Runtime

Antwort: B

Begrindung;

* Trust boundariesexist where data flows between different security domains.

* In Kubernetes:

* Commumication between thekubelet (node agent)and theAPI Server (control plane)crosses the node-to-control-plane trust
boundary.

* (A) Kubelet to contamner runtime is local, no boundary crossing.

* (C) Kubelet does not commumicate directly with the controller manager.

* (D) API server does not talk directly to the container runtime; it delegates to kubelet.

* Therefore, (B) is the correct trust boundary crossing flow.

References:

CNCF Security Whitepaper - Kubernetes Threat Model: identifies node-to-control-plane communications (kubelet # API Server)
as crossing trust boundaries.

Kubernetes Documentation - Cluster Architecture

41. Frage
‘When should soft multitenancy be used over hard multitenancy?

A. When the priority is enabling fine-grained control over tenant resources.

B. When the priority is enabling resource sharing and efficiency between tenants.
C. When the priority is enabling complete isolation between tenants.

D. When the priority is enabling strict security boundaries between tenants.

Antwort: B

Begriindung;

* Soft multitenancy(Namespaces, RBAC, Network Policies) # assumes some level of trust between tenants, focuses onresource
sharing and efficiency.

* Hard multitenancy(separate clusters or strong virtualization) # strict isolation, used when tenants are untrusted.

* Exact extract (CNCF TAG Security Multi- Tenancy Whitepaper):

* "Soft multi-tenancy refers to multiple workloads running in the same cluster with some trust assumptions. It provides resource
sharing and operational efficiency. Hard multi- tenancy requires stronger isolation guarantees, typically separate clusters."
References:

CNCF Security TAG - Multi- Tenancy Whitepaper:https/github.com/cncfitag-security/tree/main/multi- tenancy



42. Frage
As a Kubernetes and Cloud Native Security Associate, a user can set upaudit loggingin a cluster. What is the risk of logging every
event at the fullRequestResponselevel?

A. Tmproved security and easier incident investigation.

B. Increased storage requirements and potential impact on performance.
C. Reduced storage requirements and faster performance.

D. No risk, as it provides the most comprehensive audit trail.

Antwort: B

Begrindung;

* Audit loggingrecords API server requests and responses for security monitoring,

* TheRequestResponse levellogs the full request and response bodies, which can:

* Significantly increasestorage and performance overhead.

* Potentially log sensitive data (including Secrets).

* Therefore, while comprehensive, it introduces risks of performance degradation and excessive log volume.
References:

Kubernetes Documentation - Auditing

CNCEF Security Whitepaper - Logging and monitoring: trade-offs between verbosity, storage, and security.
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