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EE #45

Refer to the exhibit.

Event fecetve Time  Reporting 1P Event Type et Source P Appiication Category
0&12:11 10.10.10.10 Fadled Logon Ryan 1:4.11 Web App
08:12.56 10.10.10.11 Failed Logon John 5555 DB
06:15:56 10.10.10.10 Fasiad Logon Ryan 1111 Web App
08:20:01 10.10.10.10 Fadad.L agtn Paul 3321 Wab App
10:10:43 10.10,1,13-% % Falled Logon Ryan 1.1.1.15 [o]:}
10-45:08 16 10.0E 1 Falled Logon WWendy 11186 DB
11:2333 10.10.10.10 Fasled Logon Ryan 1.1.1.15 DB
12:05:52 10.10.10.10  Faiad Logon iy RTINE% A

Ifevents are grouped by User. Source IP. and Apphcatlon Category attributes in FortiSiIEM. how many results will be displayed?

e A Seven results will be displayed.
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¢ B. Five results will be displayed.
e C. Three results will be displayed.
¢ D. No results will be displayed.

HE: B

Y.

Grouping Events in FortiSIEM: Grouping events by specific attributes allows for the aggregation of similar events, providing clearer
nsights and reducing clutter.

Grouping Criteria: For this question, events are grouped by "User," "Source IP," and "Application Category." Unique Combinations
Analysis:

* Ryan, 1.1.1.1, Web App(appears multiple times but is one unique combination)

* John, 5.5.5.5, DB

* Paul, 3.3.2.1, Web App

* Ryan, 1.1.1.15, DB

* Wendy, 1.1.1.6, DB

Result Calculation: There are five unique combinations in the provided data based on the specified grouping attributes.

References: FortiSIEM 6.3 User Guide, Event Management and Reporting sections, which explain how to group events by various
attributes for analysis and reporting purposes.

AR #46

FortiSIEM is deployed in disaster recovery mode.

When disaster strikes, which two tasks must you perform manually to achieve a successful disaster recovery operation? (Choose
two.)

A. Change the DNS configuration to ensure that users, devices, and collectors log in to the secondary FortiSIEM.
B. Promote the secondary supervisor to the primary role using the phSecondary?primary command.

C. Promote the secondary workers to the primary rotes using the phSecworker2priworker command.

D. Change the configuration for shared storage NFS configured for EventDB to the secondary FortiSTEM.

: AC

MH.

Disaster Recovery Mode: FortiSIEM's disaster recovery (DR) mode ensures that there is a backup systemready to take over in
case the primary system fails.

Manual Tasks for DR Operation: In the event of a disaster, certain tasks must be performed manually to ensure a smooth transition
to the secondary system.

Promoting the Secondary Supervisor:

* Use the commandphSecondary2primaryto promote the secondary supervisor to the primary role. This command reconfigures the
secondary supervisor to take over as the primary supervisor, ensuring continuity in management and coordination.

Changing DNS Configuration:

* Update the DNS configuration to direct all users, devices, and collectors to the secondary FortiSIEM instance. This ensures that
all components in the environment cancommunicate with the newly promoted primary supervisor without manual reconfiguration of
mdividual devices.

References: FortiSIEM 6.3 Administration Guide, Disaster Recovery section, provides detailed steps on promoting the secondary
supervisor and updating DNS configurations during a disaster recovery operation.
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AE #47
When configuring collectors located in geographically separated sites, what ports must be open on a front end firewall?

A. HTTPS, fromthe collector to the worker upload settings address only

B. HTTPS, from the collector to the supervisor and worker upload settings addresses

C. HTTPS, from the Internet to the collector

D. HTTPS, from the Internet to the collector and from the collector to the FortiSIEM cluster

.l
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: B

Y.
FortiSIEM Architecture: In FortiSIEM, collectors gather data from various sources and send this data to supervisors and workers



within the FortiSIEM architecture.

Communication Requirements: For collectors to effectively send data to the FortiSIEM system, specific communication channels
must be open.

Port Usage: The primary port used for secure commumnication between the collectors and the FortiSIEM infrastructure is HTTPS
(port 443).

Network Configuration: When configuring collectors in geographically separated sites, the HTTPS port must be open for the
collectors to communicate with both the supervisor and the worker upload settings addresses. This ensures that the collected data
can be securely transmitted to the appropriate processing and analysis components.

References: FortiSIEM 6.3 Administration Guide, Network Ports section details the necessary ports for communication within the
FortiSIEM architecture.

HEE #48
A customer is experiencing slow performance while executing long, adhoc analytic searches. Which FortiSIEM component can
make the searches run faster?

A. Query worker

B. Event worker

C. Storage worker

D. Correlation worker

Heg: A

ME.

* Component Roles in FortiSIEM: Different components in FortiSIEM have specific roles and responsibilities, which contribute to
the overall performance and fimctionality of the system.

* Query Worker: The query worker component is specifically designed to handle and optimize search queries within FortiSIEM.
Function: It processes search requests and executes analytic searches efficiently, handling large volumes of data to provide quick
results.

Optimization: By improving the efficiency of query execution, the query worker can significantly speed up long, ad hoc analytic
searches, addressing performance issues.

* Performance Impact: Utilizing the query worker ensures that searches are handled by a component optimized for such tasks,
reducing the load on other components and improving overall system performance.

* Reference: FortiSIEM 6.3 User Guide, System Components section, which describes the roles of different workers, including the
query worker, and their impact on system performance.

BE #49

Refer to the exhibit.

Display Fields F H T I n E T

Attribute Order Display As Row Mowe
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A FortiSIEM admimnistrator wants to group some attributes for a report, but is not able to do so successfully.
As shown in the exhibit, why are some of the fields highlighted in red?

A. The attribute COUNT(Matched events) is an invalid expression.
B. Unique attributes cannot be grouped.

C. No RAW Event Log attribute is available for devices.

D. The Event Receive Tine attribute is not available for logs.

g: B

od



Y.

* Grouping Attributes in Reports: When creating reports in FortiSIEM, certain attributes can be grouped to summarize and organize
the data.

* Unique Attributes: Attributes that are unique for each event cannot be grouped because they do not provide a meaningful
aggregation or summary.

* Red Highlighting Explanation: The red highlighting in the exhibit indicates attributes that cannot be grouped together due to their
unique nature. These unique attributes include Event Receive Time, Reporting IP, Event Type, Raw Event Log, and
COUNT(Matched Events).

* Attribute Characteristics:

Event Receive Time is unique for each event.

Reporting IP and Event Type can vary greatly, making grouping them impractical in this context.

Raw Event Log represents the unprocessed log data, which is also unique.

COUNT(Matched Events) is a calculated field, not suitable for grouping.

* Reference: FortiSIEM 6.3 User Guide, Reporting section, explains the constraints on grouping attributes in reports.
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