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CrowdStrike Certified Identity Specialist(CCIS) Exam 38 € IDP & B [ &8
(Q48-Q53):

HM #48
Within Domain Security Overview, whatGoalincorporates all risks into one security assessment report?

A. AD Hygiene

B. Reduce Attack Surface

C. Pen Testing

D. Privileged User Management

Ef#: B

fEEL:
Within the Domain Security Overview,Goalsare used to tailor how identity risks are grouped, evaluated, and reported. TheReduce
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Attack Surfacegoal is the only option thatincorporates all identity risks into a single, comprehensive security assessment.

The CCIS curriculum explains that Reduce Attack Surface provides a holistic view of identity exposure by aggregating risks related
to authentication paths, account hygiene, privileges, misconfigurations, and legacy identity weaknesses. This goal is designed for
organizations seeking an overall understanding of their identity security posture rather than focusing on a specific domain such as
privileged users or directory hygiene.

Other goals are more specialized:

* AD Hygienefocuses on directory configuration issues.

* Privileged User Managementconcentrates on high-privilege identities.

* Pen Testingaligns more with adversarial simulation than continuous risk assessment.

Reduce Attack Surface aligns directly withZero Trust principles, helping organizations identify and eliminate unnecessary identity
access paths. Therefore,Option Cis the correct and verified answer.

HMA #49
Within the Falcon Identity Protection portal, which page allows you to enable/disable Policy Rules?

A. Configure

B. Enforce

C. Policy Enforcement

D. Identity-Based Detections

Ef#: B

fEE -

In Falcon Identity Protection, Policy Rules are managed within the Enforce section of the portal. The CCIS documentation explains
that Enforce is the operational area where administrators create, enable, disable, and manage Policy Rules and Policy Groups.
This section is specifically designed for identity enforcement logic, allowing security teans to activate or suspend rules without
modifying underlying configurations or analytics. Enabling or disabling a Policy Rule immediately affects how identity conditions are
enforced across the environment.

Other sections serve different purposes:

Configure manages connectors, domains, subnets, and risk settings.

Identity-Based Detections is used for investigation and monitoring,

Policy Enforcement is not a standalone navigation section in Falcon Identity Protection.

Because rule activation and enforcement control reside exclusively in Enforce, Option B is the correct and verified answer.

B #50
Which of'the following MFA providers areNOTsupported by Falcon Identity?

e A Symantec VIP

e B.DUO

e C. Aaure (Entra) MFA
e D. Firebase

IEf#: D

AR :

Falcon Identity Protection integrates with a defined set ofSupported MFA providersto enforce identity verification and conditional
access based on identity risk. According to the CCIS curriculum, supported MFA providers includeAzure (Entra) MFA,Cisco Duo,
andSymantec VIP, which are commonly used enterprise- grade MFA solutions.

These integrations allow Falcon Identity Protection to evaluate authentication attempts and dynamically enforce MFA challenges
when risky behavior is detected. The supported providers expose the necessary APIs and authentication workflows required for
Falcon to trigger MFA challenges as part of Policy Rules and Zero Trust enforcement.

Firebaseis not a supported MFA provider within Falcon Identity Protection. Firebase is primarily a mobile and application
development platformand does not fimction as an enterprise MFA provider compatible with Falcon's identity enforcement model.
As such, it cannot be used to enforce conditional access or identity verification through Falcon Identity Protection.

Because Falcon only supports specific, enterprise MFA integrations validated by CrowdStrike,Option Ais the correct and verified
answer.



R #51
‘Which CrowdStrike documentation category would you search to find GraphQL examples?

A. Identity Protection APIs
B. CrowdStrike APIs

C. Threat Intelligence

D. XDR

IEf#: B

TR

GraphQL is the underlying query technology used by multiple CrowdStrike platforms, including Falcon Identity Protection.
According to the CCIS curriculum GraphQL examples are documented under the broader "CrowdStrike APIs" documentation
category, not limited to a single product.

The CrowdStrike APIs section includes:

* Authentication and API key usage

* GraphQL schema references

* Example GraphQL queries and mutations

* Pagmation, filtering, and response handling

While Identity Protection uses GraphQL for identity-specific queries, the examples thenselves are centralized underCrowdStrike
APIsto provide consistency across Falcon modules. Product-specific use cases are then layered on top of these core examples.
The other options are incorrect:

* Threat Intelligence focuses on adversary data.

* XDR covers detection and correlation concepts.

* Identity Protection APIs describe endpomnts and permissions, not general GraphQL usage examples.

Therefore,Option Ais the correct and verified answer.

HP #52
The CISO of your organization recently read a report about the increased usage of identity brokers and is interested in finding a
solution for the company. Which of the following makes Falcon Identity a valid solution for the organization?

e A. Allows admistrators to store and delegate passwords to application servers

e B. Falcon Identity is able to be a middleware between Active Directory and a Human Resource Information System (HRIS)

¢ C. Gives the organization the ability to proactively mitigate risks, as well as protect critical Active Directory infrastructure
through Policy Rules

¢ D. Provides the ability to audit and record sessions across multiple methods, such as SSH, RDP, and SMB

EfE: C

fi .-

Falcon Identity Protection is designed to address the growing threat ofidentity brokers, which act as intermediaries that abuse
identity infrastructure to facilitate lateral movement, privilege escalation, and persistent access. The CCIS curriculum emphasizes that
Falcon Identity Protection providesproactive identity risk mitigationrather than reactive session monitoring or password vaulting,

The platform continuously nspects authentication traffic and identity behavior across Active Directory and Azure AD environments,
building behavioral baselines and identifying abnormal activity associated with brokered identity attacks. ThroughPolicy Rules,
organizations can automatically enforce controls such as blocking risky authentications, enforcing MFA, or triggering remediation
workflows when identity abuse is detected.

The incorrect options describe capabilities associated withPrivileged Access Management (PAM)orlAM middleware, which are not
the focus of Falcon Identity Protection. Falcon does not record interactive sessions, act as an HRIS bridge, or store delegated
credentials. Instead, it protects identity infrastructure by detecting and preventing identity misuse in real time.

This proactive enforcement model aligns directly with Zero Trust principles and makes Falcon Identity Protection a strong solution
against identity broker activity. Therefore,Option Cis the correct and verified answer.

HRF#53
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