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EC-COUNCIL EC-Council Certified Network Defender CND Sample
Questions (Q693-Q698):
NEW QUESTION # 693 
Which of the following network devices operate at the network layer of the OSI model? Each correct answer represents a complete
solution. Choose all that apply.

A. Gateway
B. Bridge
C. Router
D. Repeater

Answer: A,C

Explanation:
A router is a device that routes data packets between computers in different networks. It is used to connect multiple networks, and it
determines the path to be taken by each data packet to its destination computer. A router maintains a routing table of the available
routes and their conditions. By using this information, along with distance and cost algorithms, the router determines the best path to
be taken by the data packets to the destination computer. A router can connect dissimilar networks, such as Ethernet, FDDI, and
Token Ring, and route data packets among them. Routers operate at the network layer (layer 3) of the Open Systems
Interconnection (OSI) model.
A gateway is a network point that acts as an entrance to another network. On the Internet, a node or stopping point can be either a
gateway node or a host (end-point) node. Both the computers of Internet users and the computers that serve pages to users are host
nodes. The computers that control traffic within a company's network or at a local Internet service provider (ISP) are gateway
nodes. In the network for an enterprise, a computer server acting as a gateway node is often also acting as a proxy server and a
firewall server. A gateway is often associated with both a router, which knows where to direct a given packet of data that arrives at
the gateway, and a switch, which furnishes the actual path in and out of the gateway for a given packet. Most of the gateways
operate at the application layer, but can operate at the network or session layer of the OSI model.
Answer option C is incorrect. A repeater operates only at the physical layer of the OSI model.
Answer option B is incorrect. A bridge operates at the data link layer of the OSI model.

NEW QUESTION # 694 
Which of the following is an intrusion detection system that reads all incoming packets and tries to find suspicious patterns known as
signatures or rules?

A. NIDS
B. IPS
C. DMZ
D. HIDS

Answer: A

Explanation:
A network intrusion detection system (NIDS) is an intrusion detection system that tries to detect malicious activity such as denial of
service attacks, port scans or even attempts to crack into computers by monitoring network traffic. A NIDS reads all the incoming
packets and tries to find suspicious patterns known as signatures or rules. It also tries to detect incoming shell codes in the same
manner that an ordinary intrusion detection systems does. Answer option A is incorrect. A host-based intrusion detection system
(HIDS) produces a false alarm because of the abnormal behavior of users and the network. A host-based intrusion detection system
(HIDS) is an intrusion detection system that monitors and analyses the internals of a computing system rather than the network
packets on its external interfaces. A host-based Intrusion Detection System (HIDS) monitors all or parts of the dynamic behavior
and the state of a computer system. HIDS looks at the state of a system, its stored information, whether in RAM, in the file system,
log files or elsewhere; and checks that the contents of these appear as expected. Answer option B is incorrect. An intrusion
prevention system (IPS) is a network security device that monitors network and/or system activities for malicious or unwanted
behavior and can react, in real-time, to block or prevent those activities. When an attack is detected, it can drop the offending
packets while still allowing all other traffic to pass. Answer option C is incorrect. A demilitarized zone (DMZ) is a physical or logical
subnetwork that contains and exposes external services of an organization to a larger network, usually the Internet. The purpose of a
DMZ is to add an additional layer of security to an organization's Local Area Network (LAN); an external attacker only has access
to equipment in the DMZ, rather than the whole of the network. Hosts in the DMZ have limited connectivity to specific hosts in the
internal network, though communication with other hosts in the DMZ and to the external network is allowed. This allows hosts in the
DMZ to provide services to both the internal and external networks, while an intervening firewall controls the traffic between the



DMZ servers and the internal network clients. In a DMZ configuration, most computers on the LAN run behind a firewall connected
to a public network such as the Internet.

NEW QUESTION # 695 
What is the name of the authority that verifies the certificate authority in digital certificates?

A. Directory management system
B. Certificate Management system
C. Registration authority
D. Certificate authority

Answer: C

Explanation:
In the context of digital certificates, the Registration Authority (RA) is responsible for verifying the identity of entities requesting a
certificate before the Certificate Authority (CA) issues it. The RA acts as a verifier for the CA, ensuring that the entity requesting the
certificate is who they claim to be. This process is crucial for maintaining trust within a digital environment, as it prevents the issuance
of certificates to fraudulent or unauthorized entities.

NEW QUESTION # 696 
Ryan, a network security engineer, after a recent attack, is trying to get information about the kind of attack his users were facing.
He has decided to put into production one honeypot called Kojoney. He is interested in emulating the network vulnerability, rather
than the real vulnerability system, making this probe safer and more flexible. Which type of honeypot is he trying to implement?

A. Pure honeypots
B. Low interaction honeypots
C. Research honeypot
D. High interaction honeypots

Answer: B

Explanation:
Ryan is implementing a low interaction honeypot with Kojoney. Low interaction honeypots are designed to emulate services and
applications to a certain degree without exposing the real underlying system. They provide a safe environment that can be used to
study the attacker's behavior and methods without the risk of compromising the actual system. Kojoney, specifically, is a low
interaction honeypot that emulates an SSH server1. It uses minimal resources and is less complex compared to high interaction
honeypots, making it easier to deploy and manage. By simulating network vulnerabilities rather than actual system vulnerabilities,
Kojoney can attract attackers and record their interaction, which helps in understanding the attack patterns and potentially identifying
the attackers.

NEW QUESTION # 697 
The network admin decides to assign a class B IP address to a host in the network. Identify which of the following addresses fall
within a class B IP address range.

A. 169.254.254.254
B. 172.168.12.4
C. 255.255.255.0
D. 18.12.4.1

Answer: D

Explanation:
Class B IP addresses range from 128.0.0.0 to 191.255.255.255. The first two bits of the first octet in a Class B address are always
set to '10', and the default subnet mask is 255.255.0.0. Option B, 18.12.4.1, falls within this range, with the first octet being 18,
which is between 128 and 191. References: The information is based on the standard IP address classification as per the IPv4
protocol1234.
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The only aim of our company is to help each customer pass their exam as well as getting the important certification in a short time. If
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