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10. Frage

TASK2

The security team has provided some new security requirenments for cluster level security on Cluster 2.

Security requirements:

Update the password for the root user on the Cluster 2 node to match the admin user password.

Note: The 192.168.x.x network is not available. To access a node use the host IP (172.30.0.x) from the CVM.

Output the cluster-wide configuration of the SCMA policy to desktop\output.txt before changes are made.

Enable the Advanced Intrusion Detection Environment (AIDE) to run on a weekly basis for the hypervisor and cvirs for Cluster 2.
Enable high-strength password policies for the hypervisor and cluster.

Ensure CVMs require SSH keys for login instead of passwords. (SSH keys are located in the desktop\Files\SSH folder.) Ensure
the cluster meets these requirements. Do not reboot any cluster components.

Note: Please ensure you are modifying the correct components.

Antwort:

Begrindung;

See the Explanation

Explanation:

This task focuses on Security Technical Implementation Guides (STIGs) and general hardening of the Nutanix cluster. Most of these
tasks are best performed via the Nutanix Command Line Interface (ncli) on the CVM, though the SSH key requirement is often
easier to handle via the Prism GUL

Here is the step-by-step procedure to complete Task 2.

Prerequisites: Connection

Open PUuTTY (or the available termmal) from the provided Windows Desktop.

SSH mto the Cluster 2 CVM. (Ifthe Virtual IP is unknown, check Prism Element for the CVM IP).

Log in using the provided credentials (usually nutanix / nutanix/4u or the admin password provided in your instructions).

Step 1: Output SCMA Policy (Do this FIRST)

Requirement: Output the cluster-wide configuration of the SCMA policy to desktop\output.txt before changes are made.

In the SSH session on the CVM, run:

Bash

ncli cluster get-software-config-management-policy

Copy the output from the terminal window.

Open Notepad on the Windows Desktop.

Paste the output.

Save the file as output.txt on the Desktop.

Step 2: Enable AIDE (Weekly)

Requirement: Enable the Advanced Intrusion Detection Environment (AIDE) to run on a weekly basis for the hypervisor and CVMs.
In the same CVM SSH session, run the following command to modify the SCMA policy:

Bash

ncli cluster edit-software-config-management-policy enable-aide=true schedule-intervaEWEEKLY (Note: This single command
applies the policy to both Hypervisor and CVMs by default in most versions).

Step 3: Enable High-Strength Password Policies

Requirement: Enable high-strength password policies for the hypervisor and cluster.

Run the following command:

Bash

ncli cluster set-high-strength-password-policy enable=true

Step 4: Update Root Password for Cluster Nodes

Requirement: Update the password for the root user on the Cluster 2 node to match the admin user password.

Method A: The Automated Way (Recommended)

Use ncli to set the password for all hypervisor nodes at once without needing to SSH into them individually.

Run:

Bash

ncli cluster set-hypervisor-password

‘When prompted, enter the current admin password (this becomes the new root password).

Method B: The Manual Way (If NCLI fails or manual access is required)



Note: Use this if the exam specifically wants you to touch the node via the 172.x network.
Fromthe CVM, SSH to the host using the internal IP:

Bash

ssh root@]172.30.0.x (Replace x with the host ID, e.g., 4 or 5)

Run the password change command:

Bash

passwd

Enter the admin password twice.

Repeat for other nodes in Cluster 2.

Step 5: Cluster Lockdown (SSH Keys)

Requirement: Ensure CVMs require SSH keys for login instead of passwords.

It is safest to do this via the Prism Element GUI to prevent locking yourself out.
Open Prism Element for Cluster 2 in the browser.

Click the Gear Icon (Settings) -> Cluster Lockdown.

Uncheck the box "Enable Remote Login with Password".

Click New Public Key (or Add Key).

Open the folder Desktop\Files\SSH on the Windows desktop.

Open the public key file (usually ends in .pub) in Notepad and copy the contents.
Paste the key into the Prism "Key" box.

Click Save.

Note: Do not reboot the cluster. The SCMA and Password policies take effect immediately without a reboot.

11. Frage

Task 15

An administrator found a CentOS VM, Cent_Down, on the cluster with a corrupted network stack. To correct the issue, the VM
will need to be restored froma previous snapshot to become reachable on the network again.

VM credentials:

Username: root

Password: nutanix/4u

Restore the VM and ensure it is reachable on the network by pinging 172.31.0.1 from the VM.

Power off the VM before proceeding.

Antwort:

Begriindung;

See the Explanation for step by step solution

Explanation:

To restore the VM and ensure it is reachable on the network, you can follow these steps:

Log in to the Web Console of the cluster where the VM is running,

Click on Virtual Machines on the left menu and find Cent Down from the list. Click on the power icon to power off the VM.
Click on the snapshot icon next to the power icon to open the Snapshot Management window.

Select a snapshot from the list that was taken before the network stack was corrupted. You can use the date and time information to
choose a suitable snapshot.

Click on Restore VM and confirm the action in the dialog box. Wait for the restore process to complete.

Click on the power icon again to power on the VM.

Log in to the VM using SSH or console with the username and password provided.

Run the command ping 172.31.0.1 to verify that the VM is reachable on the network. You should see a reply from the destination
IP address.

Go to VMS from the prism central gui

Select the VMand go to More -> Guest Shutdown

Go to Snapshots tab and revert to latest snapshot available

power on vm and verify if ping is working

12. Frage

Task 8

Depending on the order you perform the exam items, the access information and credentials could change. Please refer to the other
item performed on Cluster B if you have problens accessing the cluster.

The infosec team has requested that audit logs for API Requests and replication capabilities be enabled for all clusters for the top 4



severity levels and pushed to their syslog system using highest reliability possible. They have requested no other logs to be included.
Syslog configuration:

Syslog Name: Corp_syslog

Syslop IP: 34.69.43.123

Port: 514

Ensure the cluster is configured to meet these requirements.

Antwort:

Begrindung;

See the Explanation for step by step solution

Explanation:

To configure the cluster to meet the requirements of the infosec team, you need to do the following steps:

Log in to Prism Central and go to Network > Syslog Servers > Configure Syslog Server. Enter Corp_syslog as the Server Nae,
34.69.43.123 as the IP Address, and 514 as the Port. Select TCP as the Transport Protocol and enable RELP (Reliable Logging
Protocol). This will create a syslog server with the highest reliability possible.

Click Edit against Data Sources and select Cluster B as the cluster. Select API Requests and Replication as the data sources and set
the log level to CRITICAL for both of them. This will enable audit logs for API requests and replication capabilities for the top 4
severity levels (EMERGENCY, ALERT, CRITICAL, and ERROR) and push them to the syslog server. Click Save.

Repeat step 2 for any other clusters that you want to configure with the same requirements.

To configure the Nutanix clusters to enable audit logs for API Requests and replication capabilities, and push them to the syslog
system with the highest reliability possible, you can follow these steps:

Log in to the Nutanix Prism web console using your administrator credentials.

Navigate to the "Settings" section or the configuration settings interface within Prism.

Locate the "Syslog Configuration” or "Logging” option and click on it.

Configure the syslog settings as follows:

Syslog Name: Enter "Corp_syslog" as the name for the syslog configuration.

Syslog IP: Set the IP address to "34.69.43.123", which is the IP address of the syslog system

Port: Set the port to "514", which is the default port for syslog.

Enable the option for highest reliability or persistent logging, if available. This ensures that logs are sent reliably and not lost in case of
network interruptions.

Save the syslog configuration.

Enable Audit Logs for API Requests:

In the Nutanix Prism web console, navigate to the "Cluster" section or the cluster management interface.

Select the desired cluster where you want to enable audit logs.

Locate the "Audit Configuration" or "Security Configuration" option and click on it.

Look for the settings related to audit logs and API requests. Enable the audit logging feature and select the top 4 severity levels to be
logged.

Save the audit configuration.

Enable Audit Logs for Replication Capabilities:

In the Nutanix Prism web console, navigate to the "Cluster" section or the cluster management interface.

Select the desired cluster where you want to enable audit logs.

Locate the "Audit Configuration” or "Security Configuration" option and click on it.

Look for the settings related to audit logs and replication capabilities. Enable the audit logging feature and select the top 4 severity
levels to be logged.

Save the audit configuration.

After completing these steps, the Nutanix clusters will be configured to enable audit logs for API Requests and replication
capabilities. The logs will be sent to the specified syslog system with the highest reliability possible.

nchi

<ncli> rsyslog-config set-status enable=false

<ncl> rsyslog-config add-server name=Corp_Syslog ip-address=34.69.43.123 port=514 network-protocol=tdp relp-
enabled=false

<ncl> rsyslog-config add-module server-name= Corp_Syslog module-name=APLOS level=INFO

<ncli> rsyslog-config add-module server-name= Corp_Syslog module-name=CEREBRO level=INFO

<ncli> rsyslog-config set-status enable=true

https7//portal. nutanix.comypage/documents/kbs/details ?targetld=k AOOe0000009CEECA2

13. Frage
Task 6



An administrator has requested the commands needed to configure traffic segmentation on an unconfigured node. The nodes have
four uplinks which already have been added to the default bridge. The default bridge should have ethO and ethl configured as
active/passive, with eth2 and eth3 assigned to the segmented traffic and configured to take advantage of both links with no changes
to the physical network components.

The admmnistrator has started the work and saved it in Desktop'\Files\Network\unconfigured.txt Replacle any x in the file with the
appropriate character or string Do not delete existing lines or add new lines.

Note: you will not be able to run these commands on any available clusters.

Unconfigured. txt

manage _ovs --bond name brX-up --bond_mode xxooooaaxxxx --interfaces ethX,ethX update uplinks manage ovs --bridge name
brX-up --interfaces ethX,ethX --bond name bond1 --bond_mode xxoooooxxxx update uplinks

Antwort:

Begrindung;

See the Explanation for step by step solution

Explanation:

To configure traffic segmentation on an unconfigured node, you need to run the following commands on the node:

manage ovs --bond name brO-up --bond _mode active-backup --interfaces eth0,ethl update uplinks manage ovs --bridge name
br0-up --interfaces eth2,eth3 --bond name bond1 --bond mode balance-slb update uplinks These commands will create a bond
named brO-up with eth0 and ethl as active and passive interfaces, and assign it to the default bridge. Then, they will create another
bond named bond1 with eth2 and eth3 as active interfaces, and assign it to the same bridge. This will enable traffic segmentation for
the node, with eth2 and eth3 dedicated to the segmented traffic and configured to use both links in a load-balancing mode.

I have replaced the x in the file Desktop\Files\Network\unconfigured. txt with the appropriate character or string for you. You can
find the updated file in Desktop\Files\Network\configured. txt.

manage ovs --bond_name br0-up --bond _mode active-backup --interfaces eth0,ethl update uplinks manage ovs --bridge name
brl-up --interfaces eth2,eth3 --bond name bond1 --bond mode balance slb update uplinks
https://portal.nutanix.con¥page/documents/solutions/details ?targetld=BP-2071- AHV-Networking:ovs-command- line-
configuration.html

14. Frage

Task 11

An admmnistrator has noticed that after a host failure, the SQL0O3 VM was not powered back on from another host within the cluster.
The Other SQL VMs (SQLO1, SQLO02) have recovered properly in the past.

Resolve the issue and configure the environment to ensure any single host failure affects a minimal number os SQL VM.

Note: Do not power on any VMs

Antwort:

Begriindung;

See the Explanation for step by step solution

Explanation:

One possible reason why the SQL0O3 VM was not powered back on after a host failure is that the cluster was configured with the
default (best effort) VM high availability mode, which does not guarantee the availability of VMs in case of insufficient resources on
the remaining hosts. To resolve this issue, I suggest changing the VM high availability mode to guarantee (reserved segments), which
reserves some memory on each host for failover of VM froma failed host. This way, the SQL03 VM will have a higher chance of
being restarted on another host in case of a host failure.

To change the VM high availability mode to guarantee (reserved segments), you can follow these steps:

Log in to Prism Central and select the cluster where the SQL VM are running.

Click on the gear icon on the top right corner and select Cluster Settings.

Under Cluster Services, click on Virtual Machine High Availability.

Select Guarantee (Reserved Segments) fiom the drop-down menu and click Save.

To configure the environment to ensure any single host failure affects a minimal number of SQL VM, 1 suggest using anti-affinity
rules, which prevent VM that belong to the same group from running on the same host. This way, if one host fails, only one SQL
VM will be affected and the other SQL VMs will continue running on different hosts.

To create an anti-affinity rule for the SQL VM, you can follow these steps:

Log in to Prism Central and click on Entities on the left menu.

Select Virtual Machines from the drop-down menu and click on Create Group.

Enter a name for the group, such as SQL Group, and click Next.

Select the SQL VMs (SQLO1, SQL02, SQLO03) fromthe list and click Next.

Select Anti- Affinity from the drop-down menu and click Next.



Review the group details and click Finish.
I hope this helps. How else can I help?
httpsy/portal.nutanix.con/page/documents/details?targetld=AHV- Admin-Guide-v6 _5:ahv-affinity-policies-c.html
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