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Linux Foundation Certified Kubernetes Administrator (CKA) Program
Exam 38 & CKA :ABE (Q75-Q80):

HE#75

Create a ETCD backup of kubernetes cluster

Note : You don't need to memorize command, refer -
https:/kubernetes.io/docs/tasks/administer-cluster/configureupgrade-etcd/ during exam

e A ETCDCTL API=3 etcdctl --endpoints= ENDPOINT] --cacert=[CA CERT]
--cert=[ETCD SERVER CERT] --key=[ETCD SERVER KEY] snapshot save
[BACKUP FILE NAME]

In exam, cluster setup is done with kubeadm, this means ETCD
used by the kubernetes cluster is coming from static pod.
kubectl get pod -n kube-system


https://drive.google.com/open?id=16gtmPfuNFDdkut72xANqP1svwKryA5Bk
https://www.passtest.jp/Linux-Foundation/CKA-shiken.html
https://www.goshiken.com/Linux-Foundation/CKA-mondaishu.html
https://www.xhs1991.com/CKA.html

kubectl describe pod etcd-master -n kube-system
You can locate the information on
endpoint: - advertise-client-urls=https//172.17.0.15:2379
ca certificate: - trusted-cafile=/etc/kubernetes/pki/etcd/ca.crt
server certificate : - certfile=/etc/kubernetes/pki/etcd/server.crt
key: - key-file=/etc/kubernetes/pki/etcd/server.key
To Create backup
export ETCDCTL_API=3
(or)
ETCDCTL_API=3 etcdetl ETCDCTL API=3 etedctl --
endpoints=https//172.17.0.152379 --
cacert=/etc/kubernetes/pki/etcd/ca.crt --
cert=/etc/kubernetes/pki/etcd/server.crt --
key=/etc/kubernetes/pki/etcd/server.key snapshot save etcdsnapshot.db
//Verify
ETCDCTL_API=3 etcdctl --write-out=table snapshot status
snapshot.db

¢ B. ETCDCTL API=3 etcdctl --endpoints=| ENDPOINT] --cacert=[CA CERT]
--cert=[ETCD SERVER CERT] --key=[ETCD SERVER KEY] snapshot save
[BACKUP FILE NAME]
In exam, cluster setup is done with kubeadm , this means ETCD
used by the kubernetes cluster is coming from static pod.
kubectl get pod -n kube-system
kubectl describe pod etcd-master -n kube-system
You can locate the information on
endpoint: - advertise-client-urls=https/172.16.0.18:2379
ca certificate: - trusted-cafile=/etc/kubernetes/pki/etcd/ca.crt
server certificate : - certfile=/etc/kubernetes/pki/etcd/server.crt
key: - key-file=/etc/kubernetes/pki/etcd/server.key
To Create backup
export ETCDCTL_API=3
(or)
ETCDCTL_API=3 etcdctl ETCDCTL_API=3 etcdctl --
endpoints=https//172.17.0.152379 --
key=/etc/kubernetes/pki/etcd/server.key snapshot save etcdsnapshot.db
//Verify
ETCDCTL _API=3 etcdctl --write-out=table snapshot status
snapshot.db

EfE: A

E R #76
Create a Cronjob with busybox image that prints date and hello from kubernetes cluster message for every minute

¢ A. CronJob Syntax:
* --> Minute
* --> Hours
* --> Day of The Month
* --> Month
* --> Day of the Week
*/1 * * * * __> Execute a command every one minutes.
vim date-job.yaml
apiVersion: batch/vlbetal
kind: CronJob
metadata:
namme: date-job
spec:
schedule: "™/1 * * * *"
jobTemplate:
spec:



template:
- /bi/sh
--C
- date; echo Hello from the Kubernetes cluster
restartPolicy: OnFailure
kubectl apply -f date-job.yaml
//Verity
kubectl get cj date-job -0 yaml
e B. CronJob Syntax:
* --> Minute

--> Day of The Month

--> Month

--> Day of the Week

*/1 % * % * __> Execute a command every one minutes.
vim date-job.yaml

apiVersion: batch/vlbetal

kind: CronJob

metadata:

name: date-job

spec:

schedule: "™¥/1 * * * *"
jobTemplate:

spec:

template:

spec:

containers:

- name: hello

image: busybox

args:

- /bi/sh

--C

- date; echo Hello from the Kubernetes cluster
restartPolicy: OnFailure
kubectl apply -f date-job.yaml
//Verity

kubectl get cj date-job -0 yaml

IEf: B

*
*
*
*

B #77

You have a multi-cluster Kubernetes environment, and you need to implement cross-cluster communication between two clusters
named 'cluster 1 and 'cluster?. Youneed to use CoreDNS to resolve service names across clusters. For exanple, a pod in cluster 1'
should be able to access a service named "my- service' running in 'cluster2'.

Ef#:

R«

See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Install CoreDNS in Both Clusters:

- Follow the steps in the previous solution to install and configure CoreDNS in both 'cluster 1 ' and 'cluster?.

2. Configure Cross-Cluster DNS in CoreDNS:

- In'cluster 1 ', modify the CoreDNS configuration file to forward requests for services in 'cluster? to the CoreDNS service in
"cluster?.



53
errors
health
ready
kubernetes cluster.local in-addr.arpa ip6.arpa {
pods insecure
fallthrough

: LALINYX
# Forward requests for cluster2 service OLi SMH*E By 1

forward . cluster?.local /etc/resolv.conf
cache 3@
reload 10@s
}
- Repeat the same configuration for 'cluster2' , forwarding requests for services in 'cluster 1 ' to the CoreDNS service in 'clusterl'. 3.
Configure Services with External Names: - In 'cluster? , configure the 'my-service' service to have an 'externalName' field set to 'ny-
service.clusterl .locar. This will tell CoreDNS to forward requests for 'my-service' to the CoreDNS service in 'cluster 1'.

apiVersion: vl
kind: Service
metadata:
name: my-service
spec:
type: ExternalName
externalName: my-service sterl.local

LINUX

4. Test Cross-Cluster Commumication: - Deploy a pod in'cluster 1 ' that tries to access '}fy—éervice' in 'cluster?. - Verify that the
pod can successfully communicate with the service in 'cluster? using its service name.

B #78

Score: 7%

Set configuration context:

TJLINUX
[ studentiingdesN® % kube
ctl con¥ig use-context m

k8g

Task

Given an existing Kubernetes cluster running version 1.20.0, upgrade all of the Kubernetes control plane and node components on
the master node only to version 1.20.1.

Be sure to drain the master node before upgrading it and uncordon it after the upgrade.



You can ssh to the master
node using:

ssh

mk8s-master-e

You can assume glevated
privilegesion'theé master node

with thefollowing command:

sudo -i

TJLINUX
You are also expected to upgrade kubelet and kubectl on the master node.
Do not upgrade the worker

nodes, etcd. the container

manager, the CNI plugin, the

PNS Zerice of any other

] LI

Ef#:

il

SOLUTION:

[student@node- 1] > ssh ek8s

kubectl cordon k8s-master

kubectl drain k8s-master --delete-local-data --ignore-daemonsets --force apt-get install kubeadm=1.20.1-00 kubelet=1.20.1-00
kubectl=1.20.1-00 --disableexcludes=kubernetes kubeadm upgrade apply 1.20.1 --etcd-upgrade=false systemctl daemon-reload
systemctl restart kubelet kubectl uncordon k8s-master

HE#79

You nust connect to the correct host.

Failure to do so may result in a zero score.

[candidate@base] $ ssh Cka000054

Context:

Your cluster 's CNI has failed a security audit. It has been removed. You must install a new CNI that can enforce network policies.
Task

Install and set up a Container Network Interface (CNI ) that meets these requirements:

Pick and install one of these CNI options:

Flannel version 0.26.1

Manifest:

https/github.convflannel-io/flannel/releases/download/v0.26. 1/kube- flannel. yml

Calico version 3.28.2

Manifest:

httpsy/raw.githubusercontent.comvproject calico/calico/v3.28.2/manifests/tigera-operator.yaml

Ef#:

R -

Task Summary

* SSH into cka000054

* Install a CNI plugn that supports NetworkPolicies



* Two CNI options provided:

* Flannel v0.26.1 (# does NOT support NetworkPolicies)

* Calico v3.28.2 # (does support NetworkPolicies)

# Decision Point: Which CNI to choose?

# Choose Calico, because only Calico supports enforcing NetworkPolicies natively. Flannel does not.
# Step-by-Step Solution

1## SSH into the correct node

ssh cka000054

## Required. Skipping this results in zero score.

2## Install Calico CNI (v3.28.2)

Use the official manifest provided:

kubectl apply -f httpsz/raw.githubusercontent.com/projectcalico/calico/v3.28.2/manifests/tigera-operator. yaml This installs the
Calico Operator, which then deploys the full Calico CNI stack.

3## Watit for Calico components to come up

Check the pods in tigera-operator and calico-system namespaces:

kubectl get pods -n tigera-operator

kubectl get pods -n calico-system

# You should see pods like:

* calico-kube-controllers

* calico-node

* calico-typha

* tigera-operator

Wait for all to be in Running state.

# (Optional) 4## Confirm CNI is enforcing NetworkPolicies

You can check:

kubectl get crds | grep networkpolicy

You should see:

* networkpolicies.crd.projectcalico.org

* This confirns Calico's CRDs are installed for policy enforcement.

Final Command Summary

ssh cka000054

kubectl apply -fhttps:/raw.githubusercontent.com/projectcalico/calico/v3.28.2/manifests/tigera-operator.yaml kubectl get pods -n
tigera-operator kubectl get pods -n calico-system kubectl get crds | grep networkpolicy

B #80
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