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B #47
Which Al models can be evaluated using the Al Security Assessment?

A. Hodgkin-Huxley
B. Predictive

C. Rule-Based

D. Back Propagation
E. Generative

iEf#: B. C. E

A -
TheAl Security Assessmentmodule evaluates the security, governance, and risk management ofartificial intelligence models.
HITRUST specifies coverage for widely used model types, including:
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* Predictive models, which forecast outcomes based on historical data (e.g., fraud detection, patient risk scoring).

* Generative models, which create new data outputs (e.g, Al image or text generators).

* Rule-based models, which use defined logic for decision-making.

The goal of the Al assessment is to ensure that these Al models are developed, implemented, and monitored securely, with
appropriate safeguards around data integrity, bias management, and model explainability.

Options likeHodgkin-Huxley(a neuroscience model) andBack Propagation(a training algorithm) are not types of Al models scoped
by the Al assessment. Instead, the Al factor focuses on applied model categories used in operational environments.
References:HITRUST Al Security Assessment Guide - "Applicable Al Models"; CCSFP Practitioner Training - "Al Risk and
Model Categories."

HM #48
Sampling is generally not required when testing a manual control. [0055]

o A True
e B. False

EfE: A

A -

Manual controls (e.g., managerial reviews, manual approvals) are typically tested through inquiry, observation, or inspection of a
small number of nstances.

Sampling is generally not required, since the control effectiveness is assessed by reviewing evidence of execution rather than broad
data sets.

Sampling applies more often to automated or systemrbased controls.

Extract Reference (HITRUST Assessment Testing Guidance [0055]):

Sampling is not generally required for manual controls; validation can be achieved through limited inspection.

B #49
What type of scoping boundary includes the relevant IT platforms and supporting infrastructure used by one or more business units?
[0155]

A. Shared IT services
B. Follow-the-data
C. Enterprise

D. Enclave-focused

EfE: A

fiR .-

HITRUST scoping boundaries help organizations define how their environments are assessed. The Shared IT services boundary is
used when scoping common technology services and supporting infrastructure (e.g,, hosting platforms, networks, identity services)
that serve one or more business units. This contrasts with Follow-the-data (traces data flows across processes/units), Enclave-
focused (a discrete segmented environment), and Enterprise (the entire organization).

"Shared IT services boundaries encompass the common IT platforms and supporting infrastructure leveraged by one or more
business units." [CCSFP Study Guide - Scoping Boundaries, 0155]

HH #50
Which version of the CSF supports a traversable requirement statement portfolio?

A v9.6.1
B.0
C.v9.2
D. w4

IEf#: B



R #51
MyCSF analytics can be used to visualize data within an assessment object as well as across all assessment objects within an
organization.

o A True
e B. False

Ef#: A

fiR e«

MyCSF Analyticsis a feature that allows organizations to create dashboards, charts, and reports from their assessment data.
Analytics can be appliedwithin a single assessment objectto track scoring, evidence linkage, CAPs, and requirement coverage.
Additionally, analytics can be appliedacross multiple assessments (e.g., el, il, and 12 objects) within the same subscriber
organization. This cross-assessment capability is especially valuable for large enterprises performing mutltiple assessments for
different business units or regulatory drivers. It enables comparisons, benchmarking, and enterprise-wide risk visibility. The analytics
feature enhances MyCSF's role as not only an assessment tool but also acontinuous risk management platform, giving organizations
insight into trends and performance over time.

References:MyCSF User Guide - "Analytics and Reporting Functions"; CCSFP Practitioner Guide - "Using MyCSF Analytics
Across Assessments."
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