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HashiCorp Certified: Vault Associate (002) Sample Questions (Q101-Q106):

NEW QUESTION # 101

The 'alpha’ secrets are stored in the team-based paths using this convention:

secret/<team name>/alpha. For example, secret/team01/alphaand

/secrets/team02/alpha.

‘Which Vault policy would not allow reading paths with the word "beta" in them, such as secrets/team01/beta?

path “secrets/®HgshiCorp
capabilities = [ “read” ]

}

o A

path(¥ATpRE ¢
capabilities = [ “read” ]

}

e (. None of the above
e D

.path “secrets/+/alpha” {
HHcapabilities = [ “read” ]
}

Answer: D

NEW QUESTION # 102
Where on the page would you click to display the list of available Vault-created encryption keys?
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e A transit/
transit_c8663e33
e B. secret/
v2 kv_ad199¢3d
key/value secret storage
e C. Cubbyhole/
Cubbyhole 6ea9891
per-token private secret storage

Answer: A

NEW QUESTION # 103
The key/value v2secrets engine is enabled at secret/. See the following policy:

path “secret/data/*" {

capabilities = ["create”, "read”, "update”, "delete", "list"]

path “secret/datajstberisecret” {

capabilities = ["deny"]

HashiCorp

Which of the following operations are permitted by this policy? (Choose two.)

A. vault kv put secret/webapp1 apikey-"ABCDEFGHIDK 123 W"
B. vault kv delete secret/super-secret

C. vault kv list secret/super-secret

D. vault kv get secret/webapp

E. vault kv metadata get secret/webappl

Answer: A,D

NEW QUESTION # 104
An organization would like to use a scheduler to track & revoke access granted to a job (by Vault) at completion.
What auth-associated Vault object should be tracked to enable this behavior?

e A LeaseID



e B. Token accessor
o C. TokenID
e D. Authentication method

Answer: B

NEW QUESTION # 105
‘Which path will this policy allow?
path "kv/+/team *" {

capabilities = [ "read" ]

}

A. kv/us-west/ca/team edu
B. kv/team edu

C. kv/us-west/team edu
D. kv/us-west/team

Answer: C

NEW QUESTION # 106
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