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Topic 1
AI GOVERNANCE AND RISK: It encompasses understanding different AI models and their life cycles,
guiding AI strategy, defining roles and policies, managing AI-related risks, overseeing data privacy and
governance, and ensuring adherence to ethical practices, standards, and regulations.

Topic 2

AI Operations: It covers managing AI-specific data needs—including collection, quality, security, and
classification—applying development lifecycle methodologies with privacy and security by design, change
and incident management, testing AI solutions, identifying AI-related threats and vulnerabilities, and
supervising AI deployments.

Topic 3

Auditing Tools and Techniques: This section of the exam measures the skills of AI auditors and centers on
auditing AI systems using appropriate tools and methods. It includes audit planning and design, sampling
methodologies specific to AI, collecting audit evidence, using data analytics for quality assurance, and
producing AI audit outputs and reports, including follow-up and quality control measures.

ISACA Advanced in AI Audit Sample Questions (Q65-Q70):
NEW QUESTION # 65 
Which of the following key performance indicators (KPIs) are MOST important when evaluating whether an AI model meets
business objectives?

A. Cost of resources required for AI model training
B. Number of users interacting with the AI model
C. AI model accuracy in predicting actual outcomes
D. Frequency of AI model retraining

Answer: C

Explanation:
The primary goal of any AI system is to provide predictions or classifications that support business decisions.
The AAIA™ Study Guide highlights that model accuracy-especially when validated against actual outcomes-is the most reliable
indicator of whether the AI supports organizational goals effectively.
"Accuracy, precision, and recall are foundational metrics that indicate whether a model is performing in line with its intended
objectives. High user engagement or retraining frequency does not confirm effective decision support unless the outputs are correct."
Cost and user numbers offer useful operational insights but do not reflect the alignment of AI performance with strategic goals. Thus,
D is the most meaningful KPI in this context.
Reference: ISACA Advanced in AI Audit™ (AAIA™) Study Guide, Section: "AI Operations and Performance," Subsection: "AI
Metrics and Business Alignment"

NEW QUESTION # 66 
When utilizing a machine learning (ML) model to predict whether a wind turbine electricity generator will fail, which model evaluation
metric should be the PRIMARY focus?

A. Precision
B. Specificity
C. Accuracy
D. Recall

Answer: D

NEW QUESTION # 67 
A healthcare organization uses data clustering to group patients by medical history for personalized treatment recommendations.
Which of the following is the GREATEST privacy risk associated with this practice?

A. Clustering increases the complexity of the model, making data harder to anonymize.
B. Clusters can reveal sensitive personal information depending on how the information is presented.
C. The clustering requires more data, increasing the risk of a privacy breach.



D. Irrelevant features in the data may result in inaccurate or biased treatments.

Answer: B

Explanation:
Clustering, especially in sensitive domains like healthcare, can inadvertently expose confidential patient data if the resulting groups are
too specific or reveal underlying health conditions. The AAIA™ Study Guide warns that clustering can increase privacy risks when
small, homogenous groups are formed that effectively re-identify individuals or reveal sensitive traits.
"Clustering results must be carefully reviewed to prevent indirect re-identification or unintended exposure of sensitive traits. Ethical
handling of aggregated patient data is essential to protect individual privacy." While A and B involve general concerns, and C focuses
on performance, D directly addresses the most significant privacy threat: exposure through cluster outputs.
Reference: ISACA Advanced in AI Audit™ (AAIA™) Study Guide, Section: "Ethical and Legal Considerations in AI," Subsection:
"Data Anonymization and Re-identification Risks"

NEW QUESTION # 68 
Which of the following controls helps mitigate the risk of competitors poisoning data utilized by a machine learning (ML) model
performing sentiment analysis of product reviews?

A. Requiring customers to authenticate access to their accounts prior to writing product reviews
B. Hiring a marketing firm to text links to customers requesting product reviews for monetary compensation
C. Peer reviewing code that acquires product reviews from social media posts
D. Augmenting the unbalanced product review data set with the use of oversampling by the model developer

Answer: A

NEW QUESTION # 69 
An IS auditor uses an internally developed generative AI tool to prepare a status update for audit stakeholders. Which of the
following is the auditor's MOST appropriate course of action?

A. Regenerate the results to ensure similar outputs are provided.
B. Assess whether the information provided is complete and accurate.
C. Share and review the results with management.
D. Compare results with a publicly available generative AI tool to ensure outputs are similar.

Answer: B

NEW QUESTION # 70
......
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