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CrowdStrike Certified Identity Specialist(CCIS) Exam Sample Questions
(Q45-Q50):
NEW QUESTION # 45 
Which of the following Falcon rolesCANNOTenable and disable policy rules?

A. Identity Protection Administrator
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B. Identity Protection Policy Manager
C. Identity Protection Domain Administrator
D. Falcon Administrator

Answer: C

Explanation:
Falcon Identity Protection enforcesrole-based access control (RBAC)to ensure that only authorized users can create, modify, or
manage policy rules. Policy rules directly impact identity enforcement actions, making proper role separation critical.
According to the CCIS documentation, the ability toenable and disable policy rulesis granted to theIdentity Protection Policy
Managerand theFalcon Administratorroles. These roles are explicitly designed to manage enforcement logic, triggers, and automated
identity controls.
TheIdentity Protection Domain Administratorrole, however, is limited todomain-level visibility and management, such as reviewing
domain configurations, monitoring risks, and assessing posture. This role doesnothave permissions to modify or control policy
enforcement behavior.
This separation prevents accidental or unauthorized changes to identity enforcement rules. Therefore,Option Ais the correct and
verified answer.

NEW QUESTION # 46 
Which of the following users would most likely have aHIGHrisk score?

A. Privileged user with a Compromised Password
B. User that has not logged in recently and is marked as Stale
C. User that recently logged in from a shared endpoint
D. User that is a member of the Domain Admins group

Answer: A

Explanation:
Falcon Identity Protection calculates user risk scores based on a combination ofprivilege level,credential exposure, andbehavioral
indicators. According to the CCIS curriculum, aprivileged user with a compromised passwordrepresents one of the highest-risk
identity scenarios.
Privileged accounts-such as administrators or service accounts with elevated access-already pose increased risk due to their access
scope. When Falcon detects that such an account's credentials have been compromised, the risk escalates significantly because
attackers can immediately gain high-impact access without further escalation.
The other options do not inherently represent the same level of risk:
* Logging in from a shared endpoint may increase risk but is context-dependent.
* Stale users are risky but typically lower risk than active compromised credentials.
* Domain Admin group membership alone does not imply compromise.
Becausecredential compromise combined with privilegedramatically increases attack potential,Option Bis the correct and verified
answer.

NEW QUESTION # 47 
How does Identity Protection extend the capabilities of existing multi-factor authentication (MFA)?

A. Implementation of a second-layer security control using policy rules as it detects risky or abnormal behaviors
B. Identity Protection is not going to detect risky user behavior
C. Identity Protection does not support on-premises MFA connectors
D. Identity Protection will replace third-party MFA and trigger as it detects risky or abnormal behaviors

Answer: A

Explanation:
Falcon Identity Protection is designed toextend-not replace-existing MFA solutions. According to the CCIS curriculum, Identity
Protection enhances MFA by adding arisk-driven, policy-based enforcement layerthat dynamically triggers MFA challenges when
risky or abnormal identity behavior is detected.
Rather than applying MFA uniformly, Falcon evaluates authentication context such as behavioral deviation, privilege usage, and
anomaly detection. When risk thresholds are exceeded, Policy Rules can enforce MFA through integrated connectors, providing
adaptive, Zero Trust-aligned authentication.



The incorrect options misunderstand Falcon's role. Identity Protection does detect risky behavior, does not replace MFA providers,
and fully supports both cloud and on-premises MFA connectors.
Because Falcon adds intelligence-driven enforcement on top of MFA,Option Ais the correct and verified answer.

NEW QUESTION # 48 
How does the Falcon sensor for Windows contribute to the enforcement in Falcon Identity Protection?

A. Enforces strict password complexity rules for user accounts
B. Manages user access and permissions on domain controllers
C. Encrypts network traffic to ensure secure communication
D. Collects and validates domain authentication events

Answer: D

Explanation:
The Falcon sensor for Windows plays a critical role in Falcon Identity Protection bycollecting and validating domain authentication
eventsdirectly from domain controllers. According to the CCIS curriculum, the sensor inspects authentication protocols such as
Kerberos, NTLM, and LDAP throughAuthentication Traffic Inspection (ATI).
This telemetry enables Falcon Identity Protection to analyze authentication behavior, build identity baselines, detect anomalies, and
generate identity-based detections. The sensor does not enforce password policies, manage permissions, or encrypt network traffic-
those functions belong to Active Directory and network infrastructure components.
By providinghigh-fidelity authentication telemetrywithout relying on log ingestion, the Falcon sensor enables real-time identity threat
detection and Zero Trust enforcement. Therefore,Option Dis the correct and verified answer.

NEW QUESTION # 49 
Describe the difference between a Human account and a Programmatic account.

A. A human account is often used interactively
B. A human account is an Administrator
C. A programmatic account is never authorized for multi-factor authentication
D. A programmatic account is only used interactively

Answer: A

NEW QUESTION # 50
......
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