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Priifungsfragen mit Losungen (Q33-Q38):

33. Frage
‘Which protocols are used by an email client to retrieve emails?
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A. IMAP4
B. SNMP
C. SMTP
D. POP3

Antwort: AD

Begriindung;

Email clients use POP3 (Post Office Protocol) and IMAP4 (Internet Message Access Protocol) to retrieve emails froma server.
POP3 downloads emails and typically removes them from the server, while IMAP4 allows synchronized access. SMTP is used for
sending emails, and SNMP is for network monitoring, not email retrieval. Exact extract: "Email clients use POP3 or IMAP to
retrieve email messages from a mail server... IMAP allows users to access and manage email directly on the server, while POP3
typically downloads messages to the client.”

34. Frage
Link aggregation allows network devices to

A. Restrict the bandwidth

B. Increase bandwidth by binding physical interfaces into a single channel
C. None of'the above

D. Increase bandwidth of an interface

Antwort: B

Begrindung;

Link aggregation, also known as IEEE 802.3ad or 802.1ax, enables the binding of multiple physical interfaces to forma single logical
mterface, which increases the overall bandwidth and provides redundancy. This is achieved by combining the bandwidth of the
individual links into one aggregated link. For example, if two

1Gbps interfaces are aggregated, the logical link can provide up to 2Gbps bandwidth. This configuration is commonly used in
FortiGate devices to enhance network performance without replacing hardware. The option B correctly describes this by stating
"Increase bandwidth by binding physical interfaces mto a single channel," which aligns with the official description. Incorrect options
include A, which is vague and does not specify the method of binding multiple interfaces; C, which is the opposite of the purpose;
and D, which is invalid.

Exact extract: Link aggregation (IEEE 802.3ad/802.1ax) enables you to bind two or more physical interfaces together to forman
aggregated (combined) link. This new link ... Link aggregation combines multiple physical interfaces into a single logical interface,
increasing bandwidth and link redundancy. Traffic is distributed evenly.

35. Frage
In Active FTP who sends the PORT command?

A. There is no PORT command in Active FTP
B. Both

C. The FTP Client

D. The FTP Server

Antwort: C

Begriindung;

In Active FTP, the client sends the PORT command to the server, specifying an ephemeral port for the server to initiate the data
connection back to the client. This distinguishes Active FTP from Passive FTP, where the server provides the port. The server does
not send PORT, and the command is a key part of Active FTP. Exact extract: "In Active FTP, the client sends a PORT command
to the server, specifying the I[P address and port number for the data connection... The server then initiates the data connection to the
client's specified port."

36. Frage
‘Which command would you use to verify the status of an IPsec VPN tunnel on a FortiGate?

e A show crypto ipsec sa



¢ B. diagnose ipsec status
e (. diagnose vpn tunnel list
e D. get vpn ipsec status

Antwort: C

Begriindung;

The 'diagnose vpn tunnel list' command on FortiGate displays detailed status information about [Psec VPN tunnels, including phase 1
and phase 2 states, uptime, and traffic statistics. Options B, C, and D are not valid FortiGate commands for this purpose. Exact
extract: "Use diagnose vpn tunnel list to view the status of IPsec VPN tunnels, including phase 1 and phase 2 details, such as SA
status, uptime, and traffic counters."

37. Frage
Which term refers to the OSPF router that connects area 0 to a nonbackbone area?

A. area boundary router

B. backbone router

C. autonomous system boundary router
D. area border router

Antwort: D

Begrindung;

The standard term in OSPF for a router connecting the backbone area (Area 0) to a non-backbone area is "area border router"
(ABR). It maintains separate LSDBs for each area and performs summarization. "Area boundary router” is similar but not the
standard term; ASBR connects to external AS; backbone router is in Area 0. Exact extract: Go to Network > OSPF. Set Router
IDto 10.11.101.1. In the Areas table, click Create New and set the following: Area ID. 0.0. Click OK. In the Networks ... A
router connected to more than one area is an area border router (ABR). An autonomous system boundary router (ASBR) is located
between an OSPF autonomous ... This article describes the basic steps to configure FortiGates in an OSPF scenario where the
FortiGates will be ABR and ASBR OSPF routers across 3 areas. OSPF areas are groupings of OSPF routers or logical parts of a
network. An area's routing information can be sent as a summary to other areas. This article describes that routes learned from the
other OSPF areas will be removed on the ABR router when it has multiple areas and has no backbone ...
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