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359. Frage

Your organization uses Active Directory to authenticate users. Users' Google account access must be removed when their Active
Directory account is termnated.

How should your organization meet this requirement?

A. Configure two-factor authentication in the Google domain

B. Configure single sign-on in the Google domain

C. Remove the Google account from all IAM policies

D. Configure BeyondCorp and Identity- Aware Proxy in the Google domain

Antwort: B

Begrindung;

Configure single sign-on in the Google domain

Single sign-on: Whenever a user needs to authenticate, Google Cloud delegates the authentication to Active Directory by using the
Security Assertion Markup Language (SAML) protocol. This delegation ensures that only Active Directory manages user
credentials and that any applicable policies or multi-factor authentication (MFA) mechanisns are being enforced. For a sign-on to
succeed.

Federating Google Cloud with Active Send feedback
Directory ©

This article describes how you can configure Cloud Identity or Google Workspace to use Active Directory as IdP and

authoritative source

The article compares the logical structure of Active Directory with the structure used by CloudIdentity and Google
Workspace and describes how you can map Active Directory forests, domains, users, and groups. The article also
provides a flowchart that helps you determine the best mapping‘@pproachrforyour scenario

This article assumes that you're familiar with Active Directory.

Implementing federation

Google Cloud uses Google identities for authentication and access management. Manually maintaining Google identities
for each employee can add unnecessary management overhead when all employees already have an account in Active
Directory. By federating user identities between Google Cloud and your existing identity management system, you can
automate the maintenance of Google identities and tie their lifecycle to existing users in Active Directory.

https//cloud.google.convarchitecture/identity/federating- gep-with-active-directory-introduction Reference Link-
https//cloud. google.convarchitecture/identity/single- sign-on

360. Frage

Your organization runs a distributed application in the Compute Engine virtual machines. Your organization needs redundancy, but it
also needs extremely fast communication (less than 10 milliseconds) between the parts of the application in different virtual machines.
Where should your organization locate this virtual machines?

e A Innmultiple regions, using one zone per region


https://www.zertpruefung.ch/Cloud-Digital-Leader_exam.html

¢ B. In nultiple regions, using mutltiple zones per region
¢ (. Ina single zone within a single region
e D. Indifferent zones within a single region

Antwort: D

Begriindung;

Explanation

Multi zone is also redundant within the region and it provides the lowest latency.
Reference link:-
https/cloud.google.comvsolutions/best-practices-compute-engine-region-selection

361. Frage

The government has ordered an audit of your company's data. You have hired an external company to conduct the audit. They need
to be able to review the data stored in your Cloud Storage buckets across eight projects.

How would you grant them access?

¢ A. Give them Storage Object Viewer access to the buckets in those eight projects.

¢ B. They might need access to all projects as the audit progresses; so give them the Editor role on all Storage buckets so that
you don't have to do it repeatedly later on.

e C. They might need access to all projects as the audit progresses; so give them access to all Storage buckets so that you don't
have to do it repeatedly later on.

¢ D. Give the auditors an Owner role on the eight buckets so that they have proper access.

Antwort: A

Begrindung;
Apply the Principle of Least Privilege and only provide read permissions on only the required buckets. No more, no less
https/cloud. google.convstorage/docs/access-control/iam-roles

362. Frage

Your organization is building an application running n Google Cloud. Currently, software builds, tests, and regular deployments are
done manually, but you want to reduce work for the team. Your organization wants to use Google Cloud managed solutions to
automate your build, testing, and deployment process.

Which Google Cloud product or feature should your organization use?

A. Cloud Build

B. Cloud Code

C. Cloud Scheduler

D. Cloud Deployment Manager

Antwort: A

Begriindung;

Deploy your application to App Engine using the gcloud app deploy command. This command automatically builds a container
image by using the Cloud Build service and then deploys that image to the App Engine flexible environment.

Reference: https/cloud.google.comyappengine/docs/flexible/nodejs/testing-and-deploying-your-app

363. Frage
What according to you are NOT the key capabilities of In- App Messaging?

A. Target messages accordingly to the change in the behavior pattern of the target audience.
B. Increasing conversion for user-to-user sharing

C. Creating customized and flexible alerts

D. Sending relevant messages to the target audience

Antwort: B



Begrindung;

Explanation

In-App Messaging

Engage active app users with contextual messages.

Firebase In- App Messaging helps you engage users who are actively using your app by sending them targeted and contextual
messages that nudge them to complete key in-app actions - like beating a gane level, buying an item, or subscribing to content.

364. Frage
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