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HEE #105

Universal Containers uses Salesforce as an identity provider and Concur as the Employee Expense management system. The HR
director wants to ensure Concur accounts for employees are created only after the appropriate approval in the Salesforce org.
Which three steps should the identity architect use to implement this requirement.

Choose 3 answers

A. Create an approval process for UserProvisioningReguest object associated with the provisioning flow.
B. Enable User Provisioning for the connected app.

C. Create an approval process for User object associated with the provisioning flow.

D. Create an approval process for a custom object associated with the provisioning flow.
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e E. Create a connected app for Concur in Salesforce.
HE: ABE

Y.

Salesforce connected-app user provisioning can be combined with internal approval so downstream accounts are created only after
the right business authorization is complete. The connected app must have user provisioning enabled, and the target application must
be represented as a connected app in Salesforce. To control timing, the approval process should be associated with the provisioning
request object that participates in the provisioning lifecycle rather than with the generic User object. That allows the organization to
hold or approve the provisioning action itself. This pattern is usefill when HR or compliance wants a formal checkpoint before
external accounts are created. The architecture separates identity eligibility from final outbound provisioning execution. This is why
options B, C, D work together as the correct solution.

EAE #106

A consumer products company uses Salesforce to maintain consumer information, including orders. The company implemented a
portal solution using Salesforce Experience Cloud for its consumers where the consumers can log in using their credentials. The
company is considering allowing users to login with their Facebook or LinkedIn credentials.

Once enabled, what role will Salesforce play?

A. Salesforce will be the service provider (SP).

B. Salesforce will be the identity provider (IdP).

C. Facebook and Linkedin will be the SPs.

D. Facebook and Linkedin will act as the IdPs and SPs.
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m
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EE #107

An architect has successfully configuredSAML-BASED SSO for universal containers. SSO has been working for 3 months when
Universal containers manually adds a batch of new users to salesforce. The new users receive an error from salesforce when trying
to use SSO. Existing users are still able to successfully use SSO to access salesforce. What is the probable cause of this behaviour?

A. The new users do not have the SSO permission enabled on their profiles.
B. The my domaincapability is not enabled on the new user's profile.

C. The Federation ID field on the new user records is not correctly set

D. The admmnistrator forgot to reset the new user's salesforce password.

HE. C

dE:

The Federation ID field on the new user records is not correctly set is the probable cause of this behavior. The Federation ID is an
additional field contained in the Salesforce interface that allows admins to pick whatever username or username format they want to
pass to Salesforce from their user directory for single sign-on. This field does not appear on the user pagelayout editor or on the user
record page by default, and it must be populated with a unique value that matches the identity provider's assertion for each user. If
the Federation ID is missing or incorrect, the SSO will fail. The administrator does not needto reset the new user's Salesforce
password, as SSO bypasses the password authentication. The My Domain capability is not enabled on the new user's profile, but on
the org level, so it does not affect individual users. The new users do not have the SSO permission enabled on their profiles is not a
valid option, as there is no such permission in Salesforce.

References: Certification - Identity and Access Management Architect - Trailhead, Federation ID fieldon User detail page is not
visible, What is the purpose of Salesforce SSO by federation ID?

EE #108

A technology enterprise is planning to implement single sign-on login for users. When users log in to the Salesforce User object
custom field, data should be populated for new and existing users.

Which two steps should an identity architect recommend?

Choose 2 answers

e A Implement Auth.SamlJitHandler Interface.
e B. Implement RegistrationHandler Interface.



¢ C. Create and update methods.
e D. Implement SesslonManagement Class.

HE. AC

EE #109
Which three different attributes can be used to identify the user in a SAML 65> assertion when Salesforce is acting as a Service
Provider? Choose 3 answers

A. Salesforce Username
B. User Full Name

C. Federation ID

D. User Email Address
E. Salesforce User ID

Y. B,CD
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