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HA #225
Insufficient Identity. Credential and Access Management can lead to which of the following?

A. All of the above

B. Tampering with Data
C. Spoofing Identity

D. Information Disclosure

EfE: A

R -

Sufficient Identity and Access Management practice should be followed in cloud environment.

Weakness i Identity, Credential and Access Management can lead to all types of threats as a compromised credential opens door
to complete internal infrastructure.

R #226
How does centralized logging simplify security monitoring and compliance?

A. Tt consolidates logs into a single location.

B. It encrypts all logs to prevent unauthorized access.

C. It decreases the amount of data that needs to be reviewed.
D. It automatically resolves all detected security threats.

IEf#E: A

R e«
Centralized logging aggregates logs in one location, making it easier to monitor, analyze, and comply with regulatory requirements.
Reference: [Security Guidance v5, Domain 6 - Security Monitoring]

R #227
‘Which component is primarily responsible for filtering and monitoring HTTP/S traffic to and froma web application?

A. Anti-virus Software

B. Intrusion Detection System
C. Load Balancer

D. Web Application Firewall

IEf#: D

AR

A Web Application Firewall (WAF) is primarily responsible for filtering and monitoring HTTP/S traffic to and froma web
application. It is designed to protect web applications by filtering and monitoring traffic for malicious requests, such as SQL injection,
cross-site scripting (XSS), and other common application-layer attacks. A WAF helps secure web applications by analyzing the
HTTP/S traffic and blocking any harmful requests before they reach the application.

Anti-virus Software is used to detect and remove malicious software on endpoints and devices but is not designed to filter HTTP/S
traffic specifically for web applications. Load Balancer is used to distribute network traffic across multiple servers to ensure
performance and reliability, but it does not focus on security filtering, Intrusion Detection System (IDS) monitors network traffic for
suspicious activity but operates at a different level of the network stack and is not focused solely on web application traffic.

B #228
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As we move from Software as a Service Model towards Infrastructure as a service Model. security responsibility decreases from
towards cloud consumer from that of Cloud Service Provider.

o A True
e B. False

IEf%: B

RN -

The answer is False. This is a very tricky question and it has to be read and understood well before answering,

It is always the other way around. Cloud consummer's security increases when you move from Software as a service model to
Infrastructure as a Service Model.

H #229
Which of the following Standards is normally followed to manage Enterprise Risk?

e A ISO 27001
e B.ISO 27005
e (C.ISO 27032
e D.ISO 31000

Ef#: D

AR :
ISO 31000 provides principles and guidelines to do Enterprise Risk Management.
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