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H #51
You are tasked with reviewing the installed packages in a container image to ensure compliance with security policies.
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Which of'the following best describes a secure and efficient approach to this task?

¢ A, Manually reviewing the base image layers using a text editor.

¢ B. Using a container security scanning tool to generate a software bill of materials (SBOM).
e (. Using the apt-get list command inside the container to manually check package versions.
¢ D. Creating a custom script to compare installed packages with known vulnerabilities.

Ef#: B
it

Option A: This is a manual and error-prone process that does not scale well for complex images.

It also fails to cross-reference vulnerabilities in real-tie.

Option B: An SBOM provides a detailed nventory of all installed packages and dependencies in a container image. Container
security scanning tools can automatically generate this information and cross-reference it with vulnerability databases, ensuring
efficient and accurate reviews.

Option C: While technically possible, this approach is inefficient and unnecessary when purpose- built tools exist. Writing and
maintaining such a script is time-intensive and error-prone.

Option D: This is an impractical and incomplete approach. Vulnerabilities cannot be reliably identified by manually inspecting files
without the context of vulnerability databases or automated tools.

H #52
Which of the following best describes the primary fimction of CrowdStrike's Cloud Infrastructure Entitlerment Manager

(CIEM)/Identity Analyzer?

¢ A Encrypting data stored in cloud object storage services.

¢ B. Monitoring network traffic for signs of unauthorized access.

¢ C. Providing endpoint protection for virtual machines in the cloud.

e D. Detecting excessive permissions and minimizing cloud identity risks.

iFf@E: D

fEEL:

Option A: Encryption is a data protection task handled by tools such as AWS KMS or Azure Key Vault, not CIEM.
Misinterpreting CIEM as a data encryption tool is a common misconception.

Option B: Endpoint protection is handled by solutions like CrowdStrike Falcon, not CIEM. CIEM focuses exclusively on identity
and access management.

Option C: While important for cloud security, this is primarily the role of cloud network monitoring tools or firewalls, not CIEM,
which focuses on identity and permissions.

Option D: CIEM/Identity Analyzer specializes in identifying excessive, unused, or misconfigured permissions across cloud
environments, helping organizations enforce the principle of least privilege. This is critical for reducing the risk of insider threats and
accidental exposures. Many users confuse this fnctionality with broader cloud security tools, but CIEM's focus is on identity and
access governance.

ER#53
Which data sources does CrowdStrike CIEM primarily analyze to identify privileged accounts without multi-factor authentication

(MFA)?

A. Endpoint login logs collected by CrowdStrike Falcon.

B. Cloud provider IAM policy configurations and MFA enforcement settings.
C. Email activity logs from integrated cloud email platforms.

D. Firewall access control lists (ACLs) for privileged IP ranges.

EfE: B

A -

Option A: Falcon focuses on endpoint activity and threat detection, which is unrelated to IAM configurations or MFA enforcement.
CIEM is tailored to cloud IAM analysis.

Option B: Email activity logs are unrelated to identifying privileged accounts or MFA enforcement.

CIEM focuses on cloud provider IAM policies and MFA settings to detect misconfigurations effectively.



Option C: Firewall ACLs are used to control network traffic and are not relevant to cloud IAM or MFA configurations. CIEM
operates on IAM data and cloud provider configurations, not network- level settings.

Option D: CIEM analyzes IAM policy configurations to identify accounts with privileged roles and cross-references these findings
with MFA enforcement settings to determine which accounts are not protected by MFA. This approach ensures precise detection of
misconfigured accounts that could pose security risks.

H #54
What is the most efficient way to detect rogue containers and identify drift in containerized workloads in a cloud environment?

A. Configuring Falcon CWP to monitor container lifecycle and detect drift.

B. Using Falcon Horizon to audit Kubernetes configurations.

C. Deploying manual container inspection scripts to identify runtime anomalies.
D. Utilizing Falcon Discover to perform agentless scanning for rogue containers.

EfE: A

R -

Option A: Falcon Discover provides visibility into assets and cloud workloads, but it does not offer runtime monitoring or drift
detection capabilities. It is useful for inventory purposes, not runtime protection.

Option B: Falcon Horizon focuses on misconfiguration detection and compliance for Kubernetes and other cloud platforms. While it
can identify misconfigurations that might lead to rogue containers, it does not monitor runtime behaviors or detect drift.

Option C: Falcon Cloud Workload Protection (CWP) is specifically designed to monitor containerized workloads in real time,
detect rogue containers, and identify drift from expected configurations. Drift detection ensures that workloads adhere to defined
security baselines, while runtime protection addresses rogue or unauthorized containers. This approach is automated and efficient.
Option D: Manual inspection scripts are labor-intensive and not scalable for dynamic containerized environments. They lack the
automation and real-time capabilities provided by Falcon CWP.

B #55
‘Which method allows you to identify running processes in a cloud environment without deploying a Falcon sensor?

A. Deploying Falcon OverWatch to monitor the environment in real time.
B. Using the Falcon Discover module to perform an agentless scan.

C. Utllizing CrowdStrike's Falcon Horizon to assess cloud workloads.
D. Leveraging Falcon Insight's endpoint detection capabilities.

IEf#: B

fiR .-

Option A: Falcon Insight requires the installation of the Falcon sensor on endpoints to provide EDR capabilities. It cannot operate in
agentless mode for runtime process discovery.

Option B: The Falcon Discover module enables organizations to perform agentless visibility of cloud workloads. It allows security
teams to find what is running in the environment without deploying a Falcon sensor, making it particularly useful for runtime
protection and initial assessments. This approach reduces the overhead of agent installation and provides instant visibility into
unmanaged resources.

Option C: Falcon Horizon focuses on cloud posture management by identifying misconfigurations and compliance risks, not runtime
visibility into processes or workloads. It does not offer runtime insights into active processes without a sensor.

Option D: Falcon OverWatch is a proactive threat hunting service that leverages Falcon Insight and related modules. It requires the
deployment of sensors to function, making it unsuitable for environments without sensors.
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