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WGU Information-Technology-Management Exam Syllabus Topics:

Section Weight Objectives

IT Governance, Strategy & Ethics 15%
- IT service management and ITIL basics
- Compliance, policies, and ethics
- IT alignment with business goals

IT Security & Risk Management 15%
- Risk assessment and mitigation
- Threats, vulnerabilities, and controls
- Security principles: confidentiality, integrity, availability

IT Fundamentals & Concepts 20%
- Role of IT in business
- Information systems types and components
- Data, information, and knowledge management

Networking & Infrastructure 15%
- IT infrastructure management
- Network types, protocols, and architecture
- Cloud computing and virtualization

Data Management & Databases 15%
- SQL and data querying
- Database models and design
- Data integrity, security, and governance
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WGU Information Technology Management QGC1 Sample Questions (Q66-
Q71):
NEW QUESTION # 66 
What is a method for confirming users' identities?

A. Information secrecy
B. Authentication
C. Authorization
D. Public key encryption

Answer: B

Explanation:
Defining Authentication:
Authentication is the process of verifying a user's identity to ensure they are who they claim to be.
This is commonly achieved through knowledge factors (passwords), possession factors (tokens), or biometric factors (fingerprints).
Why Other Options Are Incorrect:
Option A (Information secrecy): Focuses on protecting data, not identity confirmation.
Option B (Public key encryption): A method of encryption, not directly tied to user identity verification.
Option D (Authorization): Deals with granting access to resources after authentication.
:
"Authentication and Identity Management" - NIST
Authentication Processes Overview - ISO 27001

NEW QUESTION # 67 
Which basic business system serves operational level analysts in an organization?

A. Transaction processing system (TPS)
B. Optimization analysis system (OAS)
C. Executive information system (EIS)
D. Decision support system (DSS)

Answer: A

NEW QUESTION # 68 
Which type of operating system is commonly used in specialized business devices like point-of-sale systems, industrial controllers, or
smart appliances?

A. A Chrome OS cloud-based system used to access web applications from a laptop
B. A mobile system designed for personal communication and entertainment
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C. A desktop system used to run office productivity software
D. A Linux-based system designed to operate on embedded hardware

Answer: D

Explanation:
Embedded operating systems are lightweight operating systems designed for specialized hardware with specific functions. These are
often Linux-based and optimized for devices such as point-of-sale (POS) systems, industrial controllers, smart appliances, and
medical devices. They provide stability, security, and resource efficiency in environments where the device is dedicated to one or a
few specialized tasks.
Option A: Refers to general-purpose desktop OS (e.g., Windows, macOS), not specialized.
Option B: Refers to Chrome OS, which is designed for laptops and cloud computing.
Option D: Refers to mobile OS (Android/iOS), focused on consumer use, not industrial or specialized embedded devices.
Thus, the correct answer is a Linux-based embedded operating system.
Reference:
WGU Information Technology Management - Operating System Types and Applications, section on Embedded Operating Systems.

NEW QUESTION # 69 
Which open-source operating system provides a rich environment for high-end workstations and network servers?

A. Linux
B. Windows
C. MS-DOS
D. Android OS

Answer: A

Explanation:
Linux is an open-source, Unix-like operating system widely used for servers, cloud computing, and high-performance workstations.
It offers flexibility, security, and customization, making it the preferred choice for enterprise and web hosting environments.
:
Nemeth, E., Snyder, G., Hein, T. R., & Whaley, B. (2017). Unix and Linux System Administration Handbook. Pearson.

NEW QUESTION # 70 
Which type of network topology entirely shuts down if there is a break in the main cable?

A. Ring
B. Wireless
C. Bus
D. Star

Answer: C

Explanation:
In a bus topology, all devices share a single central cable (backbone). If this cable fails, the entire network becomes inoperable. This
topology is simple and cost-effective but lacks redundancy.
References:
* Tanenbaum, A. S. (2011). Computer Networks. Pearson Education.
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