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B #269

Which protocol is used for secure email

A. IMAPS
B. POP3S
C. SMTPS
D. All

1IEf#: D

M #270

A structured approach used to oversee and manage risk for an enterprise

A. Risk threshold

D. Risk appetite

H
R

: B

B #2711

B. Risk Management Framework
C. Risk Assessment

Configuration settings or parameters stored as data, managed through a software graphical user interface (GUI) is

e A Logical access control
¢ B. Physical access control
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e C. Admmistrative Access control

EfE: A

HA #272
What is the primary goal of network segmentation in cybersecurity?

A. To increase network speed

B. To isolate and protect critical assets
C. To expand network coverage

D. To centralize data storage

IEf#: B

A -

Network segmentation isolates systens and resources into separate security zones to limit lateral movement by attackers. By
segmenting networks, organizations protect critical assets and reduce the impact of breaches.

If one segment is compromised, segmentation prevents attackers from easily accessing other systens. This approach supports
defense-in-depth and zero trust architectures.

Network segmentation is implemented using VLANS, firewalls, and access controls and is a foundational security practice
recommended by NIST and CIS.

R #273
What is the focus of disaster recovery planning after a data center failure?

A. Guide emergency responders
B. Fix hardware

C. Restore IT and communications
D. Maintain business fimctions

Ef#: C

fiR .-
DRP focuses on restoring IT infrastructure, applications, and communications to operational status.

B #274
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