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ISACA Advanced in Al Audit 52 & AAIA A BXE&E (Q141-Q146):

HH #141
After Al training data has been tested for biases, which of the following is MOST important to check to validate the effectiveness of
the testing?

A. Possible impacts from Al outputs remain within the acceptable risk level
B. Sensitive information from users is securely masked before nput

C. Feedback on data validation is obtained from key stakeholders

D. Al processes will meet expected service turnaround time
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Even after identifying and mitigating bias, organizations must ensure thatAl outputs do not create unacceptable risks.
AAIA emphasizes that bias mitigation must result in:

* Fair outcormes

* Justifiable predictions

* No disproportionate harm to any demographic group

* Alignment with organizational risk tolerance

Option B reflects this requirement, ensuring that the model's real-world impact aligns with documented risk thresholds.
Option A is supportive but not validation of effectiveness.

Option C is performance-related, not fainess-related.

Option D is privacy-related, not bias-related.

Thus, confirming output impacts against risk tolerance is the most important validation step.

References:

AAIA Domain 5: Ethical Al, Fairness Validation

AAIA Domain 1: Risk Governance and Threshold Assessments

HH #142
Which of the following do supervised Al learing models PRIMARILY use to train algorithms?

A. Unlabeled data sets
B. Clustered data sets

C. Randomized data sets
D. Labeled data sets
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HM #143
An S auditor is reviewing an Al application that uses customer data to refine the organization's marketing outreach strategies. Which

of the following should be the auditor's PRIMARY focus during this review?

A. Compliance with applicable privacy regulations
B. Escalation protocols for sensitive data breaches
C. Alignment with organizational Al strategies

D. Access control design and effectiveness
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Since the Al system processes customer data-including potentially personal, sensitive, or behavioral data- the auditor'sprimaryfocus
nmust beprivacy compliance(C). AAIA identifies privacy violations as one of the highest-risk areas for organizations using Al.

The auditor must ensure:

* Data collection follows lawful basis requirements

* Custommers gave proper consent (if required)

* Processing adheres to data minimization and purpose limitation

* Storage and retention policies meet regulatory standards

* Data subjects' rights (access, correction, deletion) are protected

* Third-party or cross-border transfers are compliant

Access controls (B) matter but are secondary to ensuring the data is legally collected and processed. Al strategy alignment (A) is
governance-related, not risk-critical. Escalation protocols (D) support incident response but come after confirming lawful processing.
References:

AAIA Domain 5: Data Privacy, Lawfulness of Processing

AAIA Domain 1: Privacy and Data Governance Programs

H #144
During audit planning, an IS auditor reviews the correlation matrix. Which variable pair from an electrical generation facility has the
MOST significant correlation?

A. Rotational speed and tool wear is 0.56

B. Daily precipitation and generator efficiency is 0.09
C. Electricity demand and machine torque is 0.0

D. Temperature and generator effectiveness is -0.85

Ef#: D
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A correlation of -0.85 (option C) represents a strong negative correlation, indicating a meaningful inverse relationship. In Al model
development, high-magnitude correlations (positive or negative) strongly influence feature selection and model behavior.
AAIA enphasizes that auditors must understand correlation strength to evaluate:

* Feature relevance

* Model weight justification

* Risk of multicollinearity

* Data quality and representativeness

The other correlations are weak or negligible.

Thus, the pair with -0.85 is the most significant.

References:

AAIA Domain 1: Al Data Relationships

AAIA Domain 2: Data Understanding and Statistical Foundations

HR #145
Which of the following would pose the GREATEST risk when reviewing Al acceptable use training content?

A. The content does not cover the use of effective prompting.

B. The content does not cover the non-deterministic nature of Al.
C. The content does not cover required performance metrics.

D. The content does not cover Al model architectures.

Ef#E: B
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Thenon-deterministic nature of Alrefers to the fact that modern Al systens-especially generative Al, reinforcement learning, and
probabilistic models-do not always produce the same output even when given identical inputs. According to AAIA's ethical and
operational guidance, understanding non-determinismis essential for:

* Managing expectations of Al behavior

* Preventing overreliance on Al outputs



* Jdentifying hallucinations or inconsistent outcomes

* Ensuring human oversight remains in place

* Supporting proper audit trails and accountability

* Upholding professional skepticism toward Al-generated outputs

Iftraining doesnotexplain non-determinism, employees may mistakenly believe Al outputs are always authoritative or correct, which
can lead to unsafe reliance, ethical violations, and audit failures.

Other options (A, C, D) are helpful but not foundational. Lack of understanding of non-determinism fundamentally undermines safe
and responsible Al use.

References:

AAIA Domain 5: Ethical and Legal Considerations(Explainability, Output Variability, Responsible Use).

AAIA Domain 3: Oversight and Human-in-the-Loop Principles.
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