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Fortinet FCP - FortiAnalyzer 7.6 Analyst Sample Questions (Q44-Q49):
NEW QUESTION # 44 
Which statement about sending notifications with incident update is true?

A. Notifications can be sent only by email.
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B. If you use multiple fabric connectors, all connectors must have the same settings.
C. You can send notifications to multiple external platforms.
D. Notifications can be sent only when an incident is updated or deleted.

Answer: C

Explanation:
In FortiOS and FortiAnalyzer, incident notifications can be sent to multiple external platforms, not limited to a single method such as
email. Fortinet's security fabric and integration capabilities allow notifications to be sent through various fabric connectors and third-
party integrations. This flexibility is designed to ensure that incident updates reach relevant personnel or systems using preferred
communication channels, such as email, Syslog, SNMP, or integration with SIEM platforms.

NEW QUESTION # 45 
Which two statements about local logs on FortiAnalyzer are true? (Choose two.)

A. Event logs are available only in the root ADOM.
B. You can view playbook logs for all ADOMs in the root ADOM.
C. Event logs show system-wide information, whereas application logs are ADOM specific.
D. They are not supported in FortiView.

Answer: B,C

Explanation:
Playbook logs, which relate to automated incident response actions, can be viewed centrally in the root ADOM, allowing visibility
across all ADOMs.
Event logs on FortiAnalyzer typically provide system-wide information applicable to the entire FortiAnalyzer unit, while application
logs are specific to each ADOM, reflecting the logs related to devices and activities managed within that ADOM.
https://docs.fortinet.com/document/fortianalyzer/7.6.3/administration-guide/208717/enabling-and- disabling-the-adom-feature

NEW QUESTION # 46 
You are tasked with finding logs corresponding to a suspected attack on your network. You need to use an interface where all
identified threats within timeframe are listed and organized. You also need to be able to quickly export the information to a PDF file.
Where can you go to accomplish this task?

A. Fabric View
B. FortiView
C. Log View
D. Log Browse

Answer: B

Explanation:
FortiView is a comprehensive monitoring system on FortiAnalyzer that integrates real-time and historical data into a single view,
including threats. It provides intuitive summary dashboards listing top threats, sources, destinations, and more, all filterable by
timeframe and other criteria.
FortiView allows drill-down into detailed threat information and supports exporting data and reports, including to PDF format,
facilitating quick sharing and analysis.
https://docs.fortinet.com/document/fortigate/7.6.3/administration-guide/96300/using-the-fortiview- interface

NEW QUESTION # 47 
Which statement regarding macros on FortiAnalyzer is true?

A. Macros are supported only on the FortiGate ADOMs.
B. Macros are ADOM-specific and each ADOM type have unique macros relevant to that ADOM.
C. Macros are predefined templates for reports and cannot be customized.
D. Macros are useful in generating excel log files automatically based on the report settings.

Answer: B



Explanation:
Macros on FortiAnalyzer are predefined or custom query templates used in reports, and they are organized by ADOM
(Administrative Domain). When using ADOMs, you must be in the correct ADOM to create or manage macros, indicating that
macros are ADOM-specific and tailored to the device types or datasets relevant to that ADOM.
https://docs.fortinet.com/document/fortianalyzer/7.6.3/administration-guide/617380/creating- macros

NEW QUESTION # 48 
Which statement about SQL SELECT queries is true?

A. They can be used to display the database schema.
B. They can be used to purge log entries from the database.
C. They are not used in macros.
D. They must be followed immediately by a WHERE clause.

Answer: C

Explanation:
* Option A - Purging Log Entries:
* A SELECT query in SQL is used to retrieve data from a database and does not have the capability to delete or purge log entries.
Purging logs typically requires a DELETE or TRUNCATE command.
* Conclusion: Incorrect.
* Option B - WHERE Clause Requirement:
* In SQL, a SELECT query does not require a WHERE clause. The WHERE clause is optional and is used only when filtering
results. A SELECT query can be executed without it, meaning this statement is false.
* Conclusion: Incorrect.
* Option C - Displaying Database Schema:
* A SELECT query retrieves data from specified tables, but it is not used to display the structure or schema of the database.
Commands like DESCRIBE, SHOW TABLES, or SHOW COLUMNS are typically used to view schema information.
* Conclusion: Incorrect.
* Option D - Usage in Macros:
* FortiAnalyzer and similar systems often use macros for automated functions or specific query- based tasks. SELECT queries are
typically not included in macros because macros focus on procedural or repetitive actions, rather than simple data retrieval.
* Conclusion: Correct.
Conclusion:
* Correct Answer: D. They are not used in macros.
* This aligns with typical SQL usage and the specific functionalities of FortiAnalyzer.
References:
FortiAnalyzer 7.4.1 documentation on SQL queries, database operations, and macro usage.
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