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CompTIA Linux+ Certification Exam Sample Questions (Q74-Q79):
NEW QUESTION # 74 
Which of the following cryptographic functions ensures a hard drive is encrypted when not in use?

A. LUKS
B. PKI certificates
C. OpenSSL
D. GPG

Answer: A

Explanation:
LUKS (Linux Unified Key Setup) provides full-disk encryption, ensuring that the data on a hard drive is protected and unreadable
when the system is powered off or the drive is not in use.
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NEW QUESTION # 75 
An administrator thinks that the user Joe may be running an unauthorized process on a Linux server. Which of the following
commands should the administrator run to confirm this idea?

A. lsof -p 'Joe'
B. top -u 'Joe'
C. jobs -n 'Joe'
D. ps -ax 'Joe'

Answer: B

Explanation:
top -u Joe filters the process display to only show processes owned by user Joe, allowing the administrator to see if Joe is running
any unauthorized processes.

NEW QUESTION # 76 
Which of the following is a characteristic of Python 3?

A. It is binary compatible with Java.
B. It is closed source.
C. It is extensible through modules.
D. It is fully backwards compatible.

Answer: C

Explanation:
Python 3 is open source and supports extensibility through modules and packages, allowing developers to add functionality easily. It
is not fully backward compatible with Python 2 and has no binary compatibility with Java.

NEW QUESTION # 77 
A systems administrator manages multiple Linux servers and needs to set up a reliable and secure way to handle the complexity of
managing event records on the OS and application levels.
Which of the following should the administrator do?

A. Implement a centralized log aggregation solution.
B. Deploy log rotation procedures to manage the records.
C. Create an automated process to retrieve logs from the server by demand.
D. Configure daily automatic backups of logs to remote storage.

Answer: A

Explanation:
A centralized log aggregation solution (such as Elasticsearch, Graylog, or Splunk) provides reliable and secure management of logs
across multiple servers. It consolidates OS and application logs, simplifies analysis, and improves monitoring and security compared
to on- demand retrieval, backups, or simple log rotation.

NEW QUESTION # 78 
Which of the following passwords is the most complex?

A. H3sa1dt01d
B. H3s@1dSh3t0|d
C. HeSaidShetold
D. he$@ID$heTold

Answer: B

Explanation:
This password is the most complex because it uses uppercase and lowercase letters, numbers, and multiple special characters,



making it significantly harder to guess or brute-force compared to the others.

NEW QUESTION # 79
......
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