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EE #67
Which type of process is described below?

barrels of hot water 1is v g he hot liquor tank

the | "..'

e A Distributed
e B. Batch

e C. Continuous
e D. Discrete

HE: B

MY

The process described involves a defined quantity of ingredients being mixed and held for a fixed time before moving to the next
step. This is a hallmark of a batch process.

Batch processes are executed in discrete lots or batches, where the process is started, controlled during the batch, and stopped or
reset before the next batch.

Discrete processes (B) nvolve countable, separate units like assembled products.

Continuous processes (C) operate nonstop with steady conditions, common in chemical plants but not in batch brewing.
Distributed (D) refers to control architectures, not process type.

GICSP emphasizes the importance of understanding process types to tailor cybersecurity controls appropriate to their operational
characteristics.

Reference:

GICSP Official Study Guide, Domain: ICS Fundamentals & Operations

ISA-88 Batch Control Standard

GICSP Training on Process Types and Control Strategies

EE #68
Which of'the following is part of the Respond finction of the NIST CSF (cybersecurity framework)?

A. Limiting user access to only those network resources necessary for themto do their jobs
B. Performing forensics analysis on a system and eradicating malware

C. Discovering malicious activity on the network using multiple sensors

D. Restoring from backup a system that had been compromised

He:. B

dE:

The Respond function of the NIST Cybersecurity Framework (CSF) focuses on activities to contain, mitigate, and eradicate
mcidents once detected.

Performing forensic analysis and eradicating malware (B) falls clearly within the Respond function.

(A) Discovering malicious activity is part of the Detect finction.

(C) Restoring from backup is part of the Recover function.

(D) Limiting user access is a Preventive control under the Protect fimction.

GICSP traning maps ICS security activities to the NIST CSF to guide structured incident response.

Reference:

GICSP Official Study Guide, Domamn: ICS Security Operations & Incident Response NIST CSF Framework (Respond Function)
GICSP Training on Incident Handling and Response

EE #69
Which of the following statements best describes how a security policy should be written?

e A It should be as comprehensive as possible, and cover every possible contingency in as much detail as possible



¢ B. It should be direct, concise, and easily readable by those expected to follow it
e (. It should be written in formal, legal language similar to a business contract between two parties

HE: B

Y.

Comprehensive and Detailed Explanation From Exact Extract:

A good security policy must be clear, concise, and easily understandable by its audience (A). This ensures compliance and effective
implementation.

Writing in overly formal legal language (B) can create barriers to understanding and practical application.

Overly comprehensive policies (C) risk being ignored due to complexity.

GICSP stresses that policies must balance conmpleteness with clarity to be effective governance tools.

Reference:

GICSP Official Study Guide, Domain: ICS Security Governance & Compliance NIST SP 800-100 (Information Security
Handbook) GICSP Training on Policy Development and Communication

HEE #70
Based on the following diagram, how many Active Directory domains should be created for this network?

CERTIFI S

e A. One domain with transitive trust

¢ B. Two separate domains without a trust relationship
¢ (. One domain with separate groups within

¢ D. Two separate domains within the same tree

HE: C

HE.

The diagram shows two networks (Business Network and Control Server Network) connected by a switch, suggesting a single
organization's infrastructure with logical segmentation.

Best practices per GICSP for ICS and enterprise network integration recommend a single Active Directory domain with groups and
organizational units to separate roles and permissions. This approach simplifies management, maintains centralized authentication, and
supports role-based access control.

Creating multiple domains (B or C) infroduces unnecessary complexity and potential trust relationship issues.

A transitive trust (D) is relevant when multiple domains exist, which is not required here.

The GICSP framework supports minimizing complexity in domain design to reduce attack surfaces while maintaining proper
segmentation through groups and policies.

Reference:

GICSP Official Study Guide, Domain: ICS Security Governance & Compliance Microsoft Active Directory Best Practices
(Referenced in GICSP) GICSP Training on Identity and Access Management



BEE#T1
During a plant upgrade an architect needs to connect legacy IEDs to a new TCP/IP instrumentation LAN. The I[EDs only have RS-
232 commumnication interfaces available. What would best be used to connect the [EDs?

A. Data diode

B. Engineering workstation
C. Communications Gateway
D. Industrial switch

HE: C

MY

Legacy devices using RS-232 interfaces require a communications gateway (C) to translate between the serial communication
protocol and the new TCP/IP network.

A data diode (A) is a unidirectional security device, not a protocol translator.

An engineering workstation (B) is a computer, not a protocol conversion device.

An industrial switch (D) operates at the Ethernet layer and does not perform protocol conversion.

GICSP emphasizes gateways as essential for integrating legacy ICS devices into modern IP networks while maintaining protocol
integrity.

Reference:

GICSP Official Study Guide, Domain: ICS Fundamentals & Architecture

NIST SP 800-82 Rev 2, Section 3.4 (Legacy Protocol Integration)

GICSP Training on ICS Network Architecture and Protocols
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