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Salesforce Certified B2C Commerce Architect Arch-303 Priifungsfragen mit
Losungen (Q60-Q65):

60. Frage
A B2C Commerce Developer has just finished implementing a new promotion code form on checkout. During review, an Architect
notes that the form it not using CSRF validation correctly.

Which two options are best practice recommendations for dealing with CSRF validation? Choose 2 answers

A. Ensure the CSRF protection is validated on form submission.
B. Only use POST methods over HTTPS.

C. Only use GET methods over HTTPS.

D. Automatically renew the CSRF Token if expired.

Antwort: A,B

Begrindung;

For implementing CSRF (Cross-Site Request Forgery) protection correctly, especially in forns like promotion code submissions
during checkout, best practices include:

* Option A (Ensure the CSRF protection is validated on form submission): It is crucial to validate the CSRF token upon the formi's
submission to ensure that the request originates from a legitimate source and corresponds to the user's intended actions, enhancing
security against CSRF attacks.

* Option D (Only use POST methods over HTTPS): Using POST methods for transmitting form data helps mitigate the risk of
CSREF attacks as opposed to GET methods which can be manipulated more easily via URL. Ensuring the communication is over
HTTPS encrypts the transmission, securing the data from interception or tampering during transit.

These practices safeguard against common security vulnerabilities and ensure that the application adheres to secure coding
standards.

61. Frage
An Architect isperforming an audit of production logs via Log Center and finds some potentially dangerous custom log output.

In which two ways It this log output Improper In a production environment? Choose 2 answers

¢ A The log nformation includes the customer's card CW (card security code) and expiration date, which violates PCI.

¢ B. The log information includes the order number and custormer s email, which violates PCL.

¢ (. The log nformation includes the customer s cardname as it appears along with the credit card number (PAN), which
violates PCL

¢ D. Information logs should not be used in a production environment

Antwort: B,C

Begrindung;

In a production environment, logging sensitive customer information such as credit card details (PAN, CVV, expiration date) can
lead to severe security and compliance issues, specifically violating PCI DSS (Payment Card Industry Data Security Standard)
requirements. The standards strictly prohibit the storage of CVV codes and mandate that any PAN displayed must be masked.
Storing such data in logs is not only a risk for data breaches but also non-compliance with these standards can lead to penalties.
* Option A: Including the customer's card name along with the full credit card number in logs is a clear violation of PCI DSS
requirements, which stipulate that no more than the last four digits of the card number may be displayed.

* Option B: Logging the card security code (CVV) and expiration date is explicitly prohibited by PCI DSS, which requires that
sensitive authentication data, including CVV, must never be stored post- authentication, even if it is encrypted.

62. Frage

The storefront integrates with a REST based Address verification service (AVS) that uses token based security. The sequence of
calls in the API documentation for this AVS looks like the following

1. Client authentication call, which contains the merchantld and secret in a GET request and returns a token in the response.

2. Address verification call, which contains the token and the address to verify ina POST request.

Once the token is obtained, it is valid for hours and it is not needed to request a new one for subsequent address verification calls,
the AVS charges for every request made no matter if it is client authentication call or address verificationcall.

Which three strategies could be applied to allow for efficient use of the service without compromising security? Choose 3 answers



A. Obtain the token froma custom cache before making the client authentication call.

B. Obtain the token from local storage of the browser and update it once It expires.

C. Apply page caching to the client authentication controller that is used with AJAX.

D. Use a job to store and update the token in a customobject that is used from the storefront code
E. Use HTTPService caching for the client authentication call

Antwort: A,D.E

Begrindung;

To efficiently use the REST-based Address Verification Service (AVS) while maintaining security, it is crucial to manage token
usage and refresh effectively. Using a custom cache to store the token (Answer C) prevents unnecessary authentication calls by
reusing the valid token, thus reducing the number of chargeable requests. Implementing HTTPService caching for the client
authentication call (Answer D) optimizes the performance by caching the response, thereby avoiding repetitive and unnecessary calls.
Lastly, employing a scheduled job to regularly update and store the token in a custom object (Answer E) ensures that the token is
always up-to-date and available for use without repeated authentication, thus optimizing the cost and efficiency of using the AVS.

63. Frage

A B2C Commerce developer has recently completed a tax service link cartridge integration into a new SHU site. During review, the
Architect notices the basket calculation hook is being run multiple times during a single tax call.

What is the reason for the duplicate calculations being run?

A. Thecheckout is designed to recursively refer to the same hook.

B. There are multiple hook.js Wes referring to the same hook.

C. The tax cat is being called multiple times.

D. The LINK cartridge Is Included multiple times in the cartridge path.

Antwort: B

Begrindung;

Ifmultiple hook.js files are referring to the same basket calculation hook within a LINK cartridge ntegration, it could lead to the
hook being executed muiltiple times during a single tax call. This often occurs due to redundancy in the integration, where multiple
scripts are set to trigger the same function, nadvertently causing duplicate calculations. It's essential to ensure that only one script is
responsible for invoking specific hooks to prevent this kind of redundancy and inefficiency in the system.

64. Frage

A developer is remotely fetching the reviews for a product.

Assune that it's an HTTP GET request and caching needs to be implemented, what consideration should the developer keep in mind
for building the caching strategy?

A. Cached remote include with cache of the HTTP service
B. Cache the HTTP service request

C. Use custom cache

D. Remote include with caching only the reviews

Antwort: A

Begriindung;

For efficient caching of HTTP GET requests used to fetch product reviews, the best practice is to use a cached remote include
combined with caching of the HTTP service itself (Answer D). This method involves caching the output of the remote service call at
the service layer and reusing it for subsequent requests. This approach minimizes the number of calls to the remote service, reduces
load times, and ensures that the displayed reviews are up-to-date as per the cache's freshness settings. It optimally balances the
performance benefits of caching with the need to keep content like reviews current.
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