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CheckPoint Check Point Certified Security Expert R81 Sample Questions
(Q572-Q577):

NEW QUESTION # 572
How can you grant GAIAAPI Permissions for a newly created user?

A. Assign the user a permission profile in SmartConsole

B. Assign the user the admin RBAC role in dish

C. No need to grant access since every user has access by defauilt.

D. In bash, use the following command: "gaia_api access --user Tom -enable true"

Answer: A

Explanation:

To grant GAIAAPI permissions for a newly created user, you need to assign the user a permission profile in SmartConsole. A
pernission profile defines the access level and scope of actions that a user can perform using the GAIAAPI. You can choose from
predefined permission profiles or create your own custom profiles. You cannot grant GAIAAPI permissions using dish or bash
commands. Reference: [Check Point Security Expert R81 API Reference Guide], page 9.

NEW QUESTION # 573
Fill in the blank: The IPS policy for pre-R81 gateways is installed during the

A. Firewall policy install

B. Threat Prevention policy install
C. Anti-bot policy nstall

D. Access Control policy install

Answer: C

Explanation:

Explanation

The IPS policy for pre-R81 gateways is installed during the Anti-bot policy install. The Anti-bot policy install includes both Anti-bot
and IPS protections for pre-R81 gateways, since they share the same inspection engine.

For R81 and above gateways, the IPS policy is installed separately as part of the Threat Prevention policy install, which also
mncludes Anti-virus and Threat Emulation protections. References: R81 Threat Prevention Administration Guide, page 15.

NEW QUESTION # 574
What are the attributes that SecureXL will check after the connection is allowed by Security Policy?

A. Source MAC address, Destination MAC address, Source port, Destination port, Protocol
B. Source address, Destination address, Source port, Destination port

C. Source address, Destination address, Destination port, Protocol

D. Source address, Destination address, Source port, Destination port, Protocol

Answer: D

Explanation:

The attributes that SecureXL will check after the connection is allowed by Security Policy are Source address, Destination address,
Source port, Destination port, Protocol. These are the five tuple parameters that define a connection and are used by SecureXL to
accelerate the traffic. The other options are either missing some of the parameters or include irrelevant ones, such as MAC
addresses1. References: Check Point R81 Secure XL Administration Guide

NEW QUESTION # 575
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What is the name of the secure application for Mail/Calendar for mobile devices?

A. Secure Workspace
B. Capsule Mail

C. Capsule Workspace
D. Capsule VPN

Answer: C

Explanation:

The secure application for Mail/Calendar for mobile devices in Check Point is called "Capsule Workspace." Capsule Workspace
provides secure access to email and calendar data on mobile devices while maintaining security policies and controls.

References: Check Point Certified Security Expert R81 documentation and learning resources.

NEW QUESTION # 576
‘Which command shows the current connections distributed by CoreXL FW instances?

A. fw ctl multik stat
B. fw ctl iflist

C. fw ctl nstances -v
D. fw ctl affinity -1

Answer: A

Explanation:

CoreXL is a performance-enhancing technology that enables the processing CPU cores to concurrently perform multiple tasks on
Security Gateways with multiple CPU cores. CoreXL replicates the Firewall kernel multiple times, creating multiple Firewall
mnstances that run on different CPU cores. These Firewall instances handle traffic concurrently, and each Firewall instance is a
complete and independent Firewall inspection kernel. To show the current connections distributed by CoreXL FW instances, you
can use the command fw ctl multik stat on the Security Gateway. This command will display information such as the number of
connections, packets, bytes, drops, and errors handled by each CoreXL. FW instance, as well as the CPU utilization and affinity of
each instance. The other options are not correct because:

* B. fw ctl affinity -1: This command will show the CPU affinity of all processes and IRQs on the Security Gateway. It will not show
the current connections distributed by CoreXL FW instances.

* C. fw ctl mstances -v: This command will show the details of all CoreXL FW instances on the Security Gateway, such as their ID,
type, state, priority, and interfaces. It will not show the current connections distributed by CoreXL. FW instances.

* D. fw ctl iflist: This command will show the list of all interfaces on the Security Gateway, along with their names References: Part 3
- SecureXL,, What is CoreXL & SecureXL, SecureXL Fast Accelerator (fw fast_accel) for R80.20 and above
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