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51 RE (Q341-Q346):

R #341
All users from the internal zone must be allowed only Telnet access to a server in the DMZ zone. Complete the two empty fields in
the Security Policy rules that permits only this type of access.

Choose two.

A. Application = "any"

B. Service = "any"

C. Service - "application-default"
D. Application = "Telnet"

IEf#: C. D

HR #342
For the firewall to use Active Directory to authenticate users, which Server Profile is required in the Authentication Profile?

A. TACACS+
B. LDAP

C. RADIUS
D. SAML

IEf#: B
A -

Reference:
https’/docs.paloaltonetworks.com/pan-os/8- 1 /pan-os-admin/authentication/configure-an- authenticationprofile-and-sequence

H P #343
Based on the security policy rules shown, ssh will be allowed on which port?

A0
B. 1
C.2
D.3

IEf#: B

R #344
Which type of DNS signatures are used by the firewall to identify malicious and command-and-control domains?

¢ A. DNS Security signatures
¢ B. DNS Malicious signatures
e C. DNS Malware signatures
¢ D. DNS Block signatures

EfE: A
A -

https:/docs.paloaltonetworks.conmydns-security/administration/configure- dns-security/enable-dns-security#tabs-id0664 76b2-c4dd-
41c0-b7e4-fba32e19160

B #345
Refer to the exhibit. A web server in the DMZ is being mapped to a public address through DNAT.



Which Security policy rule will allow traffic to flow to the web server?

¢ A Untrust (any) to Untrust (10.1.1.100), web browsing - Allow
¢ B. Untrust (any) to DMZ (10.1.1.100), web browsing - Allow

¢ C. Untrust (any) to DMZ (1.1.1.100), web browsing - Allow

e D. Untrust (any) to Untrust (1.1.1.100), web browsing - Allow

Ef#: C

fiR e«
httpsz/docs.paloaltonetworks.comypan-o0s/8- 1/pan-os-admin/networking/nat/nat-configuration- examples/destination-nat-
exampleone-to-one-mapping

B #346
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