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Fortinet FCP_FMG_AD-7.6 Exam Syllabus Topics:

Topic Details

Topic 2
Policy and Objects: This section of the exam measures the skills of System Administrators and evaluates
their ability to manage policies and objects within FortiManager. It involves ADOM revisions, workspace
mode, and policy imports and installations, emphasizing consistent policy control across networks.

Topic 3 Troubleshooting

Topic 4
Administration: This section of the exam measures the skills of System Administrators and covers the
essential features of FortiManager. It includes the initial configuration process and the setup of
administrative domains (ADOMs), ensuring smooth system management.

Fortinet FCP - FortiManager 7.6 Administrator Sample Questions (Q32-
Q37):
NEW QUESTION # 32 
An administrator is copying a system template profile between ADOMs by running the following command:
execute fmprofile export-profile ADOM 3547 /tmp/Backup_File output dump to file: [/tmp/Backup_File] Where does this
command export the system template profile from?

A. ADOM device database
B. FortiManager /tmp/Backup_File folder
C. FortiManager ADOM policy database
D. FortiManager configuration backup file

Answer: C

Explanation:
The command exports the system template profile from the FortiManager ADOM policy database, which stores the configuration
templates for devices within that ADOM.

NEW QUESTION # 33 
The administrator uses FortiManager to push a CLI script using the Remote FortiGate Directly (via CLI) option to configure an
IPsec VPN. However, when running the script, the administrator receives the following error:
config vpn ipsec phase2-interface [parameter(s) invalid. detail: object mismatch] What must the administrator do to resolve the script
error and successfully apply the IPsec configuration?

A. Use IPsec templates to deploy provisioning templates.
B. Add the end command after finishing the IPsec phase 1-interface configuration block.
C. Add a second config vpn ipsec phase2-interface block without linking it to phase1.
D. Run the script using the policy package or ADOM database method.

Answer: D

Explanation:
Running the script through the policy package or ADOM database method allows FortiManager to properly interpret object
relationships and dependencies in the IPsec configuration, preventing object mismatch errors when pushing complex VPN settings
directly via CLI.

NEW QUESTION # 34 
Refer to the exhibit.
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An administrator added a FortiGate device to FortiManager with the default object settings at the ADOM layer.
What can you conclude from the import policy package process of the HQ-NGFW- 1 device?

A. The administrator must select Per Platform for all interfaces to correctly detect all interfaces from HQ- NGFW-1.
B. The administrator must manually create the port4 interface on the ADOM layer to avoid import policy errors.
C. FortiGate may not work as expected when the administrator does not import all objects.
D. FortiManager will create LAN, port4, and port6 as normalized interfaces at the ADOM layer.

Answer: D

Explanation:
The import process shows that FortiManager will create normalized interfaces named LAN, port4, and port6 at the ADOM layer,
mapping them to the corresponding device interfaces based on the import settings.

NEW QUESTION # 35 
An administrator has a FortiGate-HQ device with VDOMs-root, HR and Facilities, currently managed under the FortiManager
ADOM-Site1. They try to move VDOM HR to the FortiManager ADOM-Site2, but it does not work.
Why is the administrator not able to move FortiGate-HQ VDOM HR to FortiManager ADOM-Site2?

A. The FortiGate-HQ must be managed under the FortiManager ADOM-root to allow moving its VDOMs to different
ADOMs.
B. The administrator must have full access in the device layer of FortiGate-HQ VDOM-root before they can VDOMs to
different ADOMs.
C. The administrator must delete the FortiGate-HQ device from FortiManager and add it again using the Add Device wizard
before moving the VDOM.
D. FortiManager must be in ADOM normal mode, which does not allow VDOMs to be managed separately.

Answer: A

Explanation:
FortiGate devices must be managed under the FortiManager ADOM corresponding to the root VDOM to allow their individual
VDOMs to be moved and managed in different ADOMs. Managing the root VDOM in a different ADOM prevents moving
subordinate VDOMs across ADOMs.



NEW QUESTION # 36 
What is the best explanation of how FortiManager helps with mass provisioning?

A. It upgrades the OS of each FortiGate device.
B. It sends email alerts when new devices connect.
C. It provides local FortiGuard Distribution Server (FDS) services to the network.
D. It uses templates to configure the same settings on many devices simultaneously.

Answer: D

Explanation:
FortiManager is designed to simplify mass provisioning across large networks by allowing administrators to:
- Create configuration templates (for interfaces, routing, firewall policies, etc.)
- Apply these templates to multiple FortiGate devices or VDOMs at once
- Ensure consistency and speed in deployment and updates
This is especially useful in environments with many branch offices or remote sites, where manual configuration would be time-
consuming and error-prone..

NEW QUESTION # 37
......
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