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Cisco Conducting Forensic Analysis & Incident Response Using Cisco
Technologies for CyberOps Sample Questions (Q71-Q76):

NEW QUESTION # 71

A security team received reports of users receiving emails linked to external or unknown URLs that are non-returnable and non-
deliverable. The ISP also reported a 500% increase in the amount of ingress and egress email traffic received. After detecting the
problem, the security team moves to the recovery phase in their incident response plan. Which two actions should be taken in the
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recovery phase of this incident?
(Choose two.)

A. request packet capture

B. remove vulnerabilities

C. scan hosts with updated signatures
D. collect logs

E. verify the breadth of the attack

Answer: B,C

NEW QUESTION # 72

Refer to the exhibit.

.sanﬁce &g June 3, 2020 at 5:33 PM .
Credil Card Refund #186913

To: [removed]

Received: from ([202 142.155 218]) by [removed] for [removed]. Wed, 03 Jub 2020 15:33.03 +0000 (UTC)

Received: from [53.183.109.56] (helo=WEEOWED lu) by with esmipa (Exim 4.85) (envelope-from) id 08A56E 158516 for
[removed], Wed, 3 Jun 2020 20:33:05 +0500

Received: from [54.198.90.184] (account cobblergs8@o4 e notification infuit com HELO RUFINEF. GYPUBOT meg) by (Postfix)
with ESMTPA id

mxDmHhpAE0DT 233 for [removed]. Wed, 3 Jun 2020 20:33:05 +0500

Content-Type: mulipart/mixed, boundary="- -_Parl_6483125_09335162 9435849616646"

8« @« -+ 814

Cash Refund

Date 610312020

Refund # 186913

Payment Method Website Payment
Check # 3000679700
Project

Department

Phone Number

Shipping Method UPS 2™ Day Alr®)
CreditCard#  swesssssssesse

Transaction Next Approver

CQuantity Descri Hate

12020 1,397.11

Tax Amount Tax Details Reference)

a7810761_1

I795326-44 1,397.11 1,297.11

Subtotal 1,397.11
Shipping Cost (UPS 2 Day Air®) 0.00
Total $1.391T1

merCREDIT WILL BE ISSUED TO YOUR CREDIT CARD USED FOR DRIGINAL PURCHASE™ ™™

Zard_Refund_18
6913.xdsm
Which element in this email is an indicator of attack?

A. subject: "Service Credit Card"
B. content-Type: multipart/mixed
C. attachment: "Card-Refind"

D. IP Address: 202.142.155.218

Answer: C

Explanation:

According to the Cisco Certified CyberOps Associate guide (Chapter 5 - Identifying Attack Methods), attachments in emails-
especially with file extensions like.xlsm-are high-risk indicators when analyzing suspicious or phishing emails. Malicious actors often
use macro-enabled Excel files (.xlsm) as a payload delivery mechanism for malware or other exploits. These attachments are

typically disguised as legitimate content such as refunds or invoices to trick the recipient into opening them.

The presence of'Card Refind 18 6913.xlsm'is a strongndicator of Compromise (IoC), as.xlsmfiles can contain VBA macros
capable of executing malicious code. This matches exactly with examples provided in the study material discussing how macro-

based payloads are delivered and recognized.



Hence,option Cis the most direct indicator of attack in this email.

NEW QUESTION # 73
Refer to the exhibit.
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An engineer is analyzing a TCP stream in Wireshark after a suspicious email with a URL. What should be determined about the
SMB traffic from this stream?

e A It is exploiting redirect vulnerability

e B. It is sharing access to files and printers.

e C. It is requesting authentication on the user site.
e D. It is redirecting to a malicious phishing website

Answer: B

Explanation:

The Wireshark output shows SMB protocol transactions, including NT Create AndX Response and Write AndX Response,
mdicating the transfer of files or objects. SMB (Server Message Block) is a protocol used for file sharing and printer access in
Windows networks. The log does not indicate phishing or redirection behavior but rather normal SMB communication such as
accessing files or shared resources.

NEW QUESTION # 74
Which tool conducts memory analysis?

A. Sysinternals Autoruns
B. Volatility
C. Menoryze

D. MemDunp
Answer: B

Explanation:

Volatility is an open-source memory forensics tool specifically designed for memory analysis. It allows forensic investigators to
inspect memory dumps for running processes, hidden processes, injected code, and malicious activity in memory.

As per the Cisco CyberOps Associate study guide, "Volatility helps security professionals with both incident response and malware
analysis. It can identify processes, registry artifacts, network connections, and memory- resident malware".



While Memoryze (D) is also a memory analysis tool, Volatility is the more recognized, command-line driven tool used widely in
industry and is directly highlighted in the curricutum.

NEW QUESTION # 75

[**] [1:2008186:5] ET SCAN DirBuster Web App Scan in Progress [*¥]
[Classification: Web Application Attack] [Priomity: 1]
04/20-13:02:21.250000 192.168.100.100:512%" -> 192.168.50.50: 80
TCP TTL:63 TO0S:0x0 ID:20054 IpLepn: 20 DgmLen:342 DF

*WFRPEFW Sag: 0x369FB652Z Ack:)OxSCF06FDE Win: OxFAG0 Tcplen: 32

[¥ref => http://doc.emergingthreats.net/2008186] [Xref => http://owasp.org]
Refer to the exhibit. According to the SNORT alert, what is the attacker performing?

A. brute-force attack against the web application user accounts

B. brute-force attack against directories and files on the target webserver
C. XSS attack against the target webserver

D. SQL mjection attack against the target webserver

Answer: B

Explanation:
Explanation

NEW QUESTION # 76

The web-based 300-215 practice test frees you from the need for software installation. It is compatible with all operating systems.
The web-based Conducting Forensic Analysis & Incident Response Using Cisco Technologies for CyberOps (300-215) practice
test of requires no special plugins to flinction properly. Customization of this format allows you to change settings of 300-215
Practice Exams. This self-assessment 300-215 practice exam tracks your progress so you overcome your mistakes.
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