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In a rapidly growing world, it is immensely necessary to tag your potential with the best certifications, such as the Identity-and-
Access-Management-Architect certification. But as you may be busy with your work or other matters, it is not easy for you to
collect all the exam information and pick up the points for the Identity-and-Access-Management-Architect Exam. Our professional
experts have done all the work for you with our Identity-and-Access-Management-Architect learning guide. You will pass the exam
in the least time and with the least efforts.

Salesforce Certified Identity and Access Management Architect (IAM) Exam is a certification program designed for professionals
who specialize in identity and access management solutions. Identity-and-Access-Management-Architect Exam is an advanced-level
certification that validates an individual's expertise in designing and implementing security solutions using Salesforce's Identity and
Access Management platform. Salesforce Certified Identity and Access Management Architect certification is ideal for professionals
who have extensive experience in security architecture, identity management, and access control.

Salesforce Certified Identity and Access Management Architect certification exam is a valuable credential that can help professionals
stand out in the competitive job market. Salesforce Certified Identity and Access Management Architect certification demonstrates
that a professional has the knowledge, skills, and expertise to design, implement, and manage identity and access management
solutions. Employers value this certification because it shows that a professional is committed to continuous learning and
development, and has the ability to deliver high-quality solutions that meet business needs.
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If you choose PassTorrent, success is not far away for you. And soon you can get Salesforce Certification Identity-and-Access-
Management-Architect Exam certificate. The product of PassTorrent not only can 100% guarantee you to pass the exam, but also
can provide you a free one-year update service.

Salesforce Certified Identity and Access Management Architect Sample
Questions (Q72-Q77):
NEW QUESTION # 72 
Containers (UC) has an existing Customer Community. UC wants to expand the self-registration capabilities such that customers
receive a different community experience based on the data they provide during the registration process. What is the recommended
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approach an Architect Should recommend to UC?

A. Create separate login flows corresponding to the different community user personas.
B. Create an After Insert Apex trigger on the user object to assign specific custom permissions.
C. Modify the Community pages to utilize specific fields on the User and Contact records.
D. Modify the existing Communities registration controller to assign different profiles.

Answer: C

Explanation:
Explanation
The recommended approach for UC to expand the self-registration capabilities such that customers receive a different community
experience based on the data they provide during the registration process is to modify the community pages to utilize specific fields
on the user and contact records. This approach allows UC to customize the community pages based on the user's profile,
preferences, interests, or other attributes that are stored in the user or contact fields. For example, UC can use conditional visibility
rules or audience criteria to display different components or content based on the user's field values. This approach does not require
any code or complex configuration, and it provides a flexible and personalized community experience for different customer
segments. The other options are not recommended for this scenario. Creating an after-insert Apex trigger on the user object to
assign specific custom permissions would require UC to write code and manage custom permissions, which could increase
maintenance and testing efforts. Creating separate login flows corresponding to the different community user personas would require
UC to create multiple login pages and logic, which could increase complexity and confusion. Modifying the existing communities'
registration controller to assign different profiles would require UC to write code and manage multiple profiles, which could increase
security and governance risks. References: [Customize Your Community Pages], [Set Component Visibility], [Create Custom Login
Flows], [Customize Self-Registration]

NEW QUESTION # 73 
IT security at Unversal Containers (UC) us concerned about recent phishing scams targeting its users and wants to add additional
layers of login protection. What should an Architect recommend to address the issue?

A. Use the Salesforce Authenticator mobile app with two-step verification
B. Implement Single Sign-on using a corporate Identity store.
C. Increase Password complexity requirements in Salesforce.
D. Lock sessions to the IP address from which they originated.

Answer: A

NEW QUESTION # 74 
Which three types of attacks would a 2-Factor Authentication solution help garden against?

A. Network perimeter attacks
B. Dictionary attacks
C. Man-in-the-middle attacks
D. Phishing attacks
E. Key logging attacks

Answer: B,C,D,E

Explanation:
Explanation
A 2-Factor Authentication (2FA) solution is a type of multi-factor authentication (MFA) that requires users to provide two
verification factors to access a system or application. The verification factors can be something the user knows (e.g., password),
something the user has (e.g., phone), or something the user is (e.g., fingerprint). A 2FA solution can help prevent common
cyberattacks that rely on stealing or guessing passwords, such as:
Key logging attacks: These are attacks where a malicious program records the keystrokes of a user, including their passwords, and
sends them to the attacker. A 2FA solution can prevent this attack by requiring an additional factor that is not typed by the user,
such as a verification code sent to their phone or a biometric scan.
Phishing attacks: These are attacks where an attacker sends a fake email or website that looks like it came from a trusted source,
and tricks the user into providing their credentials or other sensitive information. A 2FA solution can prevent this attack by requiring
an additional factor that is not known by the attacker, such as a verification code generated by an authenticator app or a hardware



token.
Dictionary attacks: These are attacks where an attacker tries to guess a user's password by using a list of common or likely
passwords, such as "password" or "123456". A 2FA solution can prevent this attack by requiring an additional factor that is not
based on a password, such as a fingerprint scan or a facial recognition.
A man-in-the-middle attack is when an attacker intercepts and alters the communication between two parties, such as a user and a
website. A 2-Factor Authentication solution can help prevent this type of attack by requiring a second factor of authentication that
the attacker cannot access or spoof, such as a code sent to the user's phone or a hardware token References: 1: What Is Two-
Factor Authentication (2FA)? | Microsoft Security 2: What type of attacks does Multi-Factor Authentication prevent?

NEW QUESTION # 75 
Universal Containers would like its customers to register and log in to a portal built on Salesforce Experience Cloud. Customers
should be able to use their Facebook or Linkedln credentials for ease of use.
Which three steps should an identity architect take to implement social sign-on?
Choose 3 answers

A. Create authentication providers for both Facebook and Linkedln.
B. Register both Facebook and Linkedln as connected apps.
C. Enable "Federated Single Sign-On Using SAML".
D. Update the default registration handlers to create and update users.
E. Check "Facebook" and "Linkedln" under Login Page Setup.

Answer: A,D,E

Explanation:
Explanation
To implement social sign-on for customers to register and log in to a portal built on Salesforce Experience Cloud using their
Facebook or LinkedIn credentials, the identity architect should take three steps:
Create authentication providers for both Facebook and LinkedIn. Authentication providers are configurations that enable users to
authenticate with an external identity provider and access Salesforce resources. Salesforce provides predefined authentication
providers for some common identity providers, such as Facebook and LinkedIn, which can be easily configured with minimal
customization.
Check "Facebook" and "LinkedIn" under Login Page Setup. Login Page Setup is a setting that allows administrators to customize
the login page for Experience Cloud sites. By checking "Facebook" and
"LinkedIn", the identity architect can enable social sign-on buttons for these identity providers on the login page.
Update the default registration handlers to create and update users. Registration handlers are classes that implement the
Auth.RegistrationHandler interface and define how to create or update users in Salesforce based on the information from the external
identity provider. The identity architect can update the default registration handlers to link the user's social identity with their
Salesforce identity and prevent duplicate accounts. References: Authentication Providers, Social Sign-On with Authentication
Providers, Login Page Setup, Create a Custom Registration Handler

NEW QUESTION # 76 
Universal Containers (UC) has a mobile application for its employees that usesdata from Salesforce as well as uses Salesforce for
Authentication purposes. UC wants its mobile users to only enter their credentials the first time they run the app. Theapplication has
been live for a little over 6 months, and all of the users who werepart of the initial launch are complaining that they have to re-
authenticate. UC has also recently changed the URI Scheme associated with the mobile app. What should the Architect at UC first
investigate?Universal Containers (UC) has a mobile applicationfor its employees that uses data from Salesforce as well as uses
Salesforce for Authentication purposes. UC wants its mobile users to only enter their credentials the first time they run the app. The
application has been live for a little over 6 months, and all of the users who were part of the initial launch are complaining that they
have to re-authenticate. UC has also recently changed the URI Scheme associated with the mobile app. What should the Architect
at UC first investigate?

A. Validate that the users are checking the box to remember their passwords.
B. Confirm that the access Token's Time-To-Livepolicy has been set appropriately.
C. Verify that the Callback URL is correctly pointing to the new URI Scheme.
D. Check the Refresh Token policy defined in the Salesforce Connected App.

Answer: D

Explanation:



The first thing that the architect at UC should investigate is the refresh token policy defined in the Salesforce connected app. A
refresh token is a credential that allows an application to obtain new access tokens without requiring the user to re-authenticate. The
refresh token policy determines how long a refresh token is valid and under what conditions it can be revoked. If the refresh token
policy is set to expire after a certain period of time or after a change in IP address or device ID, then the users may have to re-
authenticate after using the app for a while or from a different location or device. Option B is not a good choice because validating
that the users are checking the box to remember their passwords may not be relevant, as the app uses SSO with a third-party
identity provider and does not rely on Salesforce credentials. Option C is not a good choice because verifying that the callback URL
is correctly pointing to the new URI scheme may not be necessary, as the callback URL is used for redirecting the user back to the
app after authentication, but it does not affect how long the user can stay authenticated. Option D is not a good choice because
confirming that the access token's time-to-live policyhas been set appropriately may not be effective, as the access token's time-to-
live policy determines how long an access token is valid before it needs to be refreshed by a refresh token, but it does not affect how
long a refresh token is valid or when itcan be revoked. References: [Connected Apps Developer Guide], [Digging Deeper into
OAuth 2.0 on Force.com]

NEW QUESTION # 77
......
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