ZHEI & ZDTAR BRI E & & R L —XZDTA% B
B ERO D 2ZDTAL EHHH

& 512+ MogiExamZDTAX > 7' D — A BEER TR S Tw £ 9 hitpsv/drive.google.com/open?
id=1nC3THfUx qJqRTVF1xY7w5waYCYARKkW

MogExami it # BN 3 2 51« ZDTA%¥E Y — v 2 BB TcLx v o—FL TRATE £9. Web¥ A b EOR
MOR—VTTFEERPEL TV B0, XA FVO—EEZDTAT A L bL Y FOBREHEMETE £ 3. Weby
A MTRFBOR—SWIZT 7€ RAT 2L, BHKME. 3003—Y 3> #BIRCc& 4., ZDTAS A FAKDZEZ
ERXRA PIVERBD 7 +—L5HERBL TSV, BHDZDTAT A b bL Y 2 BAT 2lifER D2 L Bbh
2BEE. BIFADA—Y 3 v 3BIRTEX 7.

MogiExam® % 72 12 B s D ZscalerDZDTARBEE # R L TEL LF & F. a2 RINDEWSIFEL &
T MogiExam® Zscaler® ZDTAGAEE b L —=> 7 BRHERBOBEHFE L2 L Cw bl ~xv7 252 £ 3. 4
DBERE DL LHITEMFRIC L 2 & DN RBEDERSAD LD CERL 12 & ®T¥ . MogExam® Zscaler
OZDTARBE b L —=> 7 BRI b2 LR OBEHAL T, 40 =—X L TEETT. &% { MogExam®
A P EBRL TV, EoeliFrndn x4 &,

>>7DTAR B E <<

IDTARB O EHEHE | —REF L ZDTARBRMERE | HE# > Zscaler
Digital Transformation Administrator:Z & g &

MogiExam® Zscaler ZDTARERBOMBEEC DV THI > T & T2 ¥ ZDTASE R EE 2 > - NiEx O
FEDHTEDLIZETH? RHCHRADZHE I »ERAL 0TI H? TIE. MogExam® 4 1 b % 55
L TZscaler ZDTARRERBOXEMEE LKL 7> o—FL TL & W, Zscaler ZDTARFFAER i ¥ 2 %[
FBEE 7 EMERMBEINTOET AL, EFEKBL T, s LEIUTNE. DRLEBVBHTIREBATZ LB
T& 7. Zscaler ZDTARBSKEMEE2BAL (B, $-—FHOBREHRY—LRA42B2I L TEE
To —SEURIC. HREDFE> T IEREEHL 2R 0 . MogExamid H&FiA— a > ORIEE+HT £
T. COMBERNDNIE. FiZscaler ZDTARERBRIC SR T2 ENTE F T,

Zscaler Digital Transformation Administrator 58 X ZDTA 5k & (Q113-
Q118):

BR #113
What is Zscaler's rotation policy for intermediate certificate authority certificates?

e A Certificates are rotated every seven days and have a 14-day expiration.
e B. Certificates are issued dynamically and expire in 24 hours.

e (. Lifetime certificates have no expiration date.

e D. Certificates are rotated every 90 days and have a 180-day expiration.

EfE: A
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fEERA -
Zscaler's short#lived intermediate CA certificates on the ZIA Service Edges are valid for 14 days and are automatically rotated
every 7 days, minimizing the window of exposure even if a private key is compromised.

HE #114
What is the purpose of a Microtunnel (M- Tunnel) in Zscaler?

¢ A To provide an end-to-end communication channel between ZCC clients

¢ B. To create an end-to-end communication channel to internal applications

¢ C. To provide an end-to-end communication channel to Microsoft Applications such as M365
e D. To create an end-to-end commumication channel to Azure AD for authentication

Ef#: B

A -

TheMicrotunnel (M-Tunnel)in Zscaler is designed to create anend-to-end communication channel to internal applications. This tunnel
facilitates secure and direct access from the client device to internal corporate applications without exposing the network or requiring
traditional VPN infrastructure. The M- Tunnel is part of ZPA's mechanism to ensure secure, zero-trust access to private resources.

HM #115
What is the default policy configuration setting for checking for Viruses?

A. Malware Protection

B. Unwanted Applications
C. Block

D. Allow

EM: C
R

Out of the box, Zscaler's Malware Protection policy is configured to block any traffic identified as a virus, ensuring known malicious
files are denied immediately.

HM #116
Which of the following components is installed on an endpoint to connect users to the Zero Trust Exchange regardless of their

location - home, work, while traveling, etc.?

e A. IPSec/GRE Tunnel
e B. App Connector

e C. Client connector

e D. Private Service Edge

EfE: C

AR :
The Zscaler Client Connector is the lightweight agent installed on endpoints - whether at home, in the office, or on the road - to
securely forward user traffic into the Zero Trust Exchange.

HA #117

An organization has more than one ZIA instance, each on different clouds. The organization is using the same login domain for both
and upon login users are given this menu in ZCC asking which cloud they would like to join. What steps could an Administrator take
to avoid having this menu appear?

e A, Customize an MSI version of the ZCC file specifying the CLOUDNAME variable.
e B. Federate the login domain between two different IDP instances.
e (. Customize an MSI version of the ZCC file specifying the USERDOMAIN variable.



¢ D. Create only one SAML integration with the desired ZIA instance.
EE: A

R -

To avoid prompting users with a cloud selection menu in the Zscaler Client Connector (ZCC), administrators shouldcustomize the
MSI installation package with theCLOUDNAMEparameter. This setting ensures the ZCC automatically connects to the correct ZIA
cloud instance without user intervention. The CLOUDNAME corresponds to the designated cloud name for the organization's ZIA
tenant, effectively bypassing the prompt.

This is outlined under Zscaler's deployment and configuration instructions for ZCC.

Reference: Zscaler Digital Transformation Study Guide - Zscaler Internet Access (ZIA) > Deployment
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