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ISA/IEC 62443 Cybersecurity Fundamentals Specialist Sample Questions
(Q209-Q214):

NEW QUESTION # 209
Multiuser accounts and shared passwords inherently carry which of the following risks?
Available Choices (select all choices that are correct)

A. Buffer overflow

B. Unauthorized access
C. Race conditions

D. Privilege escalation

Answer: D

NEW QUESTION # 210
Which standard is applied during the Assess phase for risk assessment?

AL ISA/IEC 62443-3-2
B. ISA/IEC 62443-3-1
C. ISA/IEC 62443-3-3
D. ISA/IEC 62443-2-1

Answer: A

Explanation:

ISA/TEC 62443-3-2 specifically describes the methodology for conducting risk assessments within industrial automation and control
systers (IACS). This part of the standard provides guidance on identifying risks, assigning Security Levels, and making design
decisions during the Assess phase of the IACS Cybersecurity Lifecycle.

Reference: ISA/IEC 62443-3-2:2020, Section 4 ("Cybersecurity risk assessment for system design').

NEW QUESTION # 211
How should outreach be handled with product suppliers and service providers?

A. Asset owners should be informed about how to report vulnerabilities.

B. Patch management policies should be kept confidential from asset owners.
C. Communication should only occur after a system failure.

D. Only system integrators need to be informed about lifecycle support.

Answer: A

Explanation:

According to ISA/IEC 62443-2-4 and 62443-4-1, it is critical that clear and open commumication channels are established with
asset owners and service providers for reporting vulnerabilities and managing patches.

Outreach is a proactive activity, not a post-incident reaction.

"The supplier shall provide the asset owner with documented vulnerability disclosure procedures, including how to report
vulnerabilities or suspicious behavior."

- ISA/IEC 62443-4-12018, SR 6.2.2

Further, 62443-2-4 emphasizes that maintenance and patching communications must be timely, transparent, and structured.
"The service provider shall ensure the asset owner is informed of known wvulnerabilities, and provided with the necessary information
to assess and manage associated risks."

- ISA/IEC 62443-2-42015, Clause 4.4.3.4

References:

ISA/IEC 62443-4-12018 - SR 6.2.2

ISA/IEC 62443-2-42015 - Clause 4.4.3.4

ISA/IEC 62443-2-1 - Asset Owner responsibilities in vulnerability management

NEW QUESTION # 212



‘Which communications system covers a large geographic area?
Available Choices (select all choices that are correct)

A. Storage Area Network

B. Campus Area Network (CAN)
C. Wide Area Network (WAN)
D. Local Area Network (LAN)

Answer: C

NEW QUESTION # 213
At Layer 4 of the Open Systems Interconnection (OSI) model, what identifies the application that will handle a packet inside a host?
Available Choices (select all choices that are correct)

A. ATCP/UDP registry number
B. A TCP/UDP host ID

C. ATCP/UDP application ID
D. ATCP/UDP port number

Answer: D

Explanation:

At layer 4 of the OSI model, also known as the transport layer, the application that will handle a packet inside a host is identified by
a TCP/UDP port number. A port number is a 16-bit integer that is assigned to a specific application or service that runs on a host.
Port numbers are used to multiplex and denmultiplex the data streans that are exchanged between hosts and end systerrs.
Multiplexing is the process of combining multiple data streams into one, while demultiplexing is the process of separating one data
stream into multiple ones. Port numbers are part of the header of the transport layer protocol data unit (PDU), which is called a
segment for TCP and a datagram for UDP. The header contains the source port number and the destnation port number, which
indicate the applications that are involved in the communication. For example, if a host sends a packet to another host using the
HTTP protocol, which runs on port 80 by default, the source port number would be a random number chosen by the sender, and
the destination port number would be 80. The receiver would then use the destination port number to demultiplex the packet and
deliver it to the HTTP application.

Port numbers are divided into three ranges: well-known ports (0-1023), registered ports (1024-49151), and dynamic or private
ports (49152-65535). Well-known ports are reserved for common and standardized applications and services, such as HTTP (80),
FTP (21), and SSH (22). Registered ports are assigned by the Internet Assigned Numbers Authority (IANA) to specific
applications and services that request them, such as Skype (49175) and Minecraft (25565). Dynamic or private ports are not
assigned by any authority and can be used by any application or service that needs them, such as ephemeral ports that are used for
temporary connections.

The other options are not valid identifiers for the application that will handle a packet mside a host at layer 4 of the OSI model. A
TCP/UDP application ID is not a term that is used in the OSI model or the TCP/IP model.

A TCP/UDP host ID is not a term that is used in the OSI model or the TCP/IP model, and it would be more appropriate for layer 3,
which is the network layer, where the host is identified by an IP address. A TCP/UDP registry number is not a term that is used in
the OSI model or the TCP/IP model, and it would be more appropriate for layer 5, which is the session layer, where the registry
number is used to identify a session between two hosts.

References:

* Transport Layer | Layer 4 | The OSI-Modell

* OSI model - Wikipedia2

* What is Layer 4 of the OSI Model? | Glossary | A10 Networks3

* What Are the 7 Layers of the OSI Model? | Webopedia4
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