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WGU Cybersecurity Architecture and Engineering (KFO1/D488) Sample
Questions (Q54-Q59):
NEW QUESTION # 54 
Which IT role is responsible for the installation and maintenance of hardware and software that make up a computer network?

A. IT manager
B. Web administrator
C. Database support specialist
D. Network administrator

Answer: D
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Explanation:
The IT role responsible for the installation and maintenance of hardware and software that make up a computer network is the
Network Administrator. Their responsibilities include:
* Network installation: Setting up and configuring network hardware, such as routers, switches, firewalls, and servers.
* Network maintenance: Ensuring the network operates smoothly, performing regular updates, and troubleshooting issues.
* Security management: Implementing security measures to protect the network from unauthorized access, attacks, and breaches.
* Performance monitoring: Monitoring network performance and making necessary adjustments to optimize speed and reliability.
Therefore, the Network Administrator is the correct role for these responsibilities.
References
* William Stallings, "Data and Computer Communications," Pearson.
* Andrew S. Tanenbaum and David J. Wetherall, "Computer Networks," Pearson.

NEW QUESTION # 55 
What signals the development of scope creep?

A. The product does not satisfy all the requirements of the plan.
B. Many unplanned features have been added to the original project.
C. Programmers are focused on a single feature.
D. An extension to the deadline of the project is requested.

Answer: B

Explanation:
The development of scope creep is often signaled by the addition of many unplanned features to the original project. This indicates
that the project scope is expanding beyond its initial boundaries. Key indicators include:
* Uncontrolled changesto the project scope.
* Continuous new requestsfrom stakeholders that were not part of the original requirements.
* Increased project complexityand difficulty in managing the project timeline and resources.
Scope creep can lead to delays, budget overruns, and project failure if not managed properly.
References
* Project Management Institute, "A Guide to the Project Management Body of Knowledge (PMBOK Guide)," PMI.
* Harold Kerzner, "Project Management: A Systems Approach to Planning, Scheduling, and Controlling," Wiley.

NEW QUESTION # 56 
A retail company wants to establish the frequency at which it needs to backup its critical data to ensure it can be restored in case of
a disruption with the least amount of acceptable loss in recovery.
What is the term used to describe this metric?

A. Business impact analysis (BIA)
B. Disaster recovery (DR)
C. Continuous data protection (CDP)
D. Recovery point objective (RPO)

Answer: D

Explanation:
The correct answer is D - Recovery point objective (RPO).
According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488), the RPO defines the maximum amount of data
loss that is tolerable in terms of time. It sets the backup frequency to ensure that in the event of a disruption, no more than the
specified amount of data is lost.
Continuous data protection (A) is a method but not the term for the metric. BIA (B) identifies impacts but does not define backup
timing. DR (C) refers to the overall recovery process, not backup frequency.
Reference Extract from Study Guide:
"Recovery point objective (RPO) defines the maximum age of files that must be recovered from backup storage for normal
operations to resume after a failure."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Disaster Recovery and Recovery Objectives



NEW QUESTION # 57 
A company has recently completed its disaster recovery plan and is preparing to test it. The company's IT team has identified the
need to simulate a disaster scenario to evaluate the effectiveness of the plan. The team has considered a few options, including a full
interruption test, a walk-through, tabletop exercises, and checklists. They want to choose a testing method that will allow them to
evaluate the plan in a controlled environment while minimizing the impact on the company's operations.
Which testing method will meet the needs of the company?

A. Checklists
B. Full interruption test
C. Walk-through
D. Tabletop exercises

Answer: D

Explanation:
The correct answer is B - Tabletop exercises.
WGU Cybersecurity Architecture and Engineering (KFO1 / D488) defines a tabletop exercise as a controlled simulation where
participants discuss their roles during a simulated disaster scenario. It allows the evaluation of the plan without causing real disruption
to operations.
Walk-throughs (A) review plans but are less interactive. Checklists (C) are passive validation. Full interruption tests (D) would
disrupt operations, which the company wants to avoid.
Reference Extract from Study Guide:
"Tabletop exercises allow teams to simulate disaster scenarios in a controlled, discussion-based format, helping validate plans
without impacting real-world operations."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Disaster Recovery Testing Methods

NEW QUESTION # 58 
Which motherboard component is used for short-term storage of data?

A. Read Only Memory
B. Hard Drive
C. BIOS
D. RAM

Answer: D

Explanation:
* Short-term storage of data on a motherboard is managed by Random Access Memory (RAM).
* RAM is volatile memory, meaning it temporarily stores data that is actively being used or processed by the CPU.
* The other options:
* The hard drive is used for long-term storage.
* BIOS (Basic Input/Output System) is firmware for hardware initialization.
* Read Only Memory (ROM) is used for permanent data storage that doesn't change.
* Thus, RAM is the correct answer for short-term data storage.
References:
* "Computer Organization and Architecture" by William Stallings, which covers the various types of memory.
* "Operating System Concepts" by Abraham Silberschatz, Peter B. Galvin, and Greg Gagne, which explains memory management.
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