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Microsoft Azure Security Technologies Sample Questions (Q495-Q500):
NEW QUESTION # 495 
You have an Azure subscription named Sub 1 that is associated to an Azure Active Directory (Azure AD) tenant named
contoso.com. The tenant contains the users shown in the following table.
Each user is assigned an Azure AD Premium P2 license.
You plan lo onboard and configure Azure AD identity Protection.
Which users can onboard Azure AD Identity Protection, remediate users, and configure policies? To answer, select the appropriate
options in the answer area.
NOTE: Each correct selection is worth one point

Answer:

Explanation:

NEW QUESTION # 496 
You need to create Role1 to meet the platform protection requirements.
How should you complete the role definition of Role1? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Explanation
1) Microsoft.Compute/
2) disks
3) /subscrption/{subscriptionId}/resourceGroups/{Resource Group Id}
A new custom RBAC role named Role1 must be used to delegate the administration of the managed disks in Resource Group1.
Role1 must be available only for Resource Group1.

NEW QUESTION # 497 
You have an Azure Storage account named storage1 and an Azure virtual machine named VM1. VM1 has a premium SSD
managed disk.
You need to enable Azure Disk Encryption for VM1.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange then in the correct order.

Answer:

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/disk-encryption-key-vault

NEW QUESTION # 498 
You need to configure WebApp1 to meet the data and application requirements.
Which two actions should you perform? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Change the pricing tier of the App Service plan.
B. Turn on the HTTPS Only protocol setting.
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C. Turn on the Incoming client certificates protocol setting.
D. Set the Minimum TLS Version protocol setting to 1.2.
E. Upload a public certificate.

Answer: D,E

Explanation:
A: To configure Certificates for use in Azure Websites Applications you need to upload a public Certificate.
C: Over time, multiple versions of TLS have been released to mitigate different vulnerabilities. TLS 1.2 is the
most current version available for apps running on Azure App Service.
Incorrect Answers:
B: We need support the http url as well.
Note:
References:
https://docs.microsoft.com/en-us/azure/app-service/app-service-web-configure-tls-mutual-auth
https://azure.microsoft.com/en-us/updates/app-service-and-functions-hosted-apps-can-now-update-tls-
versions/
Secure data and applications
Question Set 2

NEW QUESTION # 499 
You have two Azure virtual machines in the East US2 region as shown in the following table.
You deploy and configure an Azure Key vault.
You need to ensure that you can enable Azure Disk Encryption on VM1 and VM2.
What should you modify on each virtual machine? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Explanation:
VM1: The Tier
The Tier needs to be upgraded to standard.
Disk Encryption for Windows and Linux IaaS VMs is in General Availability in all Azure public regions and Azure Government
regions for Standard VMs and VMs with Azure Premium Storage.
VM2: the operating system
References:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/generation-2#generation-1-vs-generation-2-ca

NEW QUESTION # 500
......
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